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Abstract: The growing use of digital images in a wide range of applications, and growing the availability of many 

editing photo software, cause to emerge a challenge to discover the images tampering. In this paper, we proposed a 

method to detect the most important type of forgery image (copy and move). We suggested many steps to classify the 

image as forgery or non-forgery image, started with preprocessing (included, convert image to gray image, de-noising, 

and image resize). Then, the image will be divided into several overlapping blocks. For each block, feature extracted 

(used it as a matching feature) by using the singular value decomposition (SVD) transformation. According to these 

features, the pixels were collected in many main groups, and then these groups clustered to many subgroups. The 

weight for each main group can be determined by comparing the subgroups with each other according to suggested 

conditions. The number of subgroups and weights are used to classify images to forgery or non-forgery images. The 

accuracy of detection and classified the forgery images were up to 97%. The suggested method is robust for tampered 

object rotation, scaling, and change of illumination. 

Keywords: Computer vision, Copy-move, Image forgery, SVD, Tampered object. 

 

 

1. Introduction 

Nowadays, images are very important in 

communication media. There is believed that images 

can express about the accident or situation in a way 

that is clearer, and truth than words [1]. In the current 

technological world, Digital images play a very 

significant role in different huge fields such as the 

law court, military, medical records, news, scientific 

publication, and media. With advancements in digital 

images technology such as camera equipment, 

programs, and computer systems and the widespread 

use of digital images through the internet media, so, 

the digital images can be used as an important 

information point at the moment, due to the advanced 

technology and access to inexpensive forge devices 

of hardware and software. Therefore, it is easy to 

forge digital images without any observable elements. 

The deceiving of digital image forgery in many cases 

intentionally damages the recipient's knowledge. In 

such a case, digital image forgery detection has 

especially a crucial role in forensic to give 

authenticate to the image [2,3].  

A forgery is a criminal work that supplies 

misleading information around a product or service. 

It is the operation of making, conform, or fake 

documents or objects with the purpose to deceive. 

Digital forgery is the operation of tampering 

documents or pictures for financial, social, or 

political gain [4]. 

There are three kinds of image forgery: 

retouching forgery, image splicing forgery, and 

image copy-move forgery [5]. 

The first kind of forgery, retouching forgery is 

moderate and less dangerous than other types of 

forgery. It does not modify or change image 

significantly, but Image retouching does improve or 

reduce the quality of the image properties. The 

second kind of forgery, splicing forgery is a method 

that contains a composition of multiple images 

combined to create the forgery. The third kind of 

forgery, Copy-move forgery is the same as splicing 
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forgery. but in this type copied a portion of an image 

and pasted to the desired location of the same image. 

Copy-move forging can be divided into several types: 

simple Copy-move, Copy-move with a different 

rotation, and Copy-move with different scaling [2]. 

In this paper, we try to detect copy-move image 

forgery in addition to solve the problems of region 

scaling, rotation, and variation of illumination based 

on the Singular Value Decomposition (SVD). 

Many papers used SVD, but in the current work, 

we use it differently. The diagonal matrix used for 

evaluation instead of using the three matrices results 

from applying SVD transformation. 

In this way, for each block we convert the 

diagonal matrix values to one value (norm value) 

which represents the matching value between two 

blocks, this value does not affect by block geometric 

distortion such as scaling and rotation. 

This method solving the problems of forgery 

detection, scaling, rotation, and illumination 

variation in one simple algorithm, where the other 

methods need to suggest an algorithm for each 

problem.  

The rest of this paper is organized as follows: 

Section 2 illustrates the details of the literature survey. 

section 3 explained the suggested method (tools and 

algorithm), while section 4 introduces the results and 

discussion. finally, the conclusion and future work of 

the proposed algorithm are provided in section 5.  

2. Related works 

Bi and Pun (2018) [6] suggested to apply and 

improve a coherence-sensitive hazing process to 

determine the identical attribute in the image. Next, 

suggested a local bidirectional coherence fault to 

refine the identical attribute through the improved 

coherence sensitive seeking by iteration. The iterative 

operation will stop and show that identical attributes 

are stable if the difference in the host image's local 

bidirectional coherence fault is not greater than a 

given threshold. Finally, the local bidirectional 

coherence fault of each attribute is used to detect the 

region's copy-move forgery from a stable identical 

attribute. Detection precision was 96%. However, for 

ideal conditions, other methods are performing better 

under common distortion, geometric distortions (e.g., 

rotation and scaling), and it is not tested for change 

of image illumination. 

Pun and Chung (2018) [7] suggested a method to 

detect image forgery of the copy-move type includes 

two-stage localization. In the first phase, rough 

localization is used Simple Linear Iterative 

Clustering (SLIC) to divide the picture into 

meaningful regions (superpixels). Thereafter, the 

Weber Local Descriptor (WLD) is suggested to 

compute and elicit the feature from each region. Then, 

a threshold used to extract the corresponding regions. 

Finally, Euclidean distance is used to remove the 

weak features of the regions and get the rough 

suspected identify. In the second phase, precise 

localization includes circular blocks with various 

radii are slip over high rough expected regions to 

elicit the block features by applying the Discrete 

Analytic Fourier–Mellin Transform (DAFMT). 

Detection precision was 97%. However, the detection 

efficiency of this method can be improved by using a 

scheme that involves constructing a scaling invariant 

rather than detecting multiple host images using 

different circular blocks (CBs) radii. This method is 

not tested for change of image illumination.   

Texture and region features combine to detect 

forging images introduced by Isaac and Wilscy 

(2018) [8]. The texture feature Rotation Invariant Co-

occurrences between adjacent LBP (RICoLBP) is 

implemented in the regions. The region is captured 

by using the region based methods such as wavelet-

based region discovery, saliency-based region 

discovery, and edge-based region discovery. Support 

Vector Machine (SVM) and positive matrix 

factorization are used to optimize the extracted 

features and classification them. Detection precision 

was 97%.  However, post-processing operations such 

as noise addition, scaling, rotation, change of image 

illumination, etc. have not been covered in this 

technique for efficient forgery detection.  

Kashyap, Agarwal, and Gupta (2018) [9] 

proposed an approach for using both Singular Value 

Decomposition (SVD) and Cuckoo Search (CS) 

algorithms to detect copy-move forgery. Uses the 

Cuckoo Search algorithm is to create custom 

parameter values for various tampered images that 

are used in the block-based system for copy-move 

forgery detection. Detection precision was 94%. 

Although CMFD-CS applies to most of the copy-

move forged images but observed that the method did 

not test for rotation and change of image illumination.  

In the proposed algorithm, the SVD used in different 

ways than in the paper introduced in [9], algorithm 

CMFD-CS has calculated the inverse of the natural 

logarithm of each singular value and the outcomes are 

summed for each sub-blocks, then the Euclidean 

distance is checked, summing of values will produce 

redundant values (not unique values), and this will 

highly affect on the matching blocks or detection. 

CMFD-CS can’t find reliably matched blocks in 

uniform texture regions or when the duplicate regions 

are too small. 

While the current proposed algorithm focus on 

the finding norm of singular value matrix which is a 
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unique value, and this value used for determining 

block matching. It works very well for uniform 

texture regions whatever it's the size, and works well 

when the region scaled or rotates, unlike the CMFD-

CS. 

The current algorithm processed all these 

drawbacks by using the SVD as a matching algorithm. 

The suggested method enhances the image forgery 

detection even when (scaling with different sizes 

(shrink or enlarge) and rotate with any angle). In 

addition to detecting image forgery when a change of 

image illumination. 

3. Proposed method 

In the last decades, a new mathematical algorithm 

emerged that change a way of thinking. This method 

starts in small fields and expands rapidly to many 

other fields. One of the basic and most important 

tools of modem numerical analysis, particularly 

numerical linear algebra [10]. This technique is the 

singular value decomposition (SVD), it is utilized to 

extract geometric and algebraic features of the image. 

Because SVD features described as stability, scaling, 

and rotation invariance, SVD has been popularly 

applied to discover copy-move forging. SVD 

decomposes a matrix into many matrices, displaying 

some of the beneficial and important properties of the 

original matrix [11],  it is a method to factorization 

matrix into three matrices. For any matrix (A ϵ Rmxn) 

there are three decomposed matrices. 

 

 A = USVT                          (1) 

 

Where 

 

 U is an m × m orthogonal matrix (called the left 

singular vectors). 

 S is an m × n diagonal matrix. 

 V is an n × n orthogonal matrix (called the right 

singular vectors). 

 

We assume at this work m ≥ n. In the case of m=n, 

there are only non-zero positive values in the 

diagonal of the diagonal matrix. The values of the 

diagonal matrix (singular value (S)) are in descending 

order. i.e., S1 ≥ S2 ≥ ... ≥ Sn ≥ 0. the diagonal matrix 

values are square roots of the eigenvalues of matrix 

AAT and the matrix ATA [12]. Eq. (1) can be 

rewritten as: 

 

 𝑎𝑖𝑗= ∑ 𝑢𝑖𝑘𝑠𝑘𝑣𝑗𝑘
𝑛
𝑘=1                     (2) 

 

SVD is a significant and major technique in 

numerous various applications such as [10]: object 

detection, signal processing, image compression, 

face recognition, watermarking, and noise removal. 

3.1 Methodology 

The suggested method for the detection of copy-

move image forgery is summarized in algorithm 1. 

Algorithm 1:  steps of the suggested method 

1.   Input color image. 

2.  Preprocessing (included de-noising, convert image to 
grayscale image, image resize). 

3.   Divide image to overlapping blocks. 

  4. Extract feature for each block, using SVD                                                                                          
transformation, called (norm).                     

5.  Collect the blocks (pixels) with the same norm (a 
group for each norm). Ignore the small groups (with 
three or less pixel size). 

  6. Create subgroups for each norm based on 8-                                     
adjacency and city block distance. 

  7.  Depend on the subgroups that meet the following                     
conditions: 

A. The difference between the size no more than 
one pixel. 

B. The distance between them is more than the 
threshold. 

8.   Determine the weight for each subgroup (depending 
on the conditions of step 7). 

9.  For each norm determine the number of subgroups 
for its, and the sum of weights for all subgroups of 
that norm. 

10.  Classify image to forgery or non-forgery according to 
the number of subgroups and weights of the norm. 
We regard the image as a forgery if its features meet 
one of the following conditions: 

A. The number of subgroups for the same norm 
more than two. 

B. The number of subgroups more than eight and 
weights more than sixteen. 

 

Block diagram of the algorithm 1 shown in Fig. 1. 

The first step in this proposal is preprocessing. In 

this step, the input image is a color image, which is 

converted to a grayscale image. Then, the de-noising 

was implemented on the image by using a 3x3 mean 

filter. The size of the image will be resized to 

(256x384) (this is the size of most images in the 

dataset), while the image with a smaller size than 

256x384 will leave as it is. 

The input image will be divided into 16x16 

overlap blocks. For each block the SVD determined, 

it is obvious in this step we get three matrices from  
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Figure. 1 Block diagram for the proposed algorithm 
 

the SVD process. The norm value (used as matching 

value) of the diagonal matrix will be determined. 

 

𝑛𝑜𝑟𝑚 =  √∑ 𝑆𝑖
𝑛
𝑖=1                          (3) 

 

Where  

n: is the number of columns in the diagonal 

matrix 

S: is the singular value. 

Norm values are sorted in ascending order. The 

pixels with similar norm values will be collected 

together (number of groups depend on the number of 

different norm values). Groups with three or  

fewer members (pixels) will be ignored. Each group 

is dividing again into subgroups. All the pixels with 

the same norm and have 8-adjacency will be grouped. 

This step aims to find the connected pixels which 

may represent an object. Ultimately, the subgroups 

that will be dependent (undergo the forgery 

detection), should have a distance between them less 

than or equal to thirty (measured by city block 

distance).  

The subgroups for each norm will be filtered to 

select just the subgroups which can be nominated as 

identical and separated regions (copy region\s). 

These subgroups have more than two pixels; other 

subgroups will be ignored. Now, each subgroup is 

compared with all the other subgroups with the same 

norm. The weight for selected subgroup will be 

increased by one if it is achieved the following two 

conditions when compared with another subgroup: 
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First: the difference between the size (number of 

pixels) of the selected subgroup with another 

subgroup should be no more than one. 

Second: the distance between the selected 

subgroup and the other subgroup more than 

seventeen.   

At the end of comparing all the subgroups with 

others, each subgroup will possess a weight (the 

weight of each norm is the sum of weights of all 

subgroups). Also, the number of nominated 

subgroups may be decreased, we have to know the 

number of subgroups remains for each norm.  

Two one-dimension arrays will be created, each 

one included all the norms value, these two arrays 

sorted in descending order. The first one (W1) sorted 

according to the weights of the norm. While the 

second array (W2) sorted according to the number of 

subgroups left (nominated) in each norm (norm with 

the highest number of subgroups first). From (W1) 

we select just the highest six group (the first six 

norms, and neglect the others), while from the (W2) 

we select just the first ten of sorted array (highest 

number of subgroups). 

The subgroup (region) regards as forgery region 

(copy and move) when achieved one of the following 

conditions: 

1. The number of subgroups (in the first ten norms 

of array W2) more than or equal eight, and the 

weight (in the first six norms of array W1) is 

greater than or equal sixteen.  

2. The number of subgroups (in the first ten norms 

of array W2) more than or equal eight and the 

number of subgroups (in the first six norms of 

array W2) is less than or equal eight. 

Otherwise, classify as non-forgery images. 

4. Results and discussion 

At this work, we enforce many conditions and 

ideas to achieve high accuracy. These conditions 

emerged from experiments. In this section, we 

summarize all the experiments to test the image 

forgery detection accuracy. The image dataset we 

work on is Casia.  

The first experiment was to check the best image 

size for the suggested algorithm. The size of images 

in the dataset almost is (256x384) and there are some 

images larger and smaller than size. Resizing the 

larger images to (256x384) will give good results to 

detect the forgery images, but some of the non-

forgery images will not be detected, if we continue to 

reduce the image size this will lead to detect non-

forgery images and degrade of accuracy for detection 

forgery images, as shown in the Fig. 2. For that, all  

 

 

Figure. 2 The relation between resizing image and 

accuracy 

 

the large images will be resized, while the smallest 

images have not changed. 

The second test was to find the best block size, 

we check the accuracy for different block sizes as 

shown in Fig. 3. We conclude that the accuracy will 

increase with increasing the block size until the size 

16x16, more than 16x16 will decrease the accuracy 

for detection forgery and non-forgery images. 

Also, we determined how the distance between 

subgroups effect on the accuracy. We need to be sure 

that the separated subgroups of the same norm 

represent the possibility of copy regions. Fig. 4 shows 

the best distance for the best accuracy. 

The separated subgroups for the same norm 

regard as a sign for forgery regions. So, we test how 

the number of subgroups effects on forgery detection. 

This test is implemented on the array of ten norms 

(W2). From Fig. 5, we conclude that the detection of 

forgery images is excellent when including the norms 

with a few numbers of subgroups, the accuracy is 

well until it only includes a larger number of 

subgroups (more than sixteen). From the other side, 

the detection of non-forgery images becomes better 

when only includes a large number of subgroups. As 

a result, the best accuracy when the number of 

subgroups is equal to or more than eight. 

Also, we see from Fig. 5 that we get the best 

accuracy for array (W2) when the number of 

subgroups equal to or more than eight. In this case, 

we try to reduce the computations by determining the 

number of norms included in array W2 to achieve this 

accuracy.  

From Fig. 6 we found that the number of norms 

equal to ten is quite enough to meet this accuracy.  

Array W1 created to include the weights of norms, 

to see how these array effect on the detection of 

forgery, we test the weight as a parameter to detect  
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Figure. 3 The relation between block size and 

accuracy 

 

 
Figure. 4 The relation between accuracy and distance 

between blocks 

 

 
Figure. 5 Effect of the number of subgroups on the 

forgery detection 

 

the forgery images. Fig. 7 shows the results of this 

test. We conclude that accuracy varies according to 

the increasing value of weight. When the array 

included the small values of the weight, the detection 

of non-forgery was reduced. With including only, the 

high weights the detection of non-forgery increased, 

but the detection of forgery decreased. We tradeoff  

 
Figure. 6 Number of norms for array W2 

 

 
Figure. 7 The weight effect on forgery detection 

accuracy 

 

between forgery and non-forgery, and regards the 

weight equal or greater than sixteen is the best. 

To reduce computation, we determine the 

minimum number of norms for array W1 that can 

achieve accuracy in Fig. 7. The accuracy-related to 

the number of norms that can be selected to test 

forgery images according to the weight shows in Fig. 

8. Six norms give the best results for detection and 

classification forgery and non-forgery images. 

As we see from Fig. 5, detection accuracy for 

non-forgery images is well when the number of 

subgroups equal or larger than eight, while the 

detection of forgery images is best when we included 

the small numbers of subgroups. For that, we try to 

check the accuracy just for small numbers of 

subgroups without including the high numbers of 

subgroups as shown in Fig. 9. We conclude that using 

several subgroups less than or equal to eight will help 

to detect non-forgery images. Also, we see that the 

eight number of subgroups is the separated point 

between detection only forgery images or detection 

only non-forgery images. 
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Figure. 8 Determine the minimum number of norms for 

array W1 

 

 
Figure. 9 Detection accuracy when using only a small 

number of subgroups 

 

 
Figure. 10 Number of norms for the number of subgroups 

less or equal eight 

 

 

 
Figure. 11 Test variation of accuracy with different 

weights when the number of subgroups greater than eight 

 

 
Figure. 12 Accuracy when combining two conditions 

(norms with subgroups more than eight and norms of a 

small number of subgroups) 

 

 
Figure.13 Test accuracy when combining the main two 

conditions 
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The number of norms to achieve the condition in 

Fig. 9 may be changing, we have to check that with 

different norms as in Fig. 10. Many norms six or less 

will give better results. 

Another test to check how the accuracy various 

when we combine two condition (number of 

subgroups >= 8, and different weights). Fig. 11 show 

that the detection of forgery images was very good 

for weights less than sixteen, opposite to non-forgery 

which increased when weights more than sixteen, the 

best result is to choose the weights equal or greater 

than sixteen. 

Now, what happens to accuracy when combining 

the norms with many subgroups equal to or greater 

than eight, and norms with only small numbers of 

subgroups. Fig. 12 shows the result of this test. 

As a final test to decide the best conditions for 

detection forgery image, we combine the main two 

conditions, the first one is to include all the subgroups 

or combine the number of subgroups equal or greater 

than eight and the weights more than sixteen.  as 

shown in Fig. 13. 

The final accuracy for detection and classification 

forgery and non-forgery images is 97%. Fig. 14 

shows a sample of detected forgery images. 

 

 
Figure. 14 Sample of detected forgery images 

 

 
Figure. 15 Sample of detected forgery images when 

rotating forgery objects with different angles 

 

 
Figure. 16 Sample of detected forgery images when 

scaled the object 
 

 
Figure. 17 Sample of non-forgery images detected by the 

suggested method 

 

 
Figure. 18 Sample of detected forgery image with 

different illumination 

 

Also, we checked the robustness of the suggested 

algorithm against rotation and scaling with different 

degrees. The suggested algorithm is highly robust for 

rotation and scaling and successes all the images that 

rotate the tempered object or scale it. Fig. 15 show 

sample of detection forgery images with rotation 

objects with different angles, and Fig. 16 show 

sample of detected forgery images when scaling 

forgery object. Where Fig. 17 show a sample of non-

forgery images, which all detected successfully. 

Scaling and rotation for any block have no direct 
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effect of the value of norm when using the SVD as a 

matching value. 

The suggested method tested the accuracy to 

detect forgery images when the variation of image 

illumination, changing of illumination is a big 

problem used to conceal the forgery, and most of the 

other methods did not solve the variation of 

illumination. 

 
Table 1. Comparing the proposed method with other similar methods 

Author(s) Technique 

 

 

Dataset 
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S
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Kashya, Agarwal,  

and Gupta, (2018) 

[9] 

Singular Value 

Decomposition 

(SVD) and Cuckoo 

Search Algorithm 

CoMoFoD 

database (DB-

1), MICC-F600 

(DB-2), MICC-

F2000 (DB-3) 

96.13 92.3 94.18  No Yes 

Bi and Pun, (2018) 

[6] 

Local bidirectional 

coherency error 

CMFD_A and 

CMFD_B 
datasets 

  96.63  Yes Yes 

Isaac and Wilscy, 

(2018) [8] 

edge-based features, 

Saliency, Wavelets, 

and Rotation invariant 

Co-occurrences 

among adjacent LBP  

(RiCLBP) 

CASIA v1.0, 

CASIA v2.0, 

and CUISDE 

datasets 
   97.15 No No 

Bi and Pun, (2017) 

[13] 

the reflective offset-

guided searching 

CMFD_A and 

CMFD_B 
datasets 

  96.63  Yes Yes 

Bi, Pun, and Yuan, 

(2016) [14] 

Multi-Level Dense 

Descriptor (MLDD) 

and Hierarchical 

Feature Matching 

 

CMFDA dataset 
88.89 100 94.12  Yes Yes 

Malviya  and 

Ladhake ,(2016)[15] 

Auto Color 

Correlogram (ACC( 

CoMoFoD 

database 95.65 91.67 93.62  Yes Yes 

Dubey, Sarawagi, 

and Shrivastava, 

(2016) [16] 

wavelet transform 

function and 

Clustering technique 

 

UCID dataset    97.43 Yes Yes 

Oommen, 

Jayamohan, and 

Sruthy, (2016) [17] 

Local Fractal 

Dimension; B+ tree; 

Singular Value 

Decomposition 

 

Private dataset 
91.39 95.5   Yes No 

Alahmadi,  Hussain,   

Aboalsamh, 

Muhammad,  Bebis, 

and  Mathkour, 

(2016) [18] 

local binary pattern 

(LBP), discrete cosine 

transform (DCT) and 

support vector 

machine(SVM) 

CASIA TIDE 

v1.0, CASIA 

TIDE v2.0, and 
Columbia  

   97.00 Yes No 

Hashmi , Anand , 

and 

Keskarc ,(2014)[19] 

Dyadic Wavelet 

Transform (DyWT), 

Scale Invariant 

Feature Transform 

(SIFT) 

 

MICC-F220 

dataset 88 80   Yes Yes 

Muhammad, Al-

Hammadi, Hussain,  

and Bebis, (2014) 

[20] 

Steerable pyramid 

transform, Local 

binary pattern 

CASIA v1.0 , 

CASIA v2.0, 

and Columbia 

color DVMM 

97.87 86.78  93.80 Yes Yes 

Proposed method 

Singular Value 

Decomposition 

(SVD) 

CASIA v1.0 

and CASIA 

v2.0 datasets 

97 98 97.49 97 Yes Yes 

 



Received:  July 18, 2020.     Revised: August 28, 2020.                                                                                                    347 

International Journal of Intelligent Engineering and Systems, Vol.13, No.6, 2020           DOI: 10.22266/ijies2020.1231.30 

 

The suggested algorithm successes to detect all 

the forgery images despite different illumination, Fig. 

18 show a sample of detected forgery images with 

different illumination. This is one of the strong points 

of using the SVD as a matching value, where the 

change in the illumination of the image has the same 

effect on all pixels, and that will lead to the 

samechange on the value of the norm. 

The suggested method is compared with other 

methods. Table 1 summarizes the accuracy and 

important points for different methods. The 

suggested method has promised accuracy. 

5. Conclusion 

Detection of the copy-move forgery images by 

using SVD is proposed in the current research. The 

current method has high accuracy to detect forgery 

images and discriminated from non-forgery images. 

The contributions of this paper are the robustness for 

detection forgery when rotating the tempered 

object(s) with any angle, also detect forgery when 

scaling object(s) with different sizes (shrink or 

enlarge). The suggested method can detect more than 

one tempered object in a single image. In this method 

change of illumination did not affect the accuracy for 

the detection of the forgery images. 

Image forgery detection by using SVD was very 

good comparing with previous works. 

The performance of the suggested algorithm was 

promised according to the performance measures 

(Precision (97%), Recall (98%), F1 (97.49%), 

Accuracy (97%)).  

The average time required to detect forgery 

images is about 32 sec. and can be reduced when 

using high efficient computers. 

Using the SVD as a matching value will enhance 

the process of matching blocks because each pixel 

will be matched with other pixels according to the 

value of norm which is related directly to the value of 

all pixels in the block, so any uniform change of 

pixels value does not affect the value of norm. 

For the future work, detecting other types of 

forgery such as Retouching and Splicing forgery by 

using the same technique. Use other techniques with 

SVD techniques such as local binary patterns may 

increase accuracy. 
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