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Abstract: This research proposes an encryption method for images based on dual chaos systems and dual hash
functions. SHA-256 and SHA-512 are hash functions chosen to process plain images and private keys. The purpose
of using hash functions on plain and key images is to increase encryption resistance against differential attacks and
perform local encryption in each image zone. The proposed method consists of two stages of encryption, the first
involves dual hash functions and confusion with a chaotic system by performing encryption based on zoning and
rotation of the image. The second stage is a diffuse process using a logistic map. The proposed method is proven to be
strong against various attacks that have been tested with various measuring tools such as entropy, histogram analysis,
chi-square, number of changing pixel rate (NPCR), unified averaged changed intensity (UACI), and the avalanche
effect (AE). This method also proved to work better than the state-of-the-art method in this research, significantly

based on entropy, UACI, and NPCR.
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1. Introduction

Technology is growing and computer computing
is getting faster, this has many positive benefits for
humans in facilitating their work, for example in data
transmission. However, this can also be a problem
when used by irresponsible people and commit
cybercrimes. Therefore, the security of data
transmission needs to be strengthened [1]. Encryption
is one way of securing data and is currently one of the
interesting studies to study. Actually all digital data
can be encrypted, but encryption research on image
data has become the most conducted [2, 3].
Encryption in digital images has different
characteristics when compared to text encryption.
Several methods for text encryption, such as
Advanced Encryption Standard (AES), Data
Encryption Standard (DES), 3-DES, and Rivest—
Shamir—Adleman (RSA), have been proven to work
well on text, but if applied to encryption of images or
multimedia data, they are not suitable. Many
researchers, such as in research [4-8], state that these
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methods make the encryption process less efficient,
over-complex, and over-computing. Encryption on
images is widely applied using the chaos method,
which this method has many advantages in
encrypting a digital image, some of which are
ergodicity  characters,  sensitivity to  more
unpredictable initial values, low complexity, and
strong correlation, and non-uniform distribution. [9—
11], this is the reason for choosing the chaos system
in this research.

There are many chaotic systems used in image
encryption, such as Arnold [5, 7], logistic map [12—
15], hyperchaotic [16, 17], and others. In many
studies of encryption literature on digital images, the
use of chaos systems is widely combined with various
other encryption methods to improve message
security. But if you look specifically, some research
proposes a block-based encryption technique based
on a chaos system as in the research [3, 18]. The
block-based technique is done by dividing the image
into smaller blocks, then encrypting each block. In
research conducted by [3], Encryption of each block
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is done dynamically with a different key and is also
done with a dynamic pattern, so that each image
block will indirectly have an independent key and
increase security.

Another quiet method that is widely combined
with the chaotic method is hashing. Hashing is a one-
way encryption method that is widely used to encrypt
passwords because the results of hashing encryption
cannot be decrypted. The hashing method is
implemented in image encryption, usually in the add
key generation process. The key in question is
generally a key that is processed from plaintext [10,
19-21] as well as the private key used for encryption
[3], In addition, the hash method is also widely used
to process keys generated from pseudo-random
generators [17]. The purpose of the hash function
here can serve to increase security from differential
attacks because with the help of the hash function it
can increase the diversity of keys when there is a
minimal modification of the plaintext. Based on these
hypotheses, this study develops an encryption
method based on a chaotic algorithm combined with
a hash function, then this research provides several
modifications to the model for combining the chaos
method with zoning and rotating techniques. This
paper is composed of six parts, namely an
introduction to this section, part two explaining
related research, part three explaining the proposed
model, part four presenting the results and analysis,
part five presenting the discussion, and part six
containing a conclusion.

2. Related research

Several studies have inspired this research in
modifying the encryption model, one of which is
research [7]. In this research, the encryption method
is carried out by combining the chaotic method and
the hybrid modulus substitution cipher, both of which
are encryption with a chaotic system. The chaotic
method is used to perform shuffle and hybrid
modulus substitution cipher is used for the diffusion
process.

Other research is [22], In this research, the
contribution is in the I-shaped method of dynamic
block. This method also uses a chaotic method
combined with a hash function (SHA 512). SHA-512
is used to generate keys from plain images. In the
early stages of encryption, each dynamic block is
carried out with an L-shaped pattern to perform the
scrambling process. The next step is the diffusion
process with the | shape pattern and XOR function.

In research [3], the encryption technique is
divided into stages, the first is confusion with the
Arnold method locally in each sub-block then
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followed by a diffusion technique using a stream
cipher. By wusing both stages of encryption,
encryption is produced that is resistant to statistical
and differential attacks.

Research [23] proposes a two-stage encryption
technique, where the first is a horizontal and vertical
permutation process. The permutation technique is
similar to the confusion and scrambling technique,
the goal is to randomize the position of the image
pixels. The permutation process is carried out based
on a random keystream generator. While the
diffusion process is carried out based on a dynamic
index generator. The diffusion process is carried out
simultaneously based on certain iterations to produce
an encrypted image.

From the several methods described, it can be
concluded that the image encryption process must
have at least two  processes, namely
confusion/permutation/scrambling and the diffusion
stage. By combining these two processes will
produce a strong encryption method. Tetapi proses
enkripsi banyak dilakukan langsung pada whole
image. Inspired by [3], This research also uses these
two processes to propose an encryption model, to
increase resistance to statistical attacks, a slight
modification was carried out with a gradual
encryption method based on local confusion with
zoning and rotation techniques in the early stages,
while at the other stage XOR operations were carried
out with a logistic map. Furthermore, the hash
function is performed on two of the key and on the
image to increase the security of the differential, this
method is further explained in section 3.

3. Proposed method

In this section, a symmetric encryption method is
proposed which involves several methods with
modifications in several parts. The proposed method
consists of two main processes, namely encryption,
and decryption. These two processes involve two
chaotic methods, hash functions combined with
zoning and rotation techniques. In detail the
encryption process is explained as follows:

1. Read the plain image, use it as input for two
processes, namely: the SHA-1 hash function and
the zoning function. As a limitation, the plain
image used has a size of 512x512 pixels.

2. SHA-256 hash function of plain image (P) will
generate keyB as the key to performing the
rotation. Also, perform the SHA-256 hash
function for the complement value of the image
(P’). The results of the two SHA functions are
combined and produce a 64-character keyB key.
For an illustration see Eq. (1) create keyB.
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keyB = JOINT(SHA256(P),SHA256(P")) (1)

. Divide the image into small zones with a size of
64x64. So, the image is divided into 64 zones.

. Change each keyB character to ASCIlI number
form, resulting in 64 ASCII numbers for 64 zones.
Then perform the modulus 4 function on each
character to determine the rotation angle of each
zone.

. Rotate the zone based on the remaining ASCII
quotient (keyB). For the remaining 0 no rotation
is performed, the remaining 1 is rotated 90, the
remaining 2 is rotated 180, the remaining 3 is
rotated 270, see Fig. 1 for sample results. Save
keyB for the decryption process.

. On the other hand, read keyA then encrypt the
SHAB512 hash, then convert the encryption result
to an ASCII number

. Perform the modulus operation for each ASCII
number to get the chaotic encryption key for each
image zone. Use Eq. (2) to get the p value, Eq. (3)
to get the value of g, Eq. (4) for the number of
iterations (r), and Eq. (5) to perform a chaotic
operation. So that the chaotic operation is carried
out dynamically on each image zone based on
keyA.

p = mod(ASCII[i],256)  (2)
q = 256 —mod(ASCII[i],256)  (3)

r = mod(ASCII[i],32) 4)

El=la pod]Blmedm

. Where the image must have a size of M X M, x
and y are the pixel coordinates of the original
image, x" and y' are the pixel coordinates of the
image after scrambled, the chaotic operation is
carried out with the number of iterations r, i is the
index of each ASCII number. The results of this
stage will produce the first stage of encryption.

Figure. 1 Sample result after rotate zoning image
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9. Create L with a logistic map with Eq. (6).
Ly41 = round(keyC L,(1 — L,) X 255) (6)

Where L, is the initial value, 0 <L, <1,
keyC is the bifurcation parameter 0 <
keyC <4 , selected keyC =3.99, while
n=262144 is the logistic length.

10. Reshape the first stage of encryption into an
array and then perform the XOR operation
with L.

11. Get the encrypted image by reshaping the
encrypted array.
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To see in more detail all the encryption steps, see
Fig. 2. At the decryption stage, it is explained in detail
as follows:

1. Use the encrypted image as the first input, then

reshape the encrypted image into an array.

2. Perform the 8th step in the encryption process,

to create an array logistic map.

3. Perform  XOR operation on L and array
encrypted image. Then reshape the results of the
XOR operation into an image with a size of
M x M.

. Do zoning image.

. Enter KeyA, then perform the SHA512 hash
operation. Then convert to ASCII numbers. To
get the values of p, g and r use Eq. (2), Eq. (3),
and Eq. (4).

6. Perform chaotic decryption on each image zone

based on the values of p, g and r using Eq. (7).

o~

[;] - [611 pqp+ 1]_1 [i] mod M (7)

7. Enter KeyB to derotate each decrypted image
zone so that a complete decrypted image is
obtained.

For more clearly the method of decryption can be
seen in Fig. 3. For the note, the above process is
carried out for grayscale images. In RGB images, the
same process is carried out on each color channel.

4. Results and analysis

At this stage the proposed encryption model is
tested on a public dataset that has been applied to
previous research, the aim is to find out how much
contribution is generated. The image dataset used is
presented in Fig. 4. The image dataset used consists
of 13 images, all of which have dimensions of
512x512 pixels, where 10 images are standard
images with two types of models, namely grayscale
and RGB, while the other three images are batik
images. Batik is one of the original cultural heritage
of Indonesia. This batik image is used in this study
because in this research it is one of the research
branches created by the author in developing Batik
research, which has previously been published in
research [24, 25]. The goal is to develop the security
of storing batik images. Furthermore, the encryption
model is implemented on each image so that the
resulting encrypted image is presented in Fig. 5.

Visually the results presented in Fig. 5 have a
broken display and have no correlation with the
original image, this means that the resulting
encryption is good. However, the visual display does
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not have a definite value so that more measurable
measurements are needed. Therefore, several
measures are used, the first is information entropy.

Information entropy is a measuring tool used to
calculate the randomness value of an image. The
encrypted image should have a greater entropy value
than the original image. The maximum value of
entropy is 8, and if the entropy of the encrypted image
has a value that is getting closer to 8, it means that the
encryption results based on entropy are very
good.[26]. The entropy value can be calculated by Eg.
(8), while the calculation results are presented in
Table 1.

281

= piloga) ®
0
Where H; is entropy, p;and log,p;refer to the

DOI: 10.22266/ijies2022.0430.06



Received: October 26, 2021.

Peppers RG -

Revised: November 29, 2021.

Batik Kawung

Batik Parang
Figure. 5 Encrypted image results

Table 1. Entropy results

Entropy
Image Before After
Encryption Encryption
Airplane gray 6.7025 7.9997
Baboon gray 7.3771 7.9996
House gray 7.2334 7.9995
Lena gray 6.8677 7.9998
Peppers gray 7.5937 7.9997
Airplane RGB 6.6639 7.9997
Baboon RGB 7.7624 7.9996
House RGB 7.4858 7.9997
Lena RGB 7.7502 7.9998
Peppers RGB 7.6698 7.9998
Batik Kawung 7.4148 7.9997
Batik Nitik 7.0165 7.9996
Batik Parang 6.6716 7.9997
Average 7.2469 7.9997
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Table 2. Entropy comparison in lena color image
Approach Entropy
Research [27] 7.9993
Research [28] 7.9993
Research [29] 7.6635
Research [3] 7.9997
Proposed 7.9998
Table 3. Entropy comparison in lena gray image
Method in Entropy
Research [30] 7.9972
Research [5] 7.9976
Research [31] 7.9993
Research [3] 7.9993
Proposed 7.9998

probability of the occurrence of the symbol i and
base 2 logarithms, respectively

Based on the results presented in Table 1, it
appears that there is a significant increase in the
entropy results. The entropy value is very close to 8,
this means that the entropy-based image encryption
security is proven to be good. In addition, this study
also carried out several comparisons with other
related methods, the comparison of entropy is
presented in Table 2.

The second test was performed using NPCR and
UACI values. Both of these measuring tools serve to
measure encryption resistance against differential
attacks. Both of these measuring instruments can be
used by using two encrypted images (E1 and E2)
which are generated by replacing the 1-bit plain
image. NPCR stands for the number of pixels change
rate which can be calculated by Eq. (9), while UACI
stands for Unified Average Changing Intensity which
can be calculated by Eq. (10) [32]. The ideal value of
NPCR is 99.6093 and UACI is 33.4635 [33]. The
results of the NPCR and UACI measurements are
presented in Table 4.

1 M N
MXNZZD(x’y)

x=0y=0

_(0,Ei(x,y) = Ex(x,y)
DCx,y) = {1, otherwise

NPCR =

(9)

M N
_ 1 | E1(x, y) — Eo(x, y)|
vacr = (M X Nz Z (28) -1 > (10)

x=0y=0

For the record, the NPCR and UACI values
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Table 4. UACI and NPCR results

Image UACI NPCR
Airplane gray 33.5114 99.5682
Baboon gray 33.4192 99.6168
House gray 33.4331 99.5897
Lena gray 33.4517 99.5904
Peppers gray 33.5251 99.6487
Airplane RGB 33.3909 99.6234
Baboon RGB 33.4287 99.5979
House RGB 33.4321 99.6368
Lena RGB 33.5098 99.6016
Peppers RGB 33.4097 99.5897
Batik Kawung 33.4354 99.5946
Batik Nitik 33.4134 99.6319
Batik Parang 33.4314 99.6213
Average 33.4455 99.6085

Table 5. UACI and NPCR comparison in lena color

image
Approach UACI NPCR
Research [27] 33.2800 | 99.6000
Research [28] 33.4707 | 99.6098
Research [29] 33.4254 | 99.6082
Research [3] 33.2349 | 99.6009
Proposed 33.5098 | 99.6016

Table 6. UACI and NPCR comparison in lena gray image

Approach UACI NPCR
Research [34] 33.2161 | 99.4602
Research [5] 28.6600 | 99.6400
Research [31] 33.4197 | 99.6213
Research [3] 33.4192 | 99.6212
Proposed 33.4517 | 99.5904

presented on the RGB image are the average values
of the R, G, and B layers in each image, while the
plaintext modification of the image is located at
location 256,256.

Our third test measures the avalanche effect (AE).
AE is also a measuring tool to determine the
resilience of differentials such as NPCR and UACI,
the difference is that AE tends to use small
modifications (usually 1-bit) in the password, then
compared to two encrypted images (E1 and E2). In
this method, modifications are made to keyA (see
Fig. 2. AE can be calculated with Eqg. (11), where the
ideal AE value is 50%. In this study, the AE value
was calculated in three trials, where modifications of
the 1-bit password were performed at the front,
middle, and end. AE test results are presented in
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Table 7. Avalanche effect results

Bit Password Modification in (%6)

Image initial | Middle | Last
Airplane gray | 50.0109 50.0034 50.0311
Baboon gray | 50.0192 50.0426 50.0415
House gray 50.0139 50.1075 50.0438
Lena gray 50.0172 50.0213 50.0091
Peppers gray 50.0560 50.0228 50.0239
Airplane RGB | 50.0312 49.9950 50.0118
Baboon RGB | 49.9892 50.0002 50.0104
House RGB 50.0514 50.0241 50.0023
Lena RGB 50.0018 50.0103 50.0114
Peppers RGB | 49.9985 50.0391 49.9986
Batik Kawung | 50.0053 49.9981 50.0218
Batik Nitik 50.0108 50.0396 50.0275
Batik Parang | 50.0518 50.0057 49.9892
Average 50.0198 | 50.0238 | 50.0171
Average all 50.0202

Table 8. Avalanche effect comparison in lena image

Approach Image Type g‘,’;‘g‘(ﬁz‘;
Research [35] | Color 50.0123
Research [3] Color 49,9822
Proposed Color 50.0159
Research [5] Gray 49.9767
Research [3] Gray 50.0366
Proposed Gray 50.0078

M N
AE = Zx:lﬂfi =11VD"'y x 100%,
(11)

{El(x'y) iEz(x,Y)rl
Yy E1(x'3’) = Ez(x'}’);o

Table 7.

The fourth test is carried out histogram analysis
and chi-square test, the aim is to determine the
encryption resistance of statistical attacks [6].
Visually, the histogram that looks uniform and has a
significant difference from the original image
histogram indicates that the quality of the proposed
encryption is very good. Histogram results from
image encryption are presented in Fig. 6. Even
though the chi-square (x?) measurement used to
validate this quality. The value of chi-square can be
calculated by Eq. (12), and the results of the
calculations are presented in Table 9.

O (- g2)?
£=) a2
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Figure. 6 Sample histogram of Lena image, the first column is the original histogram, the second column is an encrypted
histogram, the first row is red channel, the second row is green channel, the third row is the blue channel, the fourth row
is the gray channel

Where i is gray-level, g, is the pixel frequency  x2,5(255)= 293.24783, so when the value of y2
of each gray value to the theoretical histogram, £, is  encrypted image < yZ,s can be concluded the
the pixel frequency of each gray value concerning the histogram is approximately uniform.
actual histogram, x? represents the degree of Based on the results presented in Table 9, it
deviation between the tested histogram and the ideal appears that 10 of the 13 images have the ideal chi-
histogram. When the significant level is 0.05, then
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Table 9. Chi-square results

Image x>

Airplane gray 315.7288
Baboon gray 286.3879
House gray 277.9237
Lena gray 289.7390
Peppers gray 310.3829
Airplane RGB 257.1270
Baboon RGB 286.8623
House RGB 298.8913
Lena RGB 291.2394
Peppers RGB 283.3699
Batik Kawung 290.3876
Batik Nitik 271.2368
Batik Parang 283.9238
Average 287.9385

Pass Rate 10/13

Table 10. Decryption measurements
Image BER PSNR
Airplane gray 0
Baboon gray
House gray
Lena gray
Peppers gray
Airplane RGB
Baboon RGB
House RGB
Lena RGB
Peppers RGB
Batik Kawung
Batik Nitik
Batik Parang
Pass Rate

SSIM

[EN

818(8|8|8(8[8|8|8|8|8

o|lo|lo|o|o|o|o|lo|o|lo|o|o|o
RPlRr|lRrRrRP|RPr(RP|IRP|R[RP|RP|~

o0

13/13

square value, while the other 3 have not yet obtained
the ideal chi-square value. However, the value of the
three images has a chi-square value which is not too
far from the ideal, so it can be concluded that this
method has satisfactory results based on the chi-
square.

The last test is the image decryption process, the
aim is to determine the performance of the decryption
process. The encrypted image must be completely
decrypted so as not to change the meaning of the
image. Therefore, to find out the decrypted image
needs to be measured by bit error ratio (BER), peak
signal to noise ratio (PSNR), and structural similarity
index (SSIM). These three measuring instruments are
widely used in various image security methods, such
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as cryptography and steganography [5, 36].
pER = =i ,
MXxN X8 (13)
d {DZ # P, 1
zZ\p,="rP,0

BER serves to find out if there are errors that
occur in the image bits, how to change the described
image (D) and plain image (P) into binary form and
reshape it into a 1-D array and then compare each bit
at the same z index, which is calculated with Eq. (13).
The BER value must be 0 to get perfect decryption.
While the PSNR is to find out how much noise occurs
in the image encryption and decryption process, the
value indicates that there is no noise in the described
image. While SSIM is to check the image structure,
if the value is 1 then the described image structure is
the same as the plain image. These three measuring
tools compare the plain image and the described
image, where PSNR can be calculated by Eq. (14)
and SSIM is calculated by Eqg. (15).

PSNR =
10log0 | — TN 255 (14)
L SN SNPGLy) — DY)
SSIM (P,C) =
Cuppp +v1)(20pp + v3) (15)

(up + pp +v1)(0f + 0} +v3)

Where up is mean of the P; up, is mean of the D;
opp is the covariance P against D; o3 is a variant of
P; o is a variant of D; v, = (4D)?and v, =
(1,D)?; D is a dynamic range (22 — 1) with the
default value [; = 0.01 dan [, = 0.03

5. Discussion

In section 4 it can be seen that there are several
comparisons of the methods presented. Comparison
of color images and gray images. The comparison is
done on the same dataset, namely the image of Lena.
The previous encryption methods generally used a
combination of diffusion and confusion methods. It
can be seen that the proposed method is not entirely
dominant, but after analyzing the results, it appears
that the resulting method has very satisfactory values
from various measurements. Based on statistical
testing using the entropy value, all encrypted images
have a value that is very close to the maximum value.
The average value of entropy is very good, which is
7.9997. Meanwhile, for Lena's image with both
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grayscale and color types, the results look better than
the previous methods, see Table 2 and Table 3, this
means that the proposed method has a dominant
contribution based on the entropy measurement tool.
Other statistical measuring tools used are histogram
and chi-square analysis. Visually based on the
histogram, there was a significant histogram change
besides the histogram pattern looked uniform in the
bit distribution from 0 to 255. Based on the chi-square
value, three images still did not pass, but the average
chi-square value of the 13 images showed that the
histogram is relatively uniform.

Based on the differential attack test using UACI,
NPCR, and AE measurements. It can be seen that this
method is very superior because the average value of
UACI and NPCR produced is very close to the ideal
value (UACI = 33.4635, NPCR = 99.6093), even
when compared to the previous method in both
grayscale and color images, especially in the Lena
image. The proposed method looks superior, see
Table 5 and Table 6. Meanwhile, the AE value is also
very good because the average AE value is close to
the ideal value (50%).

At the decryption stage, the proposed method is
proven to be able to carry out a perfect decryption
process. This is evidenced by all images capable of
producing a BER = 0, which indicates that there is no
error in the bit value of the image, PSNR =co which
means that there is no noise at all and, SSIM = 1
which means that there is no change in the image
structure of the entire image after going through the
encryption and decryption process.

These results prove that the proposed method
produces a relatively better performance than the
previous method. This is caused by gradual
encryption and is performed in each local area of the
image. In the initial encryption, each image area is
encrypted with the same method but with a dynamic
key based on the plain image hashing function, in the
next stage, an XOR operation is carried out based on
the logistic map and keyC of this section which
increases the strength of statistical attacks. In addition,
the hashing function on the key also increases the
strength of the differential attack as evidenced by the
UACI and NPCR values.

6. Conclusions

This study proposes an encryption model that
combines two chaos methods with two hash functions.
The first chaos method is carried out with zoning and
rotation techniques based on key hash functions and
plain text to create local encryption for each image
zone. Furthermore, the overall encryption is carried
out on the image with a logistic map. This encryption
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model uses the confusion process with the chaotic
system in each image zone in the first step and the
diffusion process in the second chaotic system is
carried out thoroughly. Gradual encryption
techniques have been shown to have a positive effect,
so that this method can produce encrypted images
that are resistant to statistical and differential attacks
as evidenced by the measurement results of the
average entropy = 7.9997, NPCR = 99.6085, UACI =
33.4455, avalanche effect = 50.0202, relatively very
uniform histogram, and chi-square analysis which
has a pass rate of 10/13. In addition, all decryption
processes can run perfectly as evidenced by
measurements of BER=0, PSNR=w, and SSIM=1. In
the future, this method can certainly be developed to
be even stronger, for example by using more key
combinations, as well as more complex combinations
of chaotic systems. However, it is also necessary to
measure the efficiency of the method against
computational costs.
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