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Abstract: Nowadays, most people utilize the Internet of Things (IoT) to gather private information and the gathered 

details are saved in a third-parties database. During this process, fog computing is worked with IoT devices because 

it collects a large volume of data and is computationally intensive. Although these techniques provide valuable 

services, data security, privacy, edge node latency, and energy consumption are still significant problems. Therefore 

in this paper, the Data Security Management model (DSMM) has been proposed to overcome all the security and 

privacy issues during the data transmission among IoT devices. DSMM involves the density control weighted 

election that uses the effective clustering method to group the data into clusters to overcome these security issues. 

Authentication protocol technique is applied to manage the data security, privacy and eliminate intermediate attacks. 

The Density Control Weighted (DCW) election protocol is applied to select the cluster head and respective members 

for the clustering process. From the chosen routing process, the data has been transmitted by applying the extensible 

authentication protocol. DSMM ensures data security and reduces intermediate attacks successfully. Then the 

efficiency of the system is evaluated using the experimental results and compared with existing protocols. The 

experimental results of DSMM achieve data processing time ratio of 86.3%, data security 98.09%, precision 97.23%, 

performance 92.21%, effective data authentication ratio 94.91%, recall 97.25%, response time 96.18%, when 

compared to other methods. 

Keywords: Internet of things (IoT), Fog computing, Energy consumption, Latency, Density control weighted 

election protocol, Extensible authentication protocol. 

 

 

1. Introduction 

Private data information is about an individual 

that can fairly be assumed and be guarded by public 

manner [1]. A single corporation can have millions 

of users' records, and it maintains a private identity 

that must be as secured and protected as possible [2]. 

Data collection aims to ensure quality by 

maintaining the data in statistical analysis and 

making scientific choices based on the gathered data 

[3]. An agency gathers data from third parties with 

no clear link with the person on whom the data are 

collected [4]. Data are created by third parties on 

numerous websites and forums and gathered by third 

parties such as a data management platform (DMP) 

[5]. Data security is a process of protection of 

network files, databases. It accounts for 

implementing a collection of controls, applications, 

and techniques defining various dataset's relative 

significance, sensitivity, and regulative compliance 

requirements and applying appropriate safeguards [6, 

7]. Data security relates to procedures of data 

protection against undesirable access and data 

degradation [8]. Data security encryption, hash, 

tokenization, and key management activities across 

systems and networks are included [9]. 

Data management is a safe, reliable, and cost-

effective practice for third-party data collection, 

maintenance [10]. A reliable data collection 

approach is becoming more important as 

organizations depend on intangible assets to produce 

value [11]. A company uses a private data network 

to send and receive essential data for everyday 

operations [12]. Data collected must be safe, stable, 

high-speed, and trustworthy without public wireless 
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carriers [13]. Private data transmission may be 

implemented either as private lines secured from 

common companies and architected completely by 

the network as a virtual private network (VPN) 

infrastructure provided either over the internet 

within the network of a carrier [14, 15]. However, 

IoT-based sensors and tools face various protection, 

privacy challenges. These devices are primarily 

employed to collect information on consumers' vital 

signs in the surrounding atmosphere [16, 17]. 

Traditional protection and privacy protocols for IoT 

devices have not been well optimized due to their 

restricted energy, storage capacity, communications, 

and computational capacity, influencing researchers 

to provide these restrictions in new solutions and 

algorithms [18]. Safe data aggregation protocols 

drive effective and private data collection to store in 

the database. [19] Due to many connected computers, 

a centralized database could not connect the 

processing and storage requirements of the data 

gathered [20]. 

An authentication protocol is a communication 

or encryption protocol designed to transmit 

authentication data among two organizations [21]. It 

allows the beneficiary to identify the connected 

entity by specifying the syntax of the needed 

information [22]. For safe communication within 

computer networks, the authentication protocol is 

the most critical security layer required. 

Authentication protocols are among the most offered 

data privacy and ensure that a person, program, or 

organization seeking access to information is one of 

the intended recipients [23]. The method suggested 

in this paper considers a mode in which the message 

is sent directly from cluster members to the cluster 

head [24]. The Cluster Head choice is dependent on 

the energy requirements and density-weighted 

cluster election protocol of the cluster nodes. The 

DCW concept decreases the distance between nodes 

dramatically. As a result, the conservation of 

resources is improved, and the DCW algorithm 

selects the next point for all nodes in the cluster 

when choosing Cluster Head. This transmission 

mode prevents losses from the transmissions of long 

nodes and decreases the number of routes and power 

usage in the WSN. 

This article discusses the effective fog 

authentication protocol. Hence in this paper, DSMM 

has been proposed to improve data security and 

privacy in data transmission. The density control 

weighted (DCW) election protocols suggested 

providing a faster response time and fewer 

numerical overheads using the distributed design 

with other enhanced functionality of fog computing. 

Furthermore, structure DSMM utilizes fine-grained 

energy usage and data confidentiality with data 

protection processes in fog computing. The 

extensive performance assessment findings show 

that the proposed protocols are superior to cloud-

assisted schemes without data aggregation in data 

transference and capacity availability. The main 

contribution of DSMM is described below: 

• DSMM consists of weighted choices for density 

control grouped into clusters using the efficient 

clustering method to solve these security 

problems.  

• Authentication is used for data protection, 

privacy management, and the removal of 

intermediate attacks. To pick the cluster head 

and the individual members in the clustering 

process, the Density Control Weighted (DCW) 

election protocol is applied. 

• The highest efficiency is achieved when 

compared with the existing methods. 

The rest of the paper is organized as follows as 

Section 2 encompasses various background studies 

regarding data security and protection. Section 3 

explores the proposed DSMM for enhancing the 

security level in the data transfer level among IoT 

devices. The findings that demonstrate the 

performances with the relevant specifications are 

presented in Section 4. Finally, Section 5 

summarizes and concludes with prospects. 

2. Background study on data management 

and security maintenance 

This section highlights several works carried out 

by different researchers. In [25] deliberated the 

secure authentication protocol for user addition in 

distributed IoT. Rapid growth in smart device 

adoption in the IoT spread has resulted in increased 

data. Data security has become a prominent driver to 

boost the IoT ecosystem with resource-constrained 

sensor nodes and insecure communication networks. 

In [26], suggested the foundation for privacy 

preservation for trustworthy context-aware 

computing. Systems for Location-based (LBS) 

services evolve exponentially with a radio 

communication service positioning feature. LBS 

faces various problems relating to privacy in three 

distinct formats to include points of interest (POI), 

such as Trusted Third Party (TTP), Non - trusted 

Third Party (NTTP) and mobile peer-to-peer (P2P). 

Simulation results suggest that LBS may be regarded 

as a promising model to secure user characteristics 

in an LBS-based TTP system because of increased 

privacy and performance. 

In [27] discussed the Compressed and Private 

Data Sharing framework (Cpds) to permit 
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confidential and compressed data exchange. The 

Internet of Things (IoT) is a high-profile technology 

that offers industrial systems product traceability. 

With IoT-enabled industrial systems, sensing and 

networking techniques allow participants to monitor 

the goods effectively and register their status during 

manufacturing processes. 𝐶𝑝𝑑𝑠 is creating two new 

frameworks for stored commodity data on the 

blockchain compressed and implemented policy. 

Privacy-preserved data-sharing framework 

(PPDSF) for multiple parties in industrial IoT is 

described in [28]. The physical data can create 

serious data protection problems for both employees 

and suppliers, essential for a device's aspects. The 

platform enables data contributors to communicate 

their contents on request. To maintain the delicate 

condition of contributors, the material submitted is 

disrupted. 

Ant Colony optimization with Multi Kernel 

Support Vector Machine Model (ACOMKSVM) for 

secure and reliable IoT data sharing is explored in 

[29]. Elliptical Curve cryptosystem (ECC) is used to 

establish efficient and precise privacy that 

safeguards protected ACOMKSVM learning. The 

protection review shows that the particular data 

guarantees each data supplier's sensitive and 

confidential system and preserves data criteria in an 

ACOMKSVM model. 

Blockchain technology with Wireless Body Area 

Networks (BC-WBANM) Model for secure data 

sharing is developed in [30]. To address the security 

problem, BC-WBANM proposes a model in the 

architecture of WBANs to ensure security in the 

blockchain data transmission mechanism in the 

wireless network context, built as an Authentication 

and blind signature protocol between nodes. 

Experimental findings indicate that the approach 

suggested is promising and exhibits greater 

protection and stability than other approaches. 

This document's main purpose and contribution 

are to reduce resource constraints and impediments 

in developing an effective security protocol for 

efficient scaling in distributed IoT. 

Data security efficiency and stability increased 

positive and negative time-and-space approaches 

like encryption and decryption. LBS system band 

increases the user-location server (LS) privacy 

concerns. Lightweight blockchain system adapted to 

industrial IoT situations with restricted resources. To 

maximize the advantage of limited resources to 

maintain the usefulness of the results obtained. 

Based on these analyses, some issues in the 

existing methods CPDS, PPDSF, ACOMKSVMM, 

BC-WBANM. Therefore, DSMM has been proposed  

 

 
Figure. 1 The architecture of DSM 

 

to reduce data security risk factors and improve data 

transmission performance. 

3. Data security management model 

DSM is implemented to settle all security and 

privacy problems during IoT system data 

transmission. In the DSM, weighted density control 

choices are used to group data into clusters and 

address security issues using an efficient clustering 

method. The effective data authentication protocol 

methodology is utilized to ensure data protection 

management, privacy management, and removal of 

transitional attacks. The entire architecture of DSM 

is shown in figure.1. The secured amount of data 

transfer among the users and the devices in the form 

of Encrypted data between the gateway in density 

control weighted method. The DCW has both 

accessible and non-accessible devices. 

3.1 Density control weighted method (DCW) 

The density control weighted method uses three 

stages: accessing, viewing, and all query distribution 

forms. Perhaps the information on the fog 

computing device is being read by the user; a 

username and user Identification would grant the 

user approval. If the user asks for uploading contents 

from the database, the bio-metrics are requested 

from the Fog user. The user can access both the 

passwords and the recipient's identity concerning 

biometric data. The trustworthy authorities grant the 

user authorization to enter the fog computing 

services in all performance situations, the petition, 

and their application is refused. The workflow of  
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Figure. 2 The workflow of DCW 

 

DCW is illustrated in Fig. 2. Users' queries and 

usage of biometric and identification, passwords for 

each user, are checked to access users' confidence. 

The users implement either accessible or non-

accessible devices. 

IoT devices like accessible devices are 

represented as (𝐼1, 𝐼2, … … 𝐼𝑚) , non-accessible 

devices are represented as (𝑛𝐼1, 𝑛𝐼2, … . 𝑛𝐼𝑚)  are 

included in the fog computing IoT infrastructure. 

The network systems, participants, and the gateway 

are the devices accessible in the IoT platform. DCW 

offers users multi-factor Encryption to secure stored 

data from unauthorized users in the fog computing 

device.  

An authentication protocol is used to protect 

confidential data from protected IoT devices. The 

classified data is privately maintained in fog 

computing. In a private cloud, people preserve 

extremely confidential data to ensure high levels of 

data protection. It is important to detect hacking; 

sensitive data are encrypted with the two devices. 

The DCW encrypts non-accessible IoT data because 

individuals include non-accessible data contained in 

a public database. 

In the fog computing device, accessible and non-

accessible information is deposited through a 

gateway device, respectively. DCW introduces user 

authorization to connect deposited documents to 

deliver strong protection for the collected data. The 

Authorized Entity authenticates its users using 

recorded verification information known as user 

identification, username, and biometric data. The 

Authorized Entity offers three verification rates if a 

user checks or installs a public and private cloud 

document. Finally, the third encryption stage is 

carried out. The Authorized Entity collects user 

identification and biometric data and permits the 

personal fog computing device to read and download 

files. 

IoT devices can detect, communicate and access 

information with integrated sensors to link things to 

the Internet. The data is generated and distributed 

through a wireless communications network to the 

gateway. The gateway is a portal of exchange from 

the fog computing device to the IoT. Simultaneously, 

information from IoT devices is received, and the 

detected data is transferred to fog. 

The Authorized Entity is a trustworthy external 

party that protects unauthorized users' saved 

information and verifies fog services. The 

Authorized Entity often verifies registered 

users.DCW uses virtual fog computing devices to 

conduct separate tasks throughout companies as a 

computer system consisting of common and private 

data blends. With a hybrid data organization, the 

public data resources for senseless knowledge help 

to boost profitability. It is not just protection rather 

the applicable data management and storage 

specifications provided by a personal fog computing 

device. 

To defend everyone from unauthorized users, the 

confidential system in the form of information is 

separated into two sections: Authentication and 

clustering. The authentication process encrypts one 

section of the information, and the remaining section 

is authenticated with the encrypted message. 

Although an unauthorized user may receive an 

encryption key, the user still cannot read the full 

information.  

The authentication process's encoding and 

decoding process consist of two stages (a) pre-stage 

processing (b) post-stage processing. Due to Pre and 

post-stage steps, the cipher text would disclose the 

information in the first authentication round. The 

cipher code can disclose a portion of the information 

in the final clustering phase. The Authentication and 

the clustering process lead to data variation. For 

storing the analytical solution, different parameters 

are used. The portion of the broken data is needed to 

encode, and it is obtained by clustering protocol. The 

clustering protocol is asymmetrical technology, and 

Encryption is being used to build frame chips. 

Encryption is identical in the encoding system and 

can be easily carried out. The data management 

stage with the encryption and decryption stage with 

the subkey usage, as illustrated in Fig. 3. 

The DCW divides the information into two 

sections to enhance data protection. The encryption 

system of the authentication process gains 

information at a significant level for 
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Figure. 3 The encryption and decryption for each stage of 

subkeys 

 

Authentication. The authentication process requires 

several managing cycles of raw information. Each 

phase is controlled by a variation method for 

replacement. Almost every phase of the 

authentication phase in the authentication process is 

identical. The authentication process has a circular 

feature that is represented as 𝐺, and the subkeys for 

each stage are collectively represented as 

𝐿0, 𝐿1, … . . 𝐿𝑚. 

Information 𝑇𝑗𝑣  is divided into two sequences 

that are represented as 𝑇𝑗𝑣𝑥
,𝑇𝑗𝑣𝑦

. For every circle 

key𝑠 = 0,1 … . . 𝑚 the calculation can be represented 

as shown below: 

 

𝑇𝑗𝑣𝑥
(𝑠 + 1) = 𝑇𝑗𝑣𝑦

(𝑠)                    (1) 

 
𝑇𝑗𝑣𝑦

(𝑠 + 1) = 𝑇𝑗𝑣𝑥
(𝑠) ⊗ 𝐺(𝑇𝑗𝑣𝑦

, 𝐺𝑗)          (2) 

 
The circle key representation for two sequences 

𝑇𝑗𝑣𝑥
, 𝑇𝑗𝑣𝑦

 can be obtained from Equation (1) and (2), 

here 𝐺𝑗  represent the main factor,  represent the 

𝐴𝑁𝐷 function, the circle representation for each key 

is represented as 𝑠 , (𝑠 + 1) , 𝐺  represents the key 

values. 

The encryption and decryption stage of the 

authentication process of two sequences are 

represented with circle keys. The main benefit of the 

actual data is divided and then encrypted. A new 

range of security issues arises from the Internet of 

Things (IoT). In contrast to VPN cryptography, 

which guarantees network protections through an 

embedded and anonymized tunnel with IoT devices, 

robust safety and encryption requirements must be 

integrated throughout. This encryption and 

decryption system makes both activities more 

effective. The decryption stage is the opposite of the 

encoding from the first element to the first level, 

main parameters are presented. 

The protection of IoT data is achieved by 

utilizing the two compact encryption protocols like 

authentication and clustering data processing time. 

The encoded information would be maintained via  
 

 
Figure. 4 The stages in the authentication protocol 

 

the virtual network that connects the IoT and 

distributed fog. Many protocols employed the 

creation of clusters and various data distribution 

interaction techniques. In addition to non-routing 

approaches, the cluster-oriented protocols use 

sensory modules more effectively for secured data 

transmission and response time.  

The entire network of sensors is classified into 

separate clusters. The cluster head branch's 

responsibility is to acquire, add, and distribute data 

from their cluster into the node. To send the 

information immediately to the platform, the attack 

of data is therefore minimized. Several cluster-based 

networking protocols are explicitly used to improve 

the sensor nodes overall network life to secure 

various data theft. The routing protocol utilized the 

most commonly used clusters without centralized 

power for efficient data grouping the data transfer 

between the base stations. Fig. 4 shows the protocol 

for the authentication with the pre-processing and 

post-processing stage of data collection transmission 

between the access point. The information 

management between both the classification, the 

cluster head and the base station is shown in Fig. 4. 

The cluster heads are chosen based on likelihood. 

The DCW election protocol is centered on secured 

data transfer, and it operates in a centralized 

environment. DCW shows a greater capacity similar 

to standard senor nodes for certain cluster heads in 

the system. There is a greater chance of a specialized 

node being a Cluster Head than a regular node.DCW 

is more effective, and it is selected repetitively to 

increase network durability and performance in the 

form of security. Furthermore, DCW is used 

extensively to pick the best cluster heads and 

improve sensor system capacity and reliability for 

the secured transfer of precise data. 

Authentication process strength value ( 𝐺 ) 

combines with the overall range of separation, and 

the minimum amount of cluster heads are described 

below: 



Received:  August 12, 2021.     Revised: September 15, 2021                                                                                            26 

International Journal of Intelligent Engineering and Systems, Vol.15, No.1, 2022           DOI: 10.22266/ijies2022.0228.03 

 

 

𝐺 = 𝑢 × (𝐸 − 𝑆𝐸𝑃) + (1 − 𝑢) × 

(𝑀 − 𝑐𝑙𝑢𝑠𝑡𝑒𝑟 ℎ𝑒𝑎𝑑)                     (3) 

 

The overall range of separation 𝑆𝐸𝑃  and the 

minimum number of cluster heads 𝑐𝑙𝑢𝑠𝑡𝑒𝑟 h𝑒𝑎𝑑 is 

obtained from Eq. (3); here, 𝐺 represents the 

authentication process strength value, 𝑢 represents 

the scaling parameter, 𝐸, 𝑀 represents the scaling 

parameter quality value. Specified quality values are 

described below: 

 

𝐺 = ∑ 𝛽(𝑢𝑥 , 𝑔𝑥), ∀𝑔𝑥 = (𝑇, 𝑅, 𝑆𝑉, 𝑇𝐸, 𝑃)𝑥        (4) 

 

The specified quality values are obtained from 

Eq. (4). Besides, DCW proposed a toughness-based 

strength feature (𝑇), specific sensor device range to 

the access point (𝑅), system separated variance (𝑆𝑉), 

energy used for transmission (𝑇𝐸), and numerous 

transmitted packages (𝑃). 𝑢𝑥  represent the scaling 

parameter, 𝑔𝑥represent the quality of the given data, 

𝛽  represents the number of data used for 

transmission. 

DCW is extended to include remaining energy 

(𝑟𝑒) and several shared points (𝑠𝑝) in the above 

fitness mechanism, and it is shown below: 

 

𝐺 = 
∑ 𝛽(𝑢𝑥, 𝑔𝑥), ∀𝑔𝑥 = (𝑇, 𝑅, 𝑆𝑉, 𝑇𝐸, 𝑃, 𝑟𝑒, 𝑠𝑝)𝑥     (5) 

 

The fitness mechanism is obtained from Eq. (5), 

𝑇, 𝑅, 𝑆𝑉, 𝑇𝐸, 𝑃  are the parameters explained in Eq. 

(4), here 𝑟𝑒  represent remaining energy, (𝑠𝑝) 

represent several shared points, the quality of given 

data is represented as 𝑔𝑥, the number of data used 

for transmission is represented as 𝛽. 

To protect the data transfer among sensor nodes, 

DCW uses a technique based on authentication and 

clustering. The authentication process considers the 

best cluster set, while the clustering process is often 

used to pick the cluster participants. The objective 

functions regarded as described below: 

 

𝐺 = 𝑢1 × (
1

𝑠𝑐ℎ
) + 𝑢2 × 𝑠𝑔𝑑 × 𝑢3 

× 𝑠𝑐ℎ𝑑 × 𝑢4 × 𝑠𝑒𝑝                      (6) 

 

𝐺 = 𝑢1 × (
1

𝑡𝑚𝑙
) + 𝑢2 × (

1

𝑠𝑝
) + 𝑢3 × 𝑠𝑒       (7) 

 

The objective function to maintain the security 

level is obtained from Eqs. (6) and (7), here 𝑠𝑐ℎ 

refers to the interpretation of all clusters to base 

station length, 𝑠𝑔𝑑 represents each clusters intensity 

number, 𝑠𝑐ℎ𝑑  is the clusters heads core value 

number, 𝑠𝑒𝑝 represent the secret and protected range 

of data transmission, 𝑡𝑚𝑙  refers to the total gap 

between individual and cluster. 𝑡𝑚𝑙  represents the 

distance between the actual system and the strongest 

regional server. The total security data management 

is indicated by𝑠𝑒. 

Furthermore, DCW transfers data to all cluster 

heads with the cumulative grouped resources at the 

head and eventually the volume of the received 

resources in the transfer of data gathered to Base 

Station by considering the total amount of energy 

absorbed by non-cluster heads. The transfer activity 

mechanism of data is described below: 

 

𝐺 = (∑ ∑ 𝐶𝑡𝑟,𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑗
+ 𝐶𝑅𝐶 + 𝐶𝐵 +𝑟∈𝐷𝑗

𝑚𝑑
𝑗=1

                                  ∑ 𝐶𝑡𝑟,𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑗

𝑚𝑑
𝑗=1                         (8) 

 

The transfer activity mechanism of data is 

obtained from Eq. (8), here 𝑚𝑑  represent the 

complete cluster head, 𝑟 ∈ 𝐷𝑗 represent the non-

cluster head related with j-th cluster head,  

𝐶𝑡𝑟,𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑗
, 𝐶𝑅𝐶  represent the transmitting and 

receiving activity of data.  𝐶𝐵 represent the activity 

mechanism for data. 

To improve a stable authentication process's 

efficiency, the cluster heads are centered on a 

furious approach. Three parameters, including sink 

duration, diversity level, and knot strength, set out 

the fuse-based deduction principles in the clustering 

stage. In the DCW method, implementing multi-hop 

interaction through the cluster heads on the sink and 

among sensor nodes onto the clusters gives better 

security options. The authentication process 

suggested a new clustering technique that is focused 

on geographical optimization data transmission. The 

appropriate cluster heads are chosen to minimize the 

cluster intensity and optimize cluster dispersions 

based on the represented goals. 

The DCW specification separates its usability 

into two main parts. The first part of the DCW 

protocol is the Hidden Exchange Clustering System 

for safe forwarding and the optimal hierarchical 

route configuration. The optimized cluster heads 

calculate the efficient data transfer and match the 

dispersed clusters based on multiple parameters and 

quality restrictions. The proposed clustering system 

often enhances system capacity with low bandwidth 

and power usage among the sensor nodes. The 

second component is a safe and reliable route among 

the cluster heads and the base station to prevent 

malicious activity from intruding. 

At the start of the configuration process, the 

nodes' collection is uniformly distributed in a curved 

channel area. Each node is fixed and has a single 
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with minimal identified data. Because of countless 

capital, the Base Station has no limit on the secured 

amount of data management. Base Station is 

spreading the tracking area through its localization 

and has obtained all the initial stage points. Besides, 

each node's forwarding list is modified by including 

the details from the neighbor. Cluster Protocol then 

dispersedly reveals the protocol for cluster head 

collection in the system region.  

The importance for all domains is calculated by 

utilizing residual energy ( 𝑅𝐸 ), Obtained Data 

Transmission (𝑂𝐷𝑇), range from one Base Station to 

another base station (𝑅 ), and line duration (𝐿𝐷 ). 

Each node collects input from its neighbor by 

exchanging a code of authority. First of all, node 

energy contributes most to the station's existence, 

which gives a node greater importance to the full 

cluster head. Second, recall the RSSI helps calculate 

the wireless connection output, which provides a 

better transmission level if the ODT quality is more 

than one limit. 

The cluster protocol calculates the ODT limit 

that is the mean receipt rate for 𝑀neighbor heads at 

a specific time, and it is described below: 

 

𝑂𝐷𝑇𝑙𝑖𝑚𝑖𝑡 =
𝑦

𝑀
× 𝑅𝐸 + 𝑅 + 𝐿𝐷              (9) 

 

The ODT limit at a specific time is obtained 

from Eq. (9), 𝑦 represent the attempt to decide the 

node packet transmission rates, 𝑀  represents the 

neighboring cluster head, 𝑅𝐸 represent the residual 

energy, 𝑅  represent the distance from one base 

station to another base station, 𝐿𝐷 represents the line 

duration for each data. 

The simplest node route to Base Station reduces 

energy use and the lifespan of the system. The length 

duration element ultimately increases data supply 

efficiency and tests the node congestions. The length 

of data and the security management of each 

transmission are described below: 

 

𝐿𝐷𝑗 =
𝑆𝑆𝑗

𝑃𝑄
+ 𝑂𝐷𝑇𝑙𝑖𝑚𝑖𝑡                    (10) 

 

The length of the data and the security 

management between nodes is obtained from Eq. 

(10), here 𝑆𝑆𝑗  represent the data transfer between 

receipts for each packet, 𝑃𝑄  represents the buffer 

values, 𝑗   represent the node's length. The 

transmission of data is balanced, and the security 

level is described as shown below: 

 
Figure. 5 The transmission of data and the security level 

in each cluster heads 

 

𝐷𝑢 = 𝑢1 × 𝑎𝑗 + 𝑢2 × 𝑂𝐷𝑇𝑙𝑖𝑚𝑖𝑡 + 𝑢3 × (
1

𝑅
) + 

𝑢4 × 𝐿𝐷                            (11) 

 

The transmission of data is balanced, and the 

security level is obtained from Eq. (11), here 

𝑢1, 𝑢2, 𝑢3, 𝑢4  represent the weighting variables for 

the various choice components of the node, such as 

residual energy (𝑅𝐸), Obtained Data Transmission 

(𝑂𝐷𝑇), range from one Base Station to another base 

station(𝑅), and line duration (𝐿𝐷).The transmission 

of data and the security level in each cluster head are 

illustrated in Fig. 5. The formation of clusters and 

the security routing among all the weighing 

variables play a major role in DCW. The data 

transfer between nodes and cluster head is defined in 

the below equations. 

All weights indicate the special impact in the 

calculation of the profitable node value throughout 

the selection procedure while  𝑢1 + 𝑢2 + 𝑢3 + 𝑢4 =
1. Eventually, the balanced data transmissionis used 

for summarizing all the variables as shown in Eq. 

(11), and 𝐷𝑢 represent the first cluster head for the 

node. The proposed DCW protocol is, therefore, 

more flexible in selecting optimizing cluster heads 

related to internal properties and generating clusters 

Besides, the ODT portion is integrated with the 

cluster head collection system showing wireless 

connectivity efficiency. A suitable node is the cluster 

head's choice centered on the shortest number from  

𝑅 . At a specified distance, each node transfers 

lightning packs to its neighbors. The neighboring 

node calculates its ODT value and returns it to the 
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source node after acquiring the data. After the 

processing stage, the length duration element must 

be easily integrated into the cluster head's 

distribution process. Thus, the node is chosen more 

than a certain limit as a cluster head. 

4. Numerical results and discussion 

This paper discussed the fog computing-based 

IoT devices data processing stage, and a huge 

amount of information is stored on the third-party 

database. Although these strategies provide useful 

additional benefits to the customer, data storage, 

anonymity, latency at the edge of nodes, and energy 

usage continue to be major issues. This article 

addresses and uses the efficient fog authentication 

protocol as an alternative tool for recovering and 

storing data from third parties connected with data 

transmission. Due to the distributed architecture and 

other improved fog computation features, the density 

control weighted (DCW) election protocols 

proposed a fast response time and fewer overheads. 

In addition, the privacy of the fine-grained energy 

use of data is preserved in the data privacy and the 

data aggregation processes of DSMM structures. 

Comprehensive performance evaluation results 

indicate that the proposed protocols are superior in 

data transmission and storage utilization to DCW 

without data aggregation. The effects of each 

protocol are analyzed in terms of the transmitting 

and storage performance.  

The efficiency of the DSMM is considered based 

on the parameters like data processing time, 

accuracy, recall, precision, response time, security 

rate, and effective data authentication ratio 

compared to Compressed and Private Data Sharing 

framework (Cpds) [27], Privacy-preserved data-

sharing framework (PPDSF) [28], ACOMKSVM 

[29], Blockchain technology with Wireless Body 

Area Networks (BC-WBANM) Model [30]. 

4.1 Accuracy ratio and recall ratio (%) 

Fog computing still selects their next fog server 

directly, and the fog node would certainly realize 

that the third party using their computational power 

is close at hand. The best way to maintain the site's 

anonymity is by identifying obstruction, which 

allows the user to locate a neat user even though the 

fog node knows it is nearby. The authors use a 

trustworthy third party to create a false Identification 

for the end-user. The fact is that a customer does not 

choose the closest fog node and selects one of the 

fog nodes they can enter, such as latency, credibility, 

load balance, etc. The accuracy and the recall ratio is 

shown in Fig. 6(a) and 6(b)  

 
(a) 

 
(b) 

Figure. 6: (a) Accuracy ratio and 

(b) Recall ratio (%) 

 
Furthermore, the proposed authentication 

protocol is based on a dynamic, key-driven approach 

that makes a good balance between security and 

computer complexity. Any fragments, along with the 

appropriate dynamic key, should be obtained to 

recall the data. This makes the attacker work 

difficult to reveal the encrypted details, which must 

compromise fog nodes. In addition, attackers can 

search for the dynamic key, in which each input data 

is different. Safety and consistency checks 

demonstrate a high degree of reliability and 

robustness in the proposed safety system. 

4.2 Data processing time ratio and precision ratio 

(%) 

From an attacker's perspective, the fog 

computing-based data transmission node has the 

same chance of being a cluster head before the 

election process. The attacker cannot foresee an 

election mechanism and would affiliate with some 

association unpredictability for each node to become 

a cluster of the election process. The attacker cannot 

find the node's position, and every member sends  
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(a) 

 
(b) 

Figure. 7: (a) Data processing time and 

(b) Precision Ratio 

 

data to inform the cluster head is a member in the 

final stage of the algorithm. The cluster head wants 

to know their cluster partners to assign tasks and 

organize the data transfer for collective processing. 

The data processing time and the precision rate is 

shown in Fig. 7(a) and 7(b) 

Clustering with the hierarchical structures is 

based on nodes and more effectively uses finite 

resources, such as frequency spectrum, bandwidth, 

and power. The cluster size approximately coincides 

with the direct nodes' connectivity simpler protocols 

for routing and broadcasting within the cluster. 

Clustering can monitor network health and identify 

malfunctioning nodes since some nodes in a cluster 

can play watchdogs over another node. Finally, 

networks may consist of node mixtures with stronger 

features or special characteristics, such as an 

expanded contact range.  

4.3 Response time ratio (%) 

Centralized training methods are ideal for 

networks where the computing power is mostly  
 

 
Figure. 8 Response time ratio (%) 

 

based on a single computer. The cluster nodes play 

various roles by their cluster tasks. The gateways 

can turn off to minimize energy use, and the lead 

agents detect many gateways that bind the same 

leading nodes. The proposed DSMM describes a 

range of reliability characteristics to compare current 

solutions of cluster heads. These properties are 

essential to ensure a stable and efficient cluster head 

election protocol. The series of properties includes 

fundamental concepts and advanced concepts. The 

response time of DSMM is illustrated in Fig. 8. 

4.4 Data security rate (%) 

DSMM is focused on enhancing the data security 

level during the transfer of data among IoT devices. 

The IoT uses fog computing devices for data transfer 

protection and database privacy problems. Although 

certain problems can be dealt with current systems, 

new difficulties are faced because of different fog 

computing features such as fog node heterogeneity 

and fog networks, mobility service requirements, 

and low latency. User data is outsourced to the fog 

node, where access to the cloud node. Initially, it is 

difficult to guarantee data accuracy since the 

outsourced data can be protected. Secondly, 

authorized parties may use the uploaded data for 

other purposes. The data security rate of DSMM is 

shown in Fig. 9. 

 

 
Figure. 9 Data security rate (%) 
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Table 1. Performance ratio (%) 

Number 

of 

Devices 

Cpds 
PPDS

F 

ACO

MKSV

MM 

BC-

WBA

NM 

DSM

M 

10 56.21 65.24 51.23 42.44 71.24 

20 60.33 67.12 54.28 44.22 71.38 

30 61.47 68.25 57.35 45.38 74.14 

40 69.35 69.27 59.21 57.45 76.27 

50 72.21 67.19 62.26 59.11 79.25 

60 71.15 65.14 65.29 59.29 82.26 

70 68.25 69.19 68.19 56.11 87.13 

80 66.69 64.21 69.21 61.29 88.38 

90 66.17 67.22 73.22 65.11 91.89 

100 68.16 68.34 75.24 68.17 92.21 

 
Table 2. Effective data authentication ratio (%) 

Number 

of 

Devices Cpds 

PPDS

F 

ACOM

KSVM

M 

BC-

WBAN

M 

DSM

M 

10 44.11 23.21 52.12 32.21 75.11 

20 45.23 32.43 56.33 36.13 77.12 

30 48.01 36.15 58.24 38.25 78.26 

40 52.13 45.52 63.61 42.43 80.48 

50 55.16 38.67 68.31 49.22 82.61 

60 57.24 42.31 69.22 51.27 84.81 

70 59.38 46.23 56.17 54.31 86.12 

80 62.22 56.42 62.14 58.12 90.28 

90 66.56 58.18 66.02 62.18 91.33 

100 69.16 61.51 73.09 65.19 94.91 

4.5 Performance ratio (%) 

The most significant data value is a direction 

consistency defining variable dependent on metrics. 

Many additional protocols for WSNs are suggested, 

and DCW has additional energy targets, for which 

its key priority is network security. Clustering for 

large-scale WSNs is to increases the scalability of 

the network and achieves high levels of scalability. 

Many research projects have suggested a multi-hop 

connectivity to minimize energy usage and prolong 

the sensor network's existence. However, the node's 

intermediate routing is eliminated with the multi-hop 

algorithms, reducing energy consumption. The 

Performance Ratio of DSMM is shown in Table 1. 

4.6 Effective data authentication ratio (%) 

A new and appropriate architecture for sensor 

networks is an authentication and key energy-

efficient framework. Data confidentiality and 

authenticity are required for DCW and encryption 

algorithms. The attack's consequences are reduced 

by following three steps are i) a primary pre-delivery 

process, (ii) an initialization phase of the network, 

and (iii) an authentication protocol. The first phase is 

initially performed during the node production 

period. The device generates and safely stores the 

asymmetrical master key for the whole network. The 

second stage occurs during network deployment, 

where each node finds its neighbors within the 

contact range and establishes network security. The 

Effective Data Authentication Ratio (%) is shown in 

Table 2. 

5. Conclusion 

In this paper, DSMM has been proposed to 

address all the security and privacy issues among 

IoT devices during data transmission. The proposed 

DSMM includes the density control weighted 

election that uses the efficient clustering approach to 

organize the data into clusters to solve these security 

issues. Authentication protocol technology is used 

for computer authentication, privacy management, 

and the elimination of intermediate attacks. The 

Density Control Weighted (DCW) election protocol 

uses the clustering procedure to select a cluster 

leader and participants. The data were transferred 

through the application of the extensible 

authentication protocol from the chosen routing 

method. DSM guarantees privacy protection and 

effectively eliminates mid-term attacks. Thus the 

experimental results of DSMM achieve a data 

processing time ratio of 86.3%, data security 98.09%, 

precision 97.23%, performance 92.21%, effective 

data authentication ratio 94.91%, recall 97.25%, 

response time 96.18% when compared to other 

methods. Our plan on other aspects of the protocol 

to be extended in the future. To demonstrate our 

protocol's higher computing efficiency and 

dependability, it investigates lightweight ciphers and 

applies formal approaches to optimize encryption 

techniques. 
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