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Abstract: This paper suggests the transmission of secure speech signals through theOADADsystem over a

doubly selective fading @mnel. The twalimensional chaotic map likegistic (TDLM), standard (TDSM), and

triangle function combination discrete chaotiapn(TD-TFCDM) are used to generate psewdndom bit generator

(PRBG) and index permutation (IP) to encrypt the informatiosebaon ciphering and scrambling techniques.
Different speech quality and residual intelligibility measures inclultigdikelihoodratio (LLR), frequencyweighted

segmental signab-noise atio (fwSNRseg)signatto-noise ratio Igs (SNRLOSS)¢orrelatin coeficient (CC) and
spectrogram measures as well as Bit Error Rate (BER) performance are used to test the performance of the proposed
security system. The simulation results show that the speech signal over the @HME system behaves well with

high seurity. Also, the speech encryption system using TDSM andFODM outperforms TDLM in most residual
intelligibility measures

Keywords: Speech encption, Multi input multi outputOrthogonal frequency division multipl&{MO -OFDM),
Doubly selective fadig channel Two-dimensional chaotic map, Pseudo random bit generator, scrambling

security against the third party, the information must
1. Introduction be protectedThe most famous method of speech

The protection of speech transmission in aencryptlon methods is the scrambling technique [6],

wireless mobile communication system is the mostm’ in which either the speech signal is scrambled in

challenging today with the rapid increase in the time domain or frequey domain or both the time

information technolgy [1], [2]. Orthogonal
frequency division multiplexing (OFDM) is widely which the stream cipher of the speech sequence is

used today in mobile communication systems due tck . .
. . ; . o ORed with a pseudoandom bit generator (PRBG).
having high bandwidth efficiency and mitigates the The third methl?)d is the maski 9 thod [12( 13] in)

effect of multipath fading channels [3]. . ; . :
Combining the MIMO system with the OFDM Wh'(.:h the scramble_d spee_ch signal IS olc_)talned by
e?1dd|ng the speech signal with the chaotic signal. Also,

(s:gstae(m Fgr?(\j”dbe;n dTvi%Irter}\ gf?it;?enncfmfgr; tgreghsvri]t% a hybrid between these methods is applied to increase
pactty y P the security of the speech signal [14, 15]. The

single input single output (SISO) system [4]. - The following literature survey i$ocused on combining

growing demand for MIMEGOFDM systems in the encryption techniques with the OFDM
mobile communication systems has put a demand for

. ) . . . communication system and employing them for
increasing the securitylevel of information secure speech transmission

transmitted through this system. The reliability of '

information  transmission depends on the
authentication of information, confidentiality, safety
and availability to save the information from the third In [16, 17] speech signal is transmitted through the
parties and attacks [5]. To ptide the information OFDM communication system without security.

and frequency domain. Another method to encrypt
the speech signal is ciphering method1[g, in

2. Literature survey
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Therebre, the eavesdropper can recover the dataransmitted through an OFDM system using different
without any attack or difficulty.In [1], hybrid 2D chaotic mapswas proposed2D Baker, 2D
permutation and ciphering techniques are proposed tbogistic, and 2D Standard map are used either as
encrypt the digitized speech signal over the OFDMmasking signal or permutation index to encrypt the
system. In the first, the speech signal is permutatecudio signal. In the first, the audio signal is converted
using aseed and then XORed with the seed valueto a 2D signal and then masked by adding it to one of
After that, QAM mapping is applied and passedthe 2D chaotic maps and clipgj the resulted signal
through IFFT and cyclic prefix guard to produce theby two values. After that, the 2D signal is
OFDM transmitted signal. The securely transmitted permutation using the 2D chaotic map and quantized
signal is sent through Rayleigh and Rician fadingto generate the binary stream that is transmitted
channelsin this paper, only 16 QAM are examined through the OFDM system and AWGN channel. The
and the permutation is not implemented by the chaosesults show that the 2D standard chawiap has the
system. Also, MIMO system is not combined with best performance in terms of objective quality
this system making the capacity of this system verymeasures than other chaotic mdpghis paper, only
low. Furthermore, the objective quality of speech AWGN channel is used to SISO OFDM systdm.
signal depends on PEonly. In[18], secure speech [22], the speech scrambling based on-L3penz
through a communication systemasdesigned and logitic chaotic map is proposed. The scrambling is
implemented using the TMS320C6711 DSP startemade in the frequency domain and the transmission
kit. The speech signal is sampled using an 8 kHzhrough communication system is not includéd.

sampling frequency and taking Discrete Cosine[23], encrypted speech is sending 08& cellular
Transform (DCT) to the frame of 25@mples of the  network and Voice over IP (VolP). A novel Data over
quantized signal. The frequendpmain signal was vojce (DoV) depends on a codebooks of short
scrambled using 256 pseutindom values and then  harmonic vaveforms and principles of Linear
taken Inverse DCT (IDCT) to obtain the transmit time predictive Coding (LPCare introducedn this paper,
domain of the scrambled speech sighrathis paper,  the information is not sending though MIMOFDM

the pseudgandom sequence was rugsigned with  system and not applied for wireless channel.In

high security, and only the real part of the spectrumpyr paper, the speech signal is transmitted over a
was presentedin [19], transmit scrambled voice secure MIMGOFDM system over a doubly selective
signals through MIMO NOMA communication fading channel.To our knowledge, there are no
systems. The system is incorporated with LDPCpapers that studied the encrypted speech signal
channel coding and the enhanced ML decodefhrough a doubly selective fading chann@lwo
depends o QR channel factorization over Raleigh |evels of security are applied to the system based on
fading dannel. In this paper, only the scrambling ciphering and scrambling teciques. At the
technique was used to encrypt the speech signal angphering level, the stream bits of the digitized speech
the objective quality measures were not included  sjgnal is XORed with a pseudandom bit generator
[2], the secure audio signal is transmitted through(pRBG), while at the scrambling level the QAM
coded mriwvave massive MIMO FBMC under a 5G mapped signals are permutated based on index
communication system. The secure audio signal issermutation (IP). Both PRBG and IP aresigeed
generated by converted into an image signal anxsing two-dimensional chaotic map(TDCM).
XORed with a twedimensional random sequence pifferent types of TDCM including TD logistic map
generated by a twdimensional discrete chaotic map. (TpLM), TD standard map (TDSM), and Tiangle

In this paper, only one leVof security was included function combination discrete chaotic pngTD-
with one type of map and no objective measures werqFCDM) are designed to generate PRBG and IP.
included to test the Intelllglblllty of SpeeCh Signal. Furthermore, PRBGis designed using Three
In [20], secure speech sending over the OFDMpimensional Chaotic Map (3DCM)wo types of
communication systerwas proposedThe original ~ 3pCM are studiedhcluding3D Igistic map (3D-LM)
speech signal is recard at an 8 kHz sampling rate and 3D Piecewiseenonmap (3DPHM). Different

and converted into stream bits. The stream bits argpeech quality and residual intelligibility measures
XORed with pseudesandom bits generated by both including Loglikelihood ratio (LLR), Frequency
Henon or Logistic chaotic map, and then the cipheredyeighted segmental sign@-noise ratio
message is transmitted through the OFDM systemfwSNRseg), Signalo-noise ratio loss (SNRLOSS),
under the AWGN channeln this paper, the system Correlation coefficient (CC) and spectrogram are
is not studied under fading channel and only SISOysed to test the performance of speech encryption

System is included. AISO, one level of Security -WaSSystem as well as bit error rate (BER) performance
proposed for an OFDM systein.[21], secure audio
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ted. The rest of the paper is organized as follows: -
Section 3 presents the twdimensional chaotic maps o —| JZpes el o

. . 1 ifxey>vis |l PRBG—TDCM
based on pseud@andom bit generator, index Two Dimensional :{0 e Stream bits
permutation and three dimensional chaotic map”® | CweicMe 20
based PRBG. Section 4 presents the structure model Figure 1 PRBG based on TDCM
of secure spech transmission through the MIMO
OFDM system. Section 5 presents speech quality and
residual intelligibility measures. Section 6 presents3.2 Two-dimensional chaotic map base®RBG
the simulation results. Sections 7 and 8 presents the

comparisons with other works and conclusions, —Pseudo random bit generator (PRBG) is the main
respectively. core of the stream cipher sgst in which the stream

insecure data is XORed with PRBG to produce the
3. Two-dimensional chaotic maps bsed Ciphered sequence [12¢]. Different techniques are
PRBG and IP used to design PRBG using chaotic system. In [10,
11] Hasan et al. generates PRBG using fixed point
In this section the three types of two dimensionalchaos system and combined twarmre PRBGs with
chaotic maps which are TDLM, TDSM and D XOR function to produce new version of PRBG with
TFCDM are explain in briefly and used to generatehigh securityln [26] Patidar et al. used two logistic
PRBG and IP. maps with different initials to generate PRBG by
comparing them with each other. While in8J2
mixing 3D Chen system is used with cliad actics

3.1 Two-dimensional chaotic mag

A. TD logistic map (TDLM) to produce new PRBGThis system has highly
The discrete TDLM can be expressed as [21] complexity comparing with chaotic map. In this
[24]: 'paper two-dimensional chaotic maps are designed to

produce new PRBG with simple and good security.
The proposed PRBG based on TDCM is illustrated in
Q) Fig. 1. This system is similar the Patidar model in
[27] but is used TDCM instead ofne-dimensional
logistic map. Starting from the random initial values
Xo and y the twoedimensional sequena® and
w are generated by:

W | 0w pwpPp
(@) | oW PP W
wh e r igchddtic system parameters which must

be pogive realvalue. The chaotic sequencgsand
yi, have the range [@].

B. TD Standard map (TDSM) ® Ve .
The discrete TDSM can be expressed as [4]L, 2 w Qwho  HQ mipfedd  p
o o o il s The stream bits of PRBQ) hare produced by
o comparingo andw according 6:
O b riei— (A 2)
_ _ _ O Qo o P .,g,g w
where[ is chaotic systerparameters whichmust be . T w
positive integer value and N is the length of chaotic hQ mipredd  p (5)
sequence. The chaotic sequencegndw, have the 3.3 Two-dimensional chaotic maps basetP
range (ON).

] ] o ) Fig. 2 shows the ldex permutation based on TDCM.
C. TD t_rlangle function combination discrete In the first, the twedimensional sequencés and
chaoiic map (TD-TFCDM) w are converted into one dimensional sequénce
The TDTFCDM can be expressed a$]2 using concatenation function, & ho ], "®
o " mitd . Framing the sequree and then
3) sorting using sort functiors[ “ ]=sort(), where
0 is the sequence after sorting ahdhQ pFedtl,

W
(b .

1 S
8: 8)

£ W
€ ()

>

where' and’ are the chaotic system parameters, iS the index permutation.
here' Pand’ =0.5[26]. The chaotic sequences,
w andw, have the range§,8x).
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position 1 ¢ ) andf p the output is takerrédm
m;  position 2 ¢ ).

Xir1 = f1(x, ¥0)
Xg — Yi+1 = fa2(xi, ) Convert 2D to 1D

sequence
Two-

Y0™"| Dimensional v Viz1=[Xis1, Yis1)
Chaotic Map Lt

Index
Extraction

4. Secure speech transmission through
MIMO -OFDM syste

: _ 4.1 Transmitter model
Figure 2 Index permutation based on TDCM

Fig. 4 shows the block diagram of the proposed
MIMO-OFDM system at the sender side. Firstly, the
Ull@

Y| (U analogue speech signal is digitized with sampling
fo ;11&8;% e \_,pm;a ey (rEQUENY ('Q) = 8 KHz and resolution bitsnf=16. The
i+1 — i - e . ..
Y Zion = F3(X0 Y1) | ¥ina vzt-@ Stream bits dlgltlzepl speech signal (s) converted to positive
] - T =>CE normalized sequence (sn) in the range 0 t&-12
Dimensional Ziyq Vas aCCOI’dIng tO [11]
Zo — Chaotic Map Ziq > 0.5 3

Figure 3 PRBG based on 3DCM. L e QO p— (8)

wherefix (.) is round function to a nearest integer
toward zeroi andi  are the largest and lower
PRBG can be generated using thdémensional value of s, respectively. The positive sequence is then
chaotic maps (3DCM) instead of TDCNMIwo maps are  converted tg-th stream bitsy;, and then converted to
suggested that are 3Dgistic map (3D-LM) [29] and3D  parallel two bits,6 s AT A, using serial to
piecewisehenon ma (3D-PHM) [30] that are expressed parallel converter. After that, theh two stream bits
respectiely as: are XORed with the two keysQy AT &y to

produce thg-th two cipheredequences®; AT &y,

3.4 Three-dimensional chaotic maps bsed PRBG

(,*) w w P w Eo w w 9)0( respectively according to:
(@) DWP W WAL OO ©6)
Q OWApP 8 OO GO0 o O6f 60 i plt (9)

systemin the range [0, 1]a&, by, ¢ are control o same type of TDCHr 3DCMbut with different
Fgrgrgféerrse;vnehcmzlrange .33 3.81, [0,0.023, initial values, i.e. the initial valuesb oy and

DU, TESP Y Wiy are used fotthe first and second key
4 & gh  respectivelfor TDCM. The I-th sequenceso, M

@ P des @ p @6 > . ; .

. . . v C e mip are the first level security. The ciphered
(f) ¥ cows (‘3 P (j)w (’1 8 ﬂj sequences are then mapping using QAM modulation
a P WIS w p ww aéfph and framing intdM samples to produce the lendth

symbol at the-th transnit antennajy N E :
(7) I=1,2 andm=0,..,M-1. The second level security is

wherea; and b are contrbparameters that are set to aflpvp“.Gd to the two mapp?’d block S|gnaI§, |nv which
15 and the range afy; andz is [0,1]. Ny is permutated by the index permutatiofis;

Fig 3 shows the proposed PRBG based on 3|:)I:1,2 and m=0,M-1. The two index permutation's
chaotic map (3DCM)In the first, the initial values are generated from the same type of TDCM with

xoyo,and zo are entered to the 3DCM system to dlffergnt initial value, i.e. the initial values

generate the neiitth samplesc,y;, andz iteratively. ~ @i and & fdf  are used for the first and
Each sample is passed through thresholding tecond key respectively. Theth scrambled signal
generate thé-th bit in each sample}( it Rt ) of thel-th transmitted antenng, i, is expressed as:
mip and then the stream bits of PRBBCM is o )

generated bgelect eithet orf dependsonthei Nin Na “f |=1,2andn=0,1,.M-1 (10

th ¥ bit. Whent T the output is taken from
The IFFT is applied for thel-th antenna

scrambled data symbol according to [31]:
International Journal of Intelligent Engineering and Systems, Vol.15, No.6, 2022DOI: 10.22266jies2022.12315K0
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X10—* Index Permutation _”1""
Y10—| basedon TDCM
*10—% PRBG based on .
: . irpe(1,
V1.0 TDCM ki, c1 s qAS1im sirfe(1,k) Y
. . Add
f n Ciphering [ QAM |, g ambling |- IFFT
f l s sn u; Uy j | 2 2 Map. g | cp
Source Digital | | Normalization | Converted to | | Serialto -
Speech Signal Stream Bits Parallel 2 Q2.m qS2,m siffe(2,k) T
";’I.. Ciphering |-»| @AM [} Scrambling [+ IFFT |» ada
Map. CpP
*20— pRBGbasedon | k2;
TDCM
Y20 3,
X207 Index Permutation "

Yo.0—> based on TDCM

Figure 4 Proposed the MIMEGFDM communication system at transmitter didsed on TDCM

and obtain the OFDM demodulation,G" is
equivalent to FFT transform. Thus, tHe -th
demodulated 22 MIMO-OFDM signal v N

E can be expressed &l[ 32):

i & —B AR @ h (1
" n Q0 p
wherei hQ is the kth IFFT signal of thé-

th transmitted antenn&q. (4) can be rewritten in Vi B &£9iGav e oh Ple
matrix form aq32): (14)

Y . Gav (12) where H . is_ Hermitian_ operation and real
orthogonality in OFDM implies thatr 1
L o p. whereT 8 is the real part of the complex

where G N E is transmitted matrix which _ \

depends on the twiddle factors=0Q 7 . A signal. ~ Define v \ T
guard interval depends on a cyclic prefix (CP) is T T AT T 7 AT,y AY e
added to the OFDM modukad signal to eliminatethe ¢ 5 s 7 7 7 AV’

effects of the channel mulpath delay spread. Also, output of full block MMSE equalizera v 7 =1,2,

CP will eliminate the intesymbol interference (ISI) is expressed a8%]:
and maintain the orthogonality between the

subcarriers31]. AV
AY

4.2 Receivermodel T TTRT T T RT TV (15)
°r AR T A AT °v

Fig. 5 shows the block diagram of thegposed
MIMO -OFDM system at the reception sidét the

reception, after remove CP, the received signatat . whereo .8 IS the_lmaglnqry part' of .the complex
th reception antennas N is written by B1, 37; signal and is the noise matrix that is given b$J]:
. . B - 4T , 17 T
» B 3 yGAav o h plt  (13) o - with Toq
. " (16)
wherez N E .7 plt, is the” -th additive
white Gaussian noise vector with zero mesrd The following step is descrambling stage that
power spectral densitNo/2 andy N E " is applied to the output of MMSE equalizer using the
plt Al A plt, is the time variant convolution identical index permutation at the transmitter smle
matrix of the doubly selective fading channel, which obtain the” -th descrambled signala , " =1,2,
is modeling wusing Nissedeofigyoends on Jakesd model

[28].The” -th received signak is multiplying by GH
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X0 —
X0 = Index Permutation PRB,?I;) Cals\;d Lo
Yo—s| basedon TDCM Yo— kyj
T ry Sffel qS1m TLm Gim &1
Remove ; iy ;
cp ] FFT |- . P Descrambling || QAM | Deciphering = ° =
= 8 Demap. il = . 2
= 8 I =g |snm = .
= . Pis [+ EE [ £ 2 §
T ry = g qs2m 2.m &2 Eé = g | Recovered
" = ; | ) = |speechsignal
Regl;‘e —| FFT [» _,| Descrambling |, QAM |»| Deciphering o g
Demap. iy
Sffe2 T2m
X0 =1 Index Permutation %0 — pRBGbased on kyj
yo—s| basedon TDCM Yo—s] TDCM

Figure 5. Proposed the MIMOFDM communication system at receiver side based on TDCM

Table 1. Simulation parameters

Doubly selective fadinc

QAM order 64, 256
Subcarrier Numbers 24

FFT size 256

Subcarrier spacing 15

(kHz) 4.7619H v g3
Cyclic Prefix length

Channel

channel + AWGN

(Vehicular A)
Velocity (km/h) 200, 500
Carrier frequency(GHz) 2.5
SNR [dB] 0-45
Chaotic TDLM, TDSM, TD-
Performance measure  TFCDM
LLR, SNRLOSS
fwSNRseg, CC

G I

" =1,2 andn=0,1,..M-1

(17)

The mth detected of thé-th received antenna is
obtained using QAM demapping and werted to
stream bits to get tHeth stream bits at thieth time,

plg. The” -th deciphered sequende,; is

obtained by XORed % with the” -th identical
PRBG key at the transmitter side according to:

0 n

on & Qp

Fiv

plg

(18)

The parallel sequence are converted to serialdits,

and then the stream bits are converted into decimal

format after taking framing af bits,i &€ Finally, the
recovered speectignal is obtained by applying de
normalization function td €according to:

9

(19)

5. Speech quality and residual intelligibility
measures

In this paper|og-likelihood ratio (LLR) [10, 13,
33], frequencyweighted segmental signti-noise
raio (wWSNRseg) [1033], signatlto-noise ratio Igs
(SNRL.os9) [10, 34] andcorrelation coeftients (CC)
[7, 21] measures are used to test the performance of
speech signal over seclWBMO -OFDM system

6. Simulation results

In this simulation, three TD chaotic maps
including TDLM, TDSM, and TDTFCDM have
been used either as PRBG or Index permutation and
applied to secure speech transmitted over MAMO
OFDM with two levels of security. The speech signal
is recorded with a 16 kHz and a 16 bits resolution
with a total length of 47888amples (3 sec). Table 1
illustrates the main parameters of the proposed
MIMO-OFDM system. In all PRBGs generated by
the TDand 3Dchaotic map, statistical randomness
measures depicted in39 are used to test the
randomness of PRBGs. The results showwRBGs
are passed the tests with avdtue greater than
0.01threshold level for all tests.

6.1 Decryption simulation results

In this simulation, the BER and speech Quality
performance of the decrypted speech signal over
MIMO-OFDM system are presented. &h
comparisons are investigated for different QAM level
(64 and 256 QAM) and different velocities (200 and
500 km/h). In this experiment, TDLM is used to
generate both PRBG and index permutation. Two
stages of encryption including ciphering and
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—+— without encryption, 200 km/h,64 QAM

—©—Decryption,200 km/h, 64 QAM
Decryption, 200 km/h, 256 QAM

107 £ |—=—Decryption, 500 km/h, 64 QAM

Decryption, 500 km/h, 256 QAM

0 g 1‘0 1‘5 2‘0 2‘5 3‘0 3; 4‘0 45
SNR [dB]

Figure 6 The BER performance of decrypted speech

signal through MIMGOFDM system

LLR Measure

1k —+—without encryption, 200 km/h,64 QAM
—6—Decryption,200 km/h, 64 QAM
—&—Decryption, 200 km/h, 256 QAM

0.5 |—2—Decryption, 500 km/h, 64 QAM
Decryption, 500 km/h, 256 QAM

0 5‘ 1‘0 1‘5 2‘0 2‘5 3l0 3‘5 4‘0 45
SNR [dB]

Figure 7 The LLR performance of decrypted speech

signal through MIMGOFDM system

1 ek—ﬂ—ig_.g_“,\ .

SNRL SS
=
in

0.4 - |—+—without encryption, 200 km/h,64 QAM

—©—Decryption,200 km/h, 64 QAM

03+ Decryption, 200 km/h, 256 QAM

—&—Decryption, 500 km/h, 64 QAM
Decryption, 500 km/h, 256 QAM

0.2

1 10 2 3 %0 50
SNR [dB]
Figure 8 The SNRoss performance of decrypted speech

signal through MIMGOFDM system

scrambing stage are used in this simulation..F8g

569

signal throughMIMO-OFDM system for various
QAM levels and velocities. The speech signal is
recovered with the correct keys for the two stage
levels of security. Té results are compared with the
system without adding any encryption stages. The
results show that the BER performance for the system
without encryption is approximately the same for the
system with decryption. Also, increased either the
level of QAM or vdocities will degrade the BER
performance of the system.

Figs 7-10show the LLR, SNRLOSS, fwSNRseg
and CC quality measure, respectively for decrypted
speech signal througMIMO-OFDM system for
different QAM levels and velocities. For all measures
it can ke noticed that increase SNR will improve the
quality of decrypted speech signal. At high SNR
when SNR greater than 25 dB, for LLR, SNR,
fwSNRseg and CCmeasures there are a values less
than 0.5, 0.1, 10 dB and 0.4, respectively between the
systems without encryption and decryption at 200
km/h and 64 QAM i.e. the quality of speech sigautal
the receiver will little affected when combined an
encryption system with MIMO-OFDM system.
Also, the quality measure affected by the QAM level
and velocity whereany increase in the level or
velocity will decrease the quality of the speech signal
at the receiver side

6.2 Encryption simulation results

In this simulation, the BER and speech residual
intelligibility performance of the encrypted speech
signal over te MIMO-OFDM system is presented.
The comparisons are investigated for 64 QAM and
200 km/h. In this experiment, TDLM is used to
generate both PRBG and IP. The encryption is made
by only ciphering, scrambling, or combined methods
and tests the performance tife system. Fig. 1L
shows the BER performance of encrypted speech
signals through the MIM@GFDM system for 64
QAM and 200 km/h velocity. The speech signal is
recovered with incorrect keys for all scenarios of the
security. The results show that the BERfpenance
of the system using ciphering algorithm has less value
compared with both scrambling and combination
algorithms, which means that the 3rd party has the
chance to detect the speech signal for ciphering
method greater than scrambling and combimatio
methods.

Figs 12-15 show the LLR, SNRss fwSNRseg,
and CC residual intelligibility measure, respectively
for encrypted speech signal through MIMFDM
system with 64 QAM and velocity 200 km/h. For
LLR measure result, ciphering method appears to be

shows the BER performance of decrypted speech
International Journal of Intelligent Engineering and Systems, Vol.15, No.6, 2022DOI: 10.22266jies2022.12315K0
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Figure 9 The fwSNRseg performance of decrypted
speech signal through MIMOFDM system
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Figure 10 CC performance of decrypted speech signal
through MIMO-OFDM system
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Figure 11 The BER performance of encrypted speech
signal through MIMGOFDM system
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Figure 12 LLR performance of encrypted speech signal
through MIMO-OFDM system
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Figure 13 SNRossperformance of encrypted speech
signal through MIMGOFDM system
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Figure 14 fwSNRseg performance of encrypted speech
signal through MIMGOFDM system
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Figure 16 BER comparisons of encrypted speech signal
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Figure 15 CC performance of encrypted speech signal
through MIMO-OFDM system

the best performance comparing with scrambling and
combination. Also, for all SNR, LLR values greater
than 3.35 for all methods. For SNRLOSS, fwSNRseg
and CC, it is clearly #t the performance of
combined ciphering and scrambling together
outperform both ciphering and scrambling alone.
Also, scrambling method has performance better than
ciphering method except LLR measure that appears
the performance of ciphering method betthan
scrambling method for all SNR by gain not greater
than 0.03.

Figure 17 LLR measure comparisons of encrypted

6.3 Two dimensional chaotic simulation reslts speech signal for differentpigs of TDCM

In this simulation, the BER and speech residual
intelligibility performance are comparison for three
types of TDCM that are TDLM, TDSM and@D-
TFCDM. The comparisons are investigated for 64
QAM and 200 km/h. Combination of ciphering and
scrambling method are used where PRBG and index
permutation are generated by the same type of TDCM.
Fig. 16 shows the BER comparisons between TDCM
types wherdhe data is recovered with the incorrect
keys. The results show that the BER performance of
TDSM has the highest BER values followed by-TD
TFCDM. In general, all chaotic map has BER greater
than 0.48 even though SNR is high.
Figs 17-20 show the LLR, SRioss fWSNRseg
and CC residual intelligibility measure comparisons,
respectively between different types 'of TDCM. 'For Figure 18 SNRossmeasure comparisons of encrypted
LLR results, TDTFCDM has high security speech signal for different types of TDCM
comparing with others followed by TDSM. For
SNRLoss measure, the performance is fluctuation when SNR <12 dB. When SNR>12 dB, TMTIFCDM

while TDSM appears the best performance. Forbecomes the best (high security). CC measure shows
fwSNRseg measure, TDLM has the best performance
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