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Abstract: This research presents new proposed algorithms for generating digital signatures. The proposed algorithms 

based on coupling chaotic maps with Schnorr and Elgamal schemes to obtain the private key. These maps, including 

2D henon, 2D tinkerbell, and Tent Sine System, generate a sequence of random iterations, each one is then converted 

into 256-bit integer to be fit as the private key. The key space is increased (2256) compared to the traditional Schnorr 

and Elgamal (2160) and there become a wide range of digital signatures corresponding to the random iterations. The 

key space development increases the security level of the signature scheme which in turn makes it difficult for any 

adversary to hack the scheme. Also, the results proved that our new algorithm takes less signing and verification time 

compared to other proposed algorithms. It was proved that our proposed algorithms don't require large number of keys 

for signing or verification. It is just one private key and another public. 

Keywords: 2DHenon map, Tinkerbell map, Tent Sine map, Elgamal digital signature scheme, Schnorr digital 

signature scheme. 

 

 

1. Introduction 

A mathematical procedure known as a “digital 

signature” can be employed to guarantee the integrity 

and authenticity of an email, application software, or 

digital document [1]. Despite being the digital 

counterpart of them, it provides significantly greater 

inherent protection than a printed document or 

stamped signature. It also attempts to deal with the 

problem of imitation and espionage in online 

communication. It can provide evidence of who 

generated a digital email, purchase, or document, as 

well as their identity and current status [2]. 

Participants may also apply it to attest to their free 

and informed consent. Whitfield Diffie and Martin 

Hellman established the concept of a digital signature 

strategy in 1976; however, they only hypothesized 

that such mechanisms may have arisen based on 

functions that are trapdoor one-way permutations [3]. 

The RSA procedure, devised shortly after by Ronald 

Rivest, Adi Shamir, and Len Adleman, has been used 

for producing simple digital signatures (albeit only as 

a demonstration of concept since “uncomplicated 

RSA signatures are not strong) [4]. The first 

commercially promoted application programme to 

enable a digital signature was Lotus Notes 1.0, which 

was published in 1989 and employed the RSA 

algorithm [5]. After RSA, multiple digital signature 

technologies quickly emerged, the earliest of which 

were Lamport signatures, Merkle signatures 

(sometimes called “Merkle trees” or “Hash trees) [6], 

and Rabin signatures [7]. Ronald Rivest, Shafi 
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Goldwasser, and Silvio Micali were the first to 

officially lay down the security specifications for 

digital signature procedures in 1988. The GMR 

signature system, the first to have demonstrated its 

ability to safeguard even an existential falsification 

versus a specific message assault, which is the 

commonly acknowledged security criterion for 

signature strategies, has been provided as well. They 

have established an order of attack scenarios for 

signature algorithms. Moni Naor and Moti Yung [8] 

issued the first such strategy, which has not been 

based on trapdoor functions but instead on a 

collection of functions with a far weaker prerequisite 

for one-way permutation. [8]. 

Digital signatures can offer further reassurance of 

the evidence regarding the source, sense of self, and 

legitimacy of an electronic document, as well as 

acknowledgement of informed permission and 

approval by a signatory [9], since organizations 

migrate away from physical documents with ink 

signatures or authenticity marks. The US 

Government Printing Office (GPO) produces 

electronic budgets, private and public legislation, and 

congressional bills that have digital signatures. 

Computerised student certificates with digital 

signatures are being published by universities like 

Penn State, Stanford and the University of Chicago. 

In many countries, including the US, they are 

recognized as legally binding in the same manner as 

traditional printed paper signatures [10]. In order to 

create a digital signature, the signing technology— 
delivers a single-direction hash of the online data that 

needs to be verified, such email apps [11]. An 

algorithm generates a fixed-length stream of 

characters and numbers that is known as a hash. The 

digital signature creator's secret key is then used to 

encrypt the hash. The cryptographic hash linked to 

the digital signature contains more data, including the 

hashing algorithm [12]. The hash is encoded rather 

than the complete message or content since a hash 

method can convert any input into a value of a certain 

length [13].  

This reduces an enormous amount of time 

because hashing is significantly faster than signing. 

The value of a hash is not the same as the data it 

encodes. Any modifications to the data, even if they 

just affect a single component, will affect the value. 

This feature enables other users to decode the hash 

and confirm the accuracy of the contents using the 

signer's public key [14]. If the decoded hash and 

another calculated hash of the identical data agree, it 

is assured that the data was not changed after it was 

digitally signed [15]. 

  The recipient is aware of the contents of the 

communication as well as who sent it. If the hash 

digests for both are different, it could indicate that the 

signature was made with a secret key that is 

incompatible with the public key that the signer 

supplied, or that there is a problem with 

authentication [16]. Digital signatures can be applied 

to any message, encrypted or not, as long as the 

recipient is certain of the sender's identity and that the 

message was delivered unaltered [17].  

The digital signature links the signer and the 

document together, making it difficult for the signer 

to maintain that they did not sign anything. This 

quality is known as non-repudiation. Digital 

signatures and digital authorizations are not the same 

thing [18]. A digital certificate is an electronic 

document that has the licensing CA's digital signature 

embedded in it. By linking a public key to a specific 

identity, it is possible to confirm that it belongs to a 

certain person or entity [19]. Digital signature 

technology is used by manufacturers to speed up 

procedures and improve document security. The 

government, healthcare, manufacturing, financial 

services, smart contracts, and cryptocurrencies are a 

few of these industries [20].  

The rapid advancement of technology has led to 

the development of numerous digital signature 

techniques. The previously mentioned algorithms 

were all created with the intention of generating 

digital signatures that were very safe and well-

executed. 

chaotic structures have been extensively utilized 

in recent years to create reliable cryptographic 

techniques [39, 40]. These structures have 

demonstrated their capacity to erect extremely strong 

defenses against a variety of threats. Additionally, 

these structures offer an excellent trade-off between 

rapidity, safety, and efficiency, which makes them 

the top choice for secure digital signatures [41]. 

Randomness and non-periodicity are examples of 

nonlinear features of chaotic systems, which are 

produced by their extreme sensitivity to initial states 

and parameters. The intricacy of the applied chaotic 

system determines the security of chaotic digital 

signature systems. Some of its characteristics include 

being sensitive to factors and having chaotic 

sequences that are widely scattered, making long-

term predictions problematic. 

Numerous more schemes were created based on 

two challenging difficulties to increase the security of 

signature techniques: FAC as well as DLP [52-57]. 

Some writers have, nevertheless, also demonstrated 

the flaws in these methods [58-61]. In addition, there 

exist numerous signature techniques that rely on two 

problems [62-65], however these schemes require a 

high level of computing complexity. As a result, it is 

crucial to implement the digital signature method 



Received:  April 27, 2024.     Revised: June 17, 2024.                                                                                                    1066 

International Journal of Intelligent Engineering and Systems, Vol.17, No.4, 2024           DOI: 10.22266/ijies2024.0831.79 

 

based on several assumptions in order to improve 

system security. We present a digital signature 

technique for Schnorr and Elgamal schemes in this 

paper that is based on chaotic maps. 

Matthews was the researcher who first presented 

the first chaotic picture encryption technique [42]. An 

innovative key-agreement procedure employing 

chaotic maps and other complex functions, they have 

been proposed in a number of ways [43-51] in 

response to the increased interest in this field. The 

session key in their method was determined by using 

the semi-group characteristic of the Chebyshev 

chaotic map. A secure group-key agreement 

mechanism depending on chaotic hash and utilizing 

chaotic hash functions was put out by Hwang et al. 

[22]. A secure and effective signature system built 

around chaotic maps and factorization difficulties 

was recently devised by Chain and Kuo [13]. Their 

plan was the first to use factorization issues and 

chaotic maps. Regretfully, their scheme needs a large 

number of keys in order to sign and validate 

signatures. 

Our contributions propose a new digital signature 

scheme with new properties suitable for work 

organization. We integrated chaotic maps with El-

Gamal and Schnorr digital signature to improve the 

security against any attacks. The rest of paper is 

organized as follows: 

In section 2, chaotic maps are explained in 

general, and the exploited ones are described 

particularly. In section 3, Schnorr and Elgamal 

schemes are introduced. The proposed algorithm is 

explained in section 4.  Finally, results of the 

proposed algorithms and comparison between them 

and the traditional ones are illustrated in section 5. 

2. Chaotic maps 

A chaotic map is a map—more precisely, a 

growth function—that exhibits some form of 

mathematical irregularity. A pioneer of the chaos 

hypothesis was Henri Poincaré. He discovered that 

there can be non-periodic rotations that are neither 

always ascending nor getting closer to a fixed point 

in the 1880s when analysing the three-body issue [21]. 

Most of the mathematics associated with the chaos 

hypothesis has been constructed using the continuous 

replication of straightforward mathematical formulas. 

Chaotic maps had been expanding continuously up 

until today. They have worked on an assortment of 

applications, encompassing robotics, biology, 

economics, and cryptography [22]. Two types of 

chaotic systems have been the subject of much 

research: chaos in one-dimensional (1D) and high-

dimensional (HD) dimensions. Examples of classical 

1D chaotic structures are duffing maps, henon, and 

bogdanov maps. The chaotic sequences generated by 

1D chaotic maps are less stochastic due to their 

modest complexity and regularity, which raises 

several safety problems when handling visual coding. 

The behavior of chaotic patterns in HD chaotic 

structures is presumably more unexpected and more 

suited for visual coding since they have a more 

complex structure and a wider range of parameters 

than 1D chaotic systems [23].  

Diverse chaotic maps, including 2D henon, 2D 

tinkerbell and Tent Sine System, have been presented 

to be utilised in these algorithms. Constructing 

cryptosystems benefits from the distinctive 

characteristics of chaotic structures, such as 

determinacy, ergodicity, and sensitivity to initial 

conditions, as these attributes are analogous to the 

confusion and diffusion aspects of an adequate 

cryptosystem. 

 

 

 
(a) 

 

 
(b) 

Figure. 1 Bifurcation diagram and phase diagram of 2D 

Henon map: (a) bifurcation diagram and (b) phase 

diagram 
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Figure. 2 Henon map lyapunov exponent 
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Figure. 3: (a) Attractor of the Tinkerbell map with (𝛼, 𝛽, 

𝛾, 𝛿) =(0.9,−0.6013,2,0.5) and initial 

conditions (𝑥(0),𝑦(0))=(−0.72,−0.64), (b) bifurcation plot 

with 𝛼∈[−0.5,1] as the critical parameter and Δ𝛼=0.0075, 

(c) bifurcation plot with 𝛽∈ [−0.6, −0.1] as the critical 

parameter and Δ𝛽=0.0025, (d) bifurcation plot with 𝛾∈ 

[0,2.1] as the critical parameter and Δ𝛾=0.01, (e) 

bifurcation plot with 𝛿∈ [−1,0.6] as the critical parameter 

and Δ𝛿=0.008, and (f) estimated Lyapunov exponents (𝜆1, 

𝜆2) where 𝜆1≈0.2085 𝜆2≈−0.4925 for n iterations 
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2.1 2D henon map 

The Hénon map, which is additionally known as 

the Hénon-Pomeau attractor/map, is a discrete-time 

nonlinear system in mathematics [24-28]. It can be 

considered one of the most extensively researched 

illustrations of chaotic behaviour in structures with 

dynamics. The aforementioned equations illustrate 

how the Hénon map transforms a location (𝑥𝑛, 𝑦𝑛) in 

the plane to a new location: 

 

                    
𝑿𝒏+𝟏 = 𝟏 − 𝒂𝒙𝒏

𝟐 + 𝒚𝒏

𝒚𝒏+𝟏 = 𝒃𝒙𝒏
   (1) 

 

The traditional Hénon map has two parameters, a 

and b, with values of a = 1.4 and b = 0.3. These values 

determine the map's dependence. There is a degree of 

chaos in the Hénon map for the traditional values. 

The map simplifies to a single-dimensional quadratic 

map with a maximum Lyapunov exponent of ln (2) = 

0.693147181, where the maximum exists for a = 2 

and b = 0. A shrinkage that is indefinitely fast in the 

direction orthogonal to a single-dimensional 

parabolic attractor is implied by its opposite exponent, 

which is minus infinity. Figs. 1 and 2 display the 2D 

Henon map's bifurcation diagram, phase diagram, 

and Lyapunov exponent, respectively. 

2.2 2D Tinkerbell map 

A discrete-time nonlinear structure known as the 

Tinkerbell map is presented by: 

 

𝑋𝑛+1 = 𝑥𝑛
2 − 𝑦𝑛

2 + 𝛼𝑥𝑛 + 𝛽𝑦𝑛

𝑦𝑛+1 = 2𝑥𝑛𝑦𝑛 + 𝛾𝑥𝑛 + 𝛿𝑦𝑛
    (2) 

 

A few regular values for the control parameters 

𝛼, 𝛽, 𝛾 and 𝛿 are: 

• 𝛼 = 0.9, 𝛽 = −0.6013, 𝛾 = 2.0, 𝛿 = 0.50 

• 𝛼 = 0.3, 𝛽 = 0.6000, 𝛾 = 2.0, 𝛿 = 0.27 

Figs. 3 and 4 display the 2D Tinkerbell map's 

bifurcation diagram, phase diagram, and Lyapunov 

exponent, respectively [29-32]. 

2.3 Tent sine system 

The tent map shares the same problems as logistic 

maps: a small chaotic range and non-uniform 

distribution inside the interval [0, 1]. By merging the 

tent and sine maps as seed maps, a novel chaotic 

system known as the tent sine system (TSS) is 

produced [36]. Its definition is given by formula (3),  

 

 
(a) 

 

 
(b) 

Figure. 4 Dynamical behavior of TSS: (a) bifurcation plot 

and (b) Lyapunov exponent 

 

 

which combines its two parameters. 𝑥𝑛 ∈ [0, 1] and r 

∈ [0, 4]. The TSS possesses ideal chaotic features, as 

seen in Fig. 6(a). As illustrated in Fig. 6 (b), the LSS 

and TSS Lyapunov exponents have values greater 

than zero in the range of r ∈ [0, 4], whereas the LE 

values of their seed maps are positive within a 

restricted range. 

 

𝒙𝒏+𝟏 =

{
(   

𝒓𝒙𝒏

𝟐
   +  

(𝟒−𝒓)𝐬𝐢𝐧 (𝝅𝒙𝒏)

𝟒
) 𝒎𝒐𝒅 𝟏, 𝒙𝒏 < 𝟎. 𝟓

(
𝒓(𝟏−𝒙𝒏)

𝟐
+

(𝟒−𝒓)𝐬𝐢𝐧 (𝝅𝒙𝒏)

𝟒
) 𝒎𝒐𝒅 𝟏, 𝒙𝒏 ≥ 𝟎. 𝟓

  (3) 

 

3. Digital signature algorithms 

Digital signature algorithms are numerous. A few 

of these algorithms, including the Elgamal and 

Schnorr algorithms, are effective and appropriate for 

usage in certain applications, such smart contracts, 

and provide good security and outcomes. [33]. 



Received:  April 27, 2024.     Revised: June 17, 2024.                                                                                                    1069 

International Journal of Intelligent Engineering and Systems, Vol.17, No.4, 2024           DOI: 10.22266/ijies2024.0831.79 

 

3.1 Schnorr digital signature algorithm 

Claus Schnorr stated it in his own words. It is one 

of the oldest digital signature methodologies and is 

recognized for its straightforwardness. Security 

centres on the stubbornness of particular discrete 

logarithm issues. It provides signatures that are 

succinct and effective. [34] 

A) Choosing parameters: 

 it is thought that the discrete log challenge is hard 

in the set of generators, 𝐺,  of prime order, 𝑞, where 

each signatory to the signature technique agrees, and 

generator g. Usually, Schnorr are allocated to a group. 

Everyone accepts the encoded hash function 

𝐻: {0,1}∗ → ℤ𝑞  , where ℤ𝑞  is the set of integers from 

0 to 𝑞 − 1 

B) generation of Key:  

• From ℤ𝑞  , a secret signing key, 𝑢, is selected. 

The public key for verification is designated 

to be 𝑡 = 𝑔𝑢 𝑚𝑜𝑑 𝑞 
C) Signing 

To put up a sign with a message,  : 
• From the suitable range, a random integer 𝑙  

is selected at random. 

• Declare a parameter 𝑤 such that it: 

 

                     𝑤 = 𝑔𝑙   () 

 

• Afterwards, identify an element 𝑧 such that: 

 

                              
𝒛 = 𝑯(𝒘||𝑴) () 

 
where a bit string representing the concatenation 

symbol, ||, is displayed. 

• Suppose 

 

                                𝒔 = 𝒍 − 𝒖𝒛         () 

 
Where 𝑠 gives the value of the signature. 

• Two distinct signatures joined are  (𝑠, 𝑧). 

• Bear in mind that , 𝑧 ∈ ℤ𝑞 ; if 𝑞 < 2160, then 

40 bytes are enough to store the signature 

illustration. 

D) Verification 

• Let a parameter 𝑤𝑣 such that:  

 

                                   
𝒘𝒗 = 𝒈𝒔𝒕𝒛  () 

 

• Then suppose.   

 

                               𝒛𝒗 = 𝑯(𝒘𝒗||𝑴) () 

 

• The signature is authenticated if 𝑧𝑣 = 𝑧 . 

3.2 Elgamal digital signature algorithm 

Elgamal signature methodology has been 

presented depending on the difficulty of discrete 

logarithm processing. It was first published in 1985 

by Taher Elgamal. [35] 

A) Key generation 

Key development occurs in two stages. Selecting 

methodological components that other system users 

can access is the first stage; computing a single key 

pair for a specific user is the second. 

B) Parameter generation 

• A key length has been chosen 𝑁. 

• 𝑞  is a prime number of a length 𝑁  -bit is 

selected. 

• A cryptographic hash function 𝐻  with output 

length 𝐿 bits is chosen. Only the leftmost bits 

of the hash output are handled if 𝐿 > 𝑁. 

• A generator 𝑔 < 𝑞 of the multiplicative group 

of integers 𝑧𝑞
∗   modulo 𝑞is chosen. 

• (𝑞, 𝑔) These are the scheme's constituent parts. 

Members of the system may have these 

components in common. 

C) Per-user keys 

• The second step uses a set of elements to 

estimate the key pair for a particular user: 

• An integer 𝑢  is randomly picked from 

{1, . . . . . . , 𝑞 − 2}. 

• Estimate 

 

              𝒕 = 𝒈𝒖 𝒎𝒐𝒅 𝒒              () 

 
𝑢is the secret key and 𝑡is the public key. 

D) Signing 

The following code generates a message sign: 

• 𝑙 is picked as a random integer 

from {2, . . . . . . , 𝑞 − 2}  which relatively prime 

to 𝑞 − 1. 

• Estimate a parameter 𝑤such that: 

 

 
                𝒘 = 𝒈𝒍𝐦𝐨𝐝𝒒 () 

 

• Estimate the signature value 𝑠such that: 

 

𝒔 = (𝑯(𝒎) − 𝒖𝒘)𝒍−𝟏𝐦𝐨𝐝(𝒒 − 𝟏) () 

 

• In the uncommon scenario that 𝑠 = 0  , you 

have to start over with a new random 𝑙. 
• (𝑤, 𝑠) is the signature. 

E) Verification 

• Follow these three procedures to determine 

whether a message's signature is valid. 

• Test if 0 < 𝑤 < 𝑞 and 0 < 𝑠 < 𝑞 − 1. 

https://en.wikipedia.org/wiki/Cryptographic_hash_function
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• The signature is authentic only if 

 
              𝒈𝑯(𝒎) ≡ 𝒕𝒘𝒘𝒔 𝒎𝒐𝒅 𝒒 () 

 

 

 
Figure. 5 Flow chart of the proposed algorithm 
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Start 

Estimate the signature value, s
Schnorr algorithm Elgamal algorithm 

Compute 𝒘 = 𝒈𝒍𝒎𝒐𝒅 𝒒 

Compute ( || )z H w M=  

Compute 𝒔 = 𝒍 − 𝒖𝒛 

Compute 𝒘 = 𝒈𝒍𝒎𝒐𝒅 𝒒 

 

Compute 𝒔 = (𝑯(𝒎) − 𝒖𝒘)𝒍−𝟏𝐦𝐨𝐝(𝒑 − 𝟏) 

Verification phase

  

Schnorr algorithm Elgamal algorithm 

Compute 𝒘𝒗 = 𝒈𝒔𝒕𝒛 

Compute
 
𝒛𝒗 = 𝑯(𝒘𝒗||𝑴)  

The signature is verified 

if  𝒛𝒗 = 𝒛 .  

The signature is legitimate if and only if 

𝒈𝑯(𝒎) ≡ 𝒕𝒘𝒘𝒔𝐦𝐨𝐝𝒑  

Choose  
𝒒 and 𝒈 randomly as the public 

parameters of the signature. 

 
Define the initial conditions and control 

parameters of the applied map. 

 

Generate a random sequence of iterations 𝒙𝟏,𝟐,𝟑,...,𝒊 

using the equation of the applied map. 

 

Convert each random iteration into 256-bit integer 

to obtain the private key, 𝐮 . 

Compute the public key 𝒕 = 𝒈𝒖𝒎𝒐𝒅𝒒 
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4. The proposed algorithm 

The proposition would mainly modify the process 

of secret signing key generation. It would utilize the 

randomness property of the chaotic map to generate 

large sequence of the private key. A secret signing key, 

𝑢, is generated as a key sequence using a chaotic map. 

2D henon, 2D tinkerbell and Tent Sine System. would 

be used in this manner. The verification public key 

is calculated as 𝑡 = 𝑔𝑢mod𝑞 . Signing and 

verification phase would be the same as described in 

item 3.1 and 3.2. The flow chart of the proposed 

algorithm is shown in Fig. 5. 
 

Steps of the proposed algorithm  

Input: 𝑞 , 𝑔 and 𝑙. 
Output: The private key, 𝑢, and a signature, 𝑠 ,for 

each private key. 

a. Define the parameters and initial conditions 

of the map. 

b. Generate a random sequence of iterations 

using the map's equation.  

c. Convert each random iteration into 256-bit 

integer. 

d. Generate a signature, 𝑠,for each private key 

𝑢. 

e. Verify that each signature is valid. 

 

5. Results and comparisons 

Traditional Schnorr and Elgamal algorithms have 

been used in multiple applications such as smart 

contracts, healthcare, etc. They have achieved good 

results, but the private key size hasn't been large 

(2160) and random enough to achieve the required 

security. In the proposed algorithms, chaotic maps 

were employed to generate a random sequence of the 

private key with larger size (2256). Time for creating 

the signature and verification was optimized. All 

conditions, parameters and number of iterations used 

in all algorithms have been chosen so that no 

repetition in results could occur. Table 1 shows the 

applied values in the proposed algorithms, Table 2 

shows the results of the proposed algorithms that state 

that Tent Sine System achieved the best results (speed 

and large space of output) of all, and Table 3 shows 

the comparison between the proposed algorithms and 

the traditional one's results. Table 4 shows the 

comparison between the proposed algorithms and the 

other one's results for 100000 message tests. It is 

proved that our new algorithm achieves the least 

signing and verification time. Tables 5,6,7,8,9,10 

show Schnorr and Elgamal digital signature based on 

the implemented maps for 100000 messages. These 

tables prove that our new algorithms don't require a 

high level of computing complexity and suitable for 

hardware implementation. 

 
Table 1. Initialization values for the proposed algorithms 

Digital 

signature 

algorithm 

chaotic map 
number of 

iterations 

size of the 

Output 

initial conditions 

period 
the range of q  

Schnorr 

2D Henon 100000 256-bit 𝑥0 = 0.009,
𝑦0 = 0.009

 
[1020, 1050] 

2D Tinkerbell 20000 256- bit 

0

0
,-0.72

-0.64y

x =

=

 [1020, 1050] 

Tent Sine 

System 

2,000,000 256- bit 𝑥0= 0.231095821 [1020, 1050] 

Elgamal 

2D Henon 100000 256- bit 𝑥0 = 0.009,
𝑦0 = 0.009

 
[1020, 1050] 

2D Tinkerbell 20000 256- bit 

0

0
,-0.72

-0.64y

x =

=

 [1020, 1050] 

Tent Sine 

System 

2,000,000 256- bit 𝑥0= 0.231095821 [1020, 1050] 
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Table 2. Results of the proposed algorithms 

Digital 

Signature 

Algorithm 

Chaotic Map  

Part of the output Sign With "Hello World" Message 

Schnorr 

2D Henon The Sign is 13168562200547752301863090564508715765876765278996 

The Sign is 34984702639951553571740306798409331928656013291907 

The Sign is 13410811066797462372767720607460012872086967596791 

The Sign is 48637126091968866872910066759369168978897681172744 

The Sign is 3573713172372281342518975220840685576358978746420 

2D 

Tinkerbell 
The Sign is 42571814182950694018232358725777067388052811711878 

The Sign is 22085085847743319536417062125939732860859904703984 

The Sign is 54466351999695445092915957485968437327259315854717 

The Sign is 79059165560747490096259118214548750126629817177233 

The Sign is 10614265891787828951633456991785927798979679362172 

Tent Sine 

System 
The Sign is 6368865835558097313297469905348897871420327256405 

The Sign is 25869041779441335872486111863436388272804412647310 

The Sign is 35206197005819375188474348265481393425248508969077 

The Sign is 38007937231520285484876041141838111878086034557542 

The Sign is 7406828609745575066955786797476717800801324442435 

Elgamal 

2D Henon The Sign is 65389733047973312481512364041884540900686317030088 

The Sign is 74390984048605155256005006317852592132657317630154 

The Sign is 17405871285942945051654538687248491252623615053441 

The Sign is 38423570228158889935898444806334280733526558665137 

The Sign is 57741608140206406112789318266829362097537481538689 

2D 

Tinkerbell 
The Sign is 54161095208154053180256503307073262623719288002975 

The Sign is 20848457528616425752810030069767219645052068000660 

The Sign is 64915538648446113493814920351607986738703615542690 

The Sign is 32196303913745641981233711830911479517995436451470 

The Sign is 63915057822151641670227372575368602801626960680497 

Tent Sine 

System 
The Sign is 42728882339421040679326696146869828060693444044492 

The Sign is 27856000767517775508957165209340726340911421159160 

The Sign is 41760007724853616496528156731387258991947258289291 

The Sign is 35884675887264893399988445953706128713667801535572 

The Sign is 26186244121890729789228497304376916997498484405180 

 

 
Table 3. Comparison between the proposed algorithms and the traditional one's results for 100000 message tests 

Algorithm Time of signing(s) Time of verification(s) Private key space 

Traditional Schnorr 0.00016991869 0.0003609101659 2160 

Schnorr based on 2D 

Henon 

0.0000000011 0.0001994507 2256 

Schnorr based on 2D 

Tinkerbell 

0.0009989738 0.0029962062 2256 

Schnorr based on Tent Sine 

System 

0.0006417499999 0.00055259175 2256 

Traditional Elgamal 0.00034725805187 0.0006738269302593 2160 

Elgamal based on 2D Henon 0.0156443119 0.0009781853 2256 

Elgamal based on 2D 

Tinkerbell 

0.0010154247 0.0019965171 2256 

Elgamal based on Tent Sine 

System 

0.00090998991012 0.0008496008053 2256 
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Table 4. Comparison between algorithms for 224-bit key length 

Algorithm Signature time(ms) Verification time(ms) Total time(ms) 

Schnorr Scheme 0.1310 1.4503 1.5813 

Elgamal Scheme 0.4946 0.2075 0.7021 

Schnorr based on 2D 

Henon 

1.0124 1.3421 2.3545 

Schnorr based on 2D 

Tinkerbell 

1.3524 1.4565 2.8089 

Schnorr based on Tent 

Sine System 

0.4258 0.4365 0.8623 

Elgamal based on 2D 

Henon 

1.115 1.213 2.328 

Elgamal based on 2D 

Tinkerbell 

1.0047 1.0876 2.0923 

Elgamal based on Tent 

Sine System 

0.50041 0.4015 0.90191 

Ref [34] structure 1 1.3081 1.4480 2.7561 

Ref [34] structure 2 1.3456 1.4634 2.809 

Ref [34] structure 3 0.3924 0.2609 0.6533 

Ref [34] structure 4 0.5075 0.2538 0.7613 

Ref [35] 3,5000 5,2200 40,200 

Ref [61] - - 4465.38 

Ref [62] - - 8508.74 

Ref [63] - - 2344.23 

Ref [64] - - 1515.03 

Ref [65] - - 10.31 

Ref [66] - - 912.19 

Ref [67] - - 7.29 

Ref [68] - - 29.570 

 

 
Table 5. Schnorr Digital signature based on 2D Henon map for 100000 messages 

 length of 

characters 

signing time 

(ms) 

verification time 

(ms) 

1 208 0.34567 0.44236 

2 416 0.32158 0.3248 

3 624 0.33254 0.43325 

4 832 0.32156 0.36987 

5 1040 0.311254 0.434258 

6 1248 0.332455 0.39575 

7 1456 0.34258 0.45472 

8 1660 0.302458 0.34269 

9 1868 0.39875 0.432258 

10 2076 0.399587 0.378954 
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Table 6. Schnorr Digital signature based on 2D 

Tinkerbell map for 100000 messages 

 length of 

characters 

signing 

time (ms) 

verification 

time (ms) 

1 208 0.35265 0.34263 

2 416 0.33415 0.34358 

3 624 0.34524 0.33345 

4 832 0.42153 0.30125 

5 1040 0.44126 0.44254 

6 1248 0.310203 0.38457 

7 1456 0.34185 0.44987 

8 1660 0.31857 0.320147 

9 1868 0.341256 0.44427 

10 2076 0.410587 0.35687 

 

 

Table 7. Schnorr Digital signature based on Tent Sine 

System for 100000 messages 

 length of 

characters 

signing 

time (ms) 

verification 

time (ms) 

1 208 0.331456 0.43982 

2 416 0.311528 0.320014 

3 624 0.3320542 0.432975 

4 832 0.3921506 0.35621 

5 1040 0.389112 0.40014 

6 1248 0.3432454 0.303244 

7 1456 0.34412 0.478512 

8 1660 0.30098 0.344420 

9 1868 0.39997 0.4310298 

10 2076 0.39842 0.300023 

 

 

Table 8. Elgamal Digital signature based on 2D Henon 

map for 100000 messages 

 length of 

characters 

signing 

time (ms) 

verification 

time (ms) 

1 208 0.32584 0.45562 

2 416 0.3751 0.366325 

3 624 0.32147 0.43424 

4 832 0.33657 0.37756 

5 1040 0.31001 0.45476 

6 1248 0.33021 0.300154 

7 1456 0.30143 0.455526 

8 1660 0.39852 0.35476 

9 1868 0.33258 0.4319985 

10 2076 0.35672 0.372350 

Table 9. Elgamal Digital signature based on 2D 

Tinkerbell map for 100000 messages 

 length of 

characters 

signing 

time (ms) 

verification 

time (ms) 

1 208 0.39862 0.45466 

2 416 0.35247 0.35524 

3 624 0.333256 0.43442 

4 832 0.31001 0.365547 

5 1040 0.30921 0.43224 

6 1248 0.330624 0.3775 

7 1456 0.310026 0.45322 

8 1660 0.33658 0.345470 

9 1868 0.37412 0.430022 

10 2076 0.39885 0.30715 

 

 

Table 10. Elgamal Digital signature based on Tent Sine 

System for 100000 messages 

 length of 

characters 

signing 

time (ms) 

verification 

time (ms) 

1 208 0.33654 0.43625 

2 416 0.31147 0.328459 

3 624 0.300145 0.400324 

4 832 0.322032 0.35542 

5 1040 0.310104 0.432322 

6 1248 0.396587 0.399856 

7 1456 0.362410 0.402422 

8 1660 0.33240 0.3756 

9 1868 0.38960 0.44426 

10 2076 0.3320987 0.321452 

 

6. Conclusion 

In this research, chaotic maps were coupled with 

Schnorr and Elgamal algorithms to enhance the 

security level through increasing the key space of the 

secret key and provide unpredictable chaotic 

behavior. These maps involved 2D henon, 2D 

tinkerbell and tent sine map. They were employed to 

generate a random sequence of iterations which then 

converted into 256-bit integers to be ready for using 

as the private key. The proposed algorithms were 

tested for different sizes of parameters and messages. 

The results of the experiments indicate that the 

proposed digital signature algorithms provide high 

security and quality of service.  The results of the 

proposed algorithms stated that the key space became 

2256  instead of 2160  in traditional algorithms. The 

signing and verification time are less than other 
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proposed algorithms. Also, our proposed algorithms 

didn't need a large number of keys for signing and 

verification as in some previous algorithms. The 

results also proved that the new algorithms don't 

require a high level of computing complexity. So, our 

development increases the security level of the digital 

signature algorithm strengthening it towards brute 

force attacks without causing time or hardware 

problems. 
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