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Abstract: Wireless Sensor Networks (WSNs) have multitudinous Sensor Nodes (SN) with low-power, low-cost, and 

miniature characteristics. These nodes are data-centric and responsible for gathering appropriate data in the target area 

and they transmit to the control centre or Base Station (BS) in a single-hop or multi-hop manner. However, WSN faces 

certain difficulties like security enhancement and energy optimization due to their limited resources, working 

environments, and communication characteristics to provide network security. This research proposes a Multi-

objective-Trust Aware Improved Pelican Optimization Approach (M-TAIPOA) to achieve a secure and energy-

efficient clustering and routing process. POA is enhanced using sine chaos mapping, the fusion of Sine Cosine 

Optimization (CSO) and levy flight strategy for enhancing search diversity, convergence accuracy, and to jump out of 

local optima. M-TAIPOA selects Secure Cluster Head (SCH) based on node degree, distance among the neighbour 

nodes, location factor, distance between BS and CH, and trust. Then, distance and energy are used for the secure 

routing process. M-TAIPOA achieves a lower energy consumption of 4.5J for 10 rounds for scenario 3 when compared 

to the existing technique, Energy Optimization Routing by utilizing an improved Artificial Bee Colony (EOR-iABC). 

Keywords: Multi-objective-trust aware improved pelican optimization approach, Secure cluster head, Secure routing, 

Sine cosine optimization, Wireless sensor networks. 

 

 

1. Introduction 

A Wireless Sensor Network (WSN) is a 

heterogeneous computing application with small 

networks, advanced sensor hubs, low power, and one 

or more Base Stations (BS) [1, 2]. Physical elements 

are determined by these nodes while they interrelate 

with their surroundings [3]. Energy consumption is 

one of the primary problems because the batteries 

utilized in sensors are unable to be rechargeable and 

replaceable [4, 5]. Every cluster has a coordinator 

node known as the Cluster Head (CH), while the 

remaining nodes are named as cluster members [6]. 

Therefore, every sensor transmits obtained data to the 

associating CH, and CH sends a gathered data to BS 

neither by single hop nor multi-hop communication 

[7]. Clustering is a Nondeterministic Polynomial 

(NP) time-hard issue that is addressed by utilizing the 

optimization approach to increase the network 

efficiency [8, 9]. 

Cluster-based routing protocol addresses certain 

significant challenges because of its scalability, 

energy efficiency, and reliability of data delivery [10] 

[11, 12]. Additionally, security is a significant 

research area for enabling reliable data 

communication between the nodes in an environment 

[13]. The SN deployment for a particular task 

application is completely based on the ability to 

forward data, energy capacity, and ability to transfer 

the aggregated data to the sink node [14, 15]. 

Furthermore, the SN’s residual energy indicates the 

key indicator via WSN’s lifetime which is 

determined accurately to predict its longevity [16] 

[17]. However, WSN faces challenges of security and 

energy consumption because of the limited resources, 

working environments, and communication 

characteristics to generate a fortified network. In this 

research, M-TAIPOA is proposed to transmit data 

securely using clustering and routing procedures 
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which reduce the consumption of energy and assure 

security. 

The primary contribution is described below in 

detail: 

• In POA, CSO is utilized to maximize the 

convergence accuracy and search diversity, 

while the levy flight is employed to avoid the 

local optima. This leads to a more reliable and 

effective CH selection and routing which 

optimizes the energy consumption, ensuring 

robust trust management in the network. 

• To choose SCH from a normal sensor, the 

distance among the neighbor nodes, node 

degree, distance between BS and CH, location 

factor, and trust threshold are utilized for 

handling an effective and reliable SN process. 

• Distance and energy are used for the routing 

process which leads to minimized 

consumption of energy and increased security 

data transmission. 

This research paper is further organized as 

follows: Section 2 describes a literature survey of the 

existing approach, Section 3 represents a clear 

description of the proposed methodology, while 

Section 4 determines results for the existing approach 

and proposed approach, and lastly, the conclusion of 

this research is given in Section 5. 

2. Literature survey 

The literature survey about secure trust and 

energy efficient clustering and routing protocol using 

WSN are discussed in this section along with their 

benefits and limitations. 

Prakash [18] implemented a Fractional Artificial 

Lion (FAL) to choose the best paths during routing 

phase effectively. The CH selection and routing 

algorithm was attained successfully by incorporating 

Artificial Bee Colony (ABC), Lion Optimization 

Approach (LOA), and fractional calculus. However, 

the FAL struggled to choose optimal paths because of 

its limited ability for dynamic security threats as it 

majorly focuses on path effectiveness rather than 

integrating robust security measures. 

Santhosh and Prasad [19] suggested an Energy 

Optimization Routing by utilizing improved ABC 

(EOR-iABC) for cluster-based WSN. An energy-

efficient fitness node determined an optimal path 

from CH to BS, enhancing the network data 

collection efficiency. However, EOR-iABC suffered 

from premature convergence due to the algorithm 

settling on the suboptimal solution before exploring 

the search space which led to suboptimal energy 

distribution. 

Paruvathavardhini and Sargunam [20] presented 

an Energy-Efficient Cluster-based Routing 

Algorithm for Improved Firefly algorithm and Ant 

Colony Optimization (EECRAIFA) in WSN. The 

communication between CH and BS was single-hop 

or multi-hop which balanced the network’s energy 

consumption and reduced energy utilization of 

network. However, EECRAIFA suffered from 

increased energy consumption because of its reliance 

on frequent communication among clusters which 

drained the resource of battery more rapidly.  

Osamy [21] introduced a Neuro-Fuzzy clustering 

with Sparrow Search Optimization (NF-SSOA) to 

generate an energy-efficient trust-aware approach in 

WSN. The NF-SSOA increased the reliability and 

energy efficiency by applying the NF approach. 

Nonetheless, the introduced approach faced 

scalability challenges with large-scale networks as it 

was based on NF parameters that limited its 

effectiveness by increasing the network size. 

Han [22] developed an energy-aware and Trust-

based routing protocol utilizing an Adaptive Genetic 

Algorithm (TAGA) for WSN. TAGA enhanced 

security by constructing an adaptive approach to 

determine a comprehensive trust value of every node 

in resisting common attacks. However, TAGA 

exhibit less security due to developed approach based 

on fuzzy logic which results in ambiguous decision-

making in the presence of adversarial inputs.  

From the overall analysis, it is seen that the 

existing methods have limitations like to choose 

optimal paths, increased energy consumption, and 

less security. To overcome these problems, the M-

TAIPOA is proposed to transmit the data securely by 

utilizing various fitness functions. By efficiently 

balancing the trade-off among secure data transfer 

and energy consumption, the M-TAIPOA makes the 

reliable communication. Hence, this approach 

significantly minimizes the overall energy 

consumption while managing robust security which 

enhance the network effectiveness.  

3. Proposed methodology 

This section discusses information about WSN 

and the energy model to evaluate energy usage in the 

network. The M-TAIPOA is employed for energy-

efficient trust-aware clustering and routing processes 

in WSN which are briefly explained in the following 

sub-sections. 

3.1 Network model 

WSN has one sink node indicated as 𝑅𝑚 with SN 

𝑛 and wireless link denotes a direct message between 

SN at a particular radio range. Here, every SN is 
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equally allocated at 𝑄𝑘 and 𝑃𝑘 sizes with maximum 

communication radio range. The 𝑄𝑘 and 𝑃𝑘 indicates 

parameters specific to 𝑘𝑡ℎ sensor node. The position 

of SN is calculated with their 𝑃𝑘 and 𝑄𝑘 coordinate 

values. The term 𝐵𝑚 refers to individual SN which is 

stimulated and 𝐶𝐻(𝑅𝑟) refers to CH characterized by 

its operational range 𝑅𝑟, 𝑟 indicates channel, and 𝑅 

represents maximum effective communication 

distance associated with channel. 𝐵𝑚
𝑧  indicates a 

collection of SN in group 𝐵𝑚, 𝑚 defines SN within 

the overall network and 𝑧  indicates particular 

characteristics associated with node’s collection. The 

distance among normal node 𝑞𝑡ℎ  to 𝑦𝑡ℎ  CH is 

represented as 𝑠𝑞,𝑦  after SN is in a predetermined 

place, where the distance between 𝑦𝑡ℎ CH to BS.  

3.2 Energy model 

The initial energy of each sensor node 𝐻0 does 

not need to be re-energized because each packet 

transmits energy from 𝑞𝑡ℎ  normal node to 𝑦𝑡ℎ  CH 

based on a multipath fading approach among the 

transmitter and receiver to avoid malicious nodes. 𝐷𝑐 

determines electronic energy for spreading, digital 

coding, modulation, amplifier, and filtering using Eq 

(1). 

 

𝐷𝑐 = 𝐷𝑠 + 𝐷𝑐                 (1) 

 

Where 𝐷𝑠  indicates the transmitted energy, 𝐷𝑐 

denotes data aggregation, 𝑠 indicates source node, 𝑐 

determines cluster nodes, and ||𝐽𝑎 − 𝑅𝑟
𝑎|| determines 

the distance among normal and CH node, 𝐽𝑎 

illustrates attribute associated with normal node, 𝑅𝑟
𝑎 

defines attribute associated with CH, 𝑟  represents 

index, and 𝑎 indicates attributes. If CH node attains 

𝐴𝑝  data bytes, the dissipation of energy by the 

receiver is formulated in Eq. (2). 

 

𝐷𝑏 = (𝑅𝑟
𝑎) = 𝐷𝑐 ∗ 𝐴𝑝                            (2) 

 

Where 𝐷𝑏 indicates energy dissipation associated 

with receiver at CH and 𝑏  refers to category of 

dissipation. A node with energy values is updated 

through sending and receiving 𝐴𝑝 data bytes which is 

expressed in Eqs. (3) and (4). 

 

𝐷𝑔+1(𝐽𝑎) = 𝐷𝑠(𝐽𝑎) − 𝐷𝑏(𝐽𝑎)                             (3) 

 

𝐷𝑔+1(𝑅𝑟
𝑎) = 𝐷𝑠(𝑅𝑟

𝑎) − 𝐷𝑏(𝑅𝑟
𝑎)   (4) 

 

Where 𝑝 determines packet number, 𝐷𝑔+1 refers 

energy dissipation for the next node 𝑔 + 1 . The 

nodes with zero energy are represented as dead nodes. 

The above process is repetitive till each node are 

transmitted as a dead node.  

3.3 Secure CH discovery using M-TAGOA 

An efficient SCH and routing process is 

established to achieve reliable and secure data 

transmission in M-TAIPOA to avoid malicious nodes. 

Fig. 1 indicates a block diagram for the M-TAIPOA 

technique. 

3.3.1. Sensor initialization 

The sensors are deployed randomly within a 

WSN area. In a prior section, a network and energy 

models are determined. The following subsection 

presents a secure and routing discovery using the M-

TAIPOA.  

 

 

 
Figure. 1 Block diagram for M-TAIPOA 
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3.3.2. SCH using M-TAIPOA 

In this phase, best SCH from normal sensors is 

established by employing M-TAIPOA approach. 

During hunting, POA [23] simulates pelican’s natural 

behaviour that is split into 2 primary stages: 

approaching prey stage and surface flight stage. 

During the exploration stage, the mathematical 

formula for pelican behaviour is expressed in Eqs. (5) 

to (7). 

 

𝑃𝑖 = 𝑋𝑘 , 𝑖 = 1,2, … , 𝑁, 𝑘 = 1,2, … , 𝑁                (5) 

 

𝑥𝑖𝑗
𝑃1 = {

𝑥𝑖,𝑗 + 𝑟𝑎𝑛𝑑. (𝑝𝑗 − 𝐼. 𝑥𝑖,𝑗), 𝐹𝑝 < 𝐹𝑖

𝑥𝑖,𝑗 + 𝑟𝑎𝑛𝑑. (𝑥𝑖𝑗 − 𝑃𝑗), 𝑒𝑙𝑠𝑒
  (6) 

 

𝑋𝑖 = {
𝑋𝑖

𝑃1 , 𝐹𝑖
𝑃1 < 𝐹𝑖

𝑋𝑖, 𝑒𝑙𝑠𝑒
                (7) 

 

Where, 𝑃𝑖 represents the prey location chosen by 

𝑖𝑡ℎ  pelican, 𝐹𝑖  indicates objective function value, 𝑘 

denotes a random natural number, and 𝑋𝑖
𝑃1 refers to 

𝑖𝑡ℎ  pelican’s new state in 𝑗𝑡ℎ  dimension. 𝐹𝑖
𝑃1 

determines adaptation value, 𝑟𝑎𝑛𝑑 and 𝐼 express the 

random numbers utilized to provide a random POA 

behaviour in the update and search processes. The 

mathematical formula for the second phase is 

expressed in Eqs. (8) and (9). 

 

𝑥𝑖𝑗
𝑃2 = 𝑥𝑖𝑗 + 𝑅. (1 −

𝜏

𝑇
) . (2𝑟𝑎𝑛𝑑 − 1). 𝑥𝑖𝑗     (8) 

 

𝑋𝑖 = {
𝑋𝑖

𝑃2 , 𝐹𝑖
𝑃2 < 𝐹𝑖

𝑋𝑖, 𝑒𝑙𝑠𝑒
              (9) 

 

Where, 𝑡  represents a present number of 

iterations, 𝑇  denotes the maximum number of 

iterations, 𝑅  determines a constant, 𝑥𝑖,𝑗
𝑃2  denotes 𝑖𝑡ℎ 

the pelican’s new state in 𝑗𝑡ℎ  dimension, and 𝐹𝑖
𝑃2 

refers to the respective fitness value in a new state. 

However, POA converges slowly and easily into 

local optima. The sine chaos mapping, fusion of CSO, 

and levy flight strategy are employed to overcome 

this issue which enhance the search diversity, 

convergence accuracy, and jump out of local optima 

which are briefly explained below. 

3.3.1.1 Sine chaos initialization 

The chaotic mapping is utilized to enhance 

quality and initial population’s uniform distribution. 

Instead of random initialization, it enables a more 

uniform population using Eq. (10). 

 

𝑥𝑘+1 =
𝑎

4
sin(𝜋𝑥𝑘) , 𝑎 ∈ (0,4]             (10) 

 

Where 𝑎 represents scaling factor. 

3.3.1.2 Fusion of sine cosine optimization method 

A spiral search method incorporates sine cosine 

optimization to maximize the algorithm’s search 

diversity, convergence accuracy, and local 

pioneering ability. The iterative equations are 

categorized into two kinds which are, sine or cosine 

iterative equations, as expressed in Eq. (11). 

 

𝑋𝑖
𝑗(𝑡 + 1) =

{
𝑋𝑖

𝑗(𝑡) + 𝑟1. sin(𝑟2) . |𝑟3𝑃𝑏𝑒𝑠𝑡(𝑡) − 𝑋𝑖
𝑗(𝑡)|, 𝑖𝑓 𝑟4 > 0.5 

𝑋𝑖
𝑗(𝑡) + 𝑟1. cos(𝑟2) . |𝑟3𝑃𝑏𝑒𝑠𝑡(𝑡) − 𝑋𝑖

𝑗(𝑡)|, 𝑖𝑓 𝑟4 < 0.5

                      (11) 

 

Here, 𝑡 indicates the number of present iterations, 

𝑋𝑖
𝑗(𝑡) represents a component of individual position 

𝑖  in 𝑗𝑡ℎ  dimension at iteration 𝑡 , 𝑟1, 𝑟4  denotes a 

random number between [0,1], and 𝑟2, 𝑟3 determines 

a random number between [0,2𝜋]. POA is applied 

inspired by spiral predation approach of Whale 

Optimization Approach (WOA). Integrating this 

approach with SCO, initial phase mathematical 

formula of POA after fusing these two strategies is 

expressed in Eq. (12). 

 
𝑥𝑖𝑗

𝑃1 =

{
𝑒𝑧.𝑙 . cos(2𝜋𝑙) . 𝑥𝑖,𝑗 + 𝑟1. sin(𝑟2) . |𝑟3. 𝑥𝑖,𝑗 − 𝑝𝑗|, 𝐹𝑝 < 𝐹𝑖

𝑒𝑧.𝑙 . cos(2𝜋𝑙) . 𝑥𝑖,𝑗 + 𝑟1. cos  (𝑟2) . |𝑟3. 𝑥𝑖,𝑗 − 𝑝𝑗|, 𝑒𝑙𝑠𝑒

                             (12) 

3.3.1.3 Levy flight approach 

It is used to increase the POA’s capability to 

avoid local optima which are expressed in Eqs. (13) 

to (15). 

 

𝜎 = [
Γ(1+𝛽) sin(

𝜋𝛽

2
)

Γ(
1+𝛽

2
)𝛽.2

𝛽−1
2

] 1/𝛽              (13) 

 

𝑢~𝑁(0, 𝜎2), 𝑣~𝑁(0,1)              (14) 

 

𝑙𝑒𝑣𝑦(𝑥) = 0.01 ×
𝑢.𝑟𝑎𝑛𝑑

|𝑣|
1

𝛽⁄
              (15) 

 

Where 𝜎  indicates step size, Γ  denotes gamma 

function, 𝛽  represents control the shape, sin (
𝜋𝛽

2
) 

refers trigonometric function, 𝑁(0, 𝜎2)  determines 
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normal distribution with mean and variance, 𝑢 and 𝑣 

defines random variables. After incorporating levy 

flights, the formula of the second phase of POA is 

expressed in Eq. (16). 

 

𝑥𝑖,𝑗
𝑝2 = 𝑙𝑒𝑣𝑦. 𝑥𝑖,𝑗 + 𝑅. (1 −

𝑡

𝑇
) . (2𝑟𝑎𝑛𝑑 − 1). 𝑥𝑖,𝑗 

                 (16) 

 

This leads to more reliable and effective 

clustering and routing which optimizes the energy 

consumption with robust trust management in a 

network. 

3.3.3. Fitness for SCH and Secure Routing Process 

• Distance between neighbour nodes 

Once the node is chosen, each CH identifies a 

neighbor CH and transfers an acknowledge message 

to the node degree and distance BS which is 

represented in Eq. (17). 

 

𝑓1 = ∑ 𝑓(𝑋𝐶𝐻𝑖)       ∀𝑖 ∈ 𝑁𝑛
𝑖=1              (17) 

 

Where 𝑋𝐶𝐻𝑖 represents 𝑖𝑡ℎ CH across the network 𝑋. 

• Distance between BS and CH 

It calculates the distance between BS and CH and 

analyzes the node’s energy consumption in Eq. (18). 

 

𝑓2 = ∑ 𝑑(𝐶𝐻𝑗,𝐵𝑆)      𝑚
𝑖=1               (18) 

 

Where, 𝑑(𝐶𝐻𝑗,𝐵𝑆)  indicates the distance 

between CH and BS 

• Location factor 

According to the distance between CH nodes and 

sink nodes, the inter-cluster location factor is 

employed as a fitness function which is shown in Eq. 

(19). 

 

𝑓3 =
𝑀𝑎𝑥

𝑖 = 1,2, … , 𝑀
𝑑𝑝𝑖,𝑆𝑖𝑛𝑘/𝑑𝑐𝑘

, 𝑆𝑖𝑛𝑘            (19) 

 

Where, 𝑑𝑝𝑖,𝑆𝑖𝑛𝑘  represents the distance among 

every node and sink node, 𝑑𝑐𝑘
, 𝑆𝑖𝑛𝑘  indicates the 

distance among chosen CH and sink node, 𝑝𝑖 defines 

individual node in 𝑖𝑡ℎ  index, 𝑐𝑘  represents specific 

CH node.  

• Node degree 

It is dependent on a load of neighbour nodes that 

is formulated in Eq. (20). 

 

𝑓4 = 𝑁𝐷𝑚𝑖𝑛 = ∑ 𝐶𝑀𝑖
ℎ𝑇

𝑖=1               (20) 

 

Where, 𝑁𝐷𝑚𝑖𝑛  represents the minimum node 

degree, ℎ𝑇  indicates the number of CH, and 𝐶𝑀𝑖 

determines the overall selected CH neighbours. 

• Trust 

The main fitness utilized in M-TAIPOA is the 

trust threshold with Direct Trust (DT), Indirect Trust 

(IDT), and Recent Trust (RT) using in Eq (21) to (23). 

The 𝑅𝑇𝑖
𝑑(𝜏) represents Recent Trust at distance 𝑑 in 

𝑖𝑡ℎ  node and 𝜏  defines relational force. The trust 

threshold fitness function is expressed in Eq. (24). 

 

𝐷𝑇𝑖
𝑑(𝜏) =

1

3
[𝐷𝑇𝑖

𝑑(𝜏 − 1) − (
𝜏𝑎𝑝𝑝𝑥−𝜏𝑒𝑠𝑡

𝜏𝑎𝑝𝑝𝑟
) + 𝜔]    (21) 

 

𝐼𝐷𝑇𝑖
𝑑(𝜏) =

1

𝑟
𝐷𝑇𝑖

𝑑(𝑑)              (22) 

 

𝑅𝑇𝑖
𝑑(𝜏) = 𝛼 ∗ 𝐷𝑇𝑖

𝑑(𝜏) + (1 − 𝛼) ∗ 𝐼𝐷𝑇𝑖
𝑑(𝜏)       (23) 

 

𝑓5 = 𝐷𝑇 + 𝐼𝐷𝑇 + 𝑅𝑇𝑖
𝑑(𝜏)              (24) 

 

• Distance and Energy:  

It evaluates the distance between CH to BS and 

next-hop node using Eq (25). The SN’s residual 

energy is calculated by considering depleted energy 

in Eq. (26). 

 

𝑓6 = 𝐷𝑥𝑑𝑖𝑠
′′ =

1

𝑇𝑡𝑐ℎ∗𝑁𝑛𝑐ℎ
∑ ∑ [1 −

𝑁𝑛𝑐ℎ
𝑜=1

𝑇𝑡𝑐ℎ
𝑛=1

(𝐷𝑥𝑑𝑖𝑠
′′ )

𝑛𝑜

𝑁𝑛𝑐ℎ
]                (25) 

 

𝑓7 = 𝐸𝑥𝑒𝑛𝑟
′′ =

1

𝑇𝑡𝑐ℎ
∑ (𝐸𝑥𝑒𝑛𝑟

′′ )𝑛
𝑇𝑡𝑐ℎ
𝑛=1           (26) 

 

Where 𝑁𝑛𝑐ℎ  represents overall neighboring 

nodes, 𝐷𝑥𝑑𝑖𝑠
′′  indicates distance metrics for CH-BS, 

𝐸𝑥𝑒𝑛𝑟
′′  determines residual energy after considering 

energy usage over time, and (𝐸𝑥𝑒𝑛𝑟
′′ )𝑛  denotes 

Residual energy for a time interval 𝑛. Every function 

α1, α2, α3, α4, α5, α6, 𝑎𝑛𝑑 α7 are generated according 

to min-max normalization. The fitness function is 

represented in Eq. (27). 

 

 𝑓𝑖𝑡𝑛𝑒𝑠𝑠 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 = α1𝑓1 + α2𝑓2 + α3𝑓3 +
α4𝑓4 + α5𝑓5 + α6𝑓6 + α7𝑓7                         (27) 

 

Where ∑ α𝑖 = 17
𝑖=1 ; and α𝑖𝜖(0,1) , 𝜏𝑎𝑝𝑝𝑥 

represents the approximate period, 𝜏𝑒𝑠𝑡  defines the 

estimated period, 𝜔  determines node’s opinion 

parameter, 𝑟 indicates overall node neighbor 𝑖, and 
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α1, α2, α3, α4, α5, α6, 𝑎𝑛𝑑 α7  denotes weighting 

factor. 

3.4 Clustering stage 

Selecting the CH first before establishing the 

cluster makes effective resource management and 

network organization. To determine the clusters, the 

distance and measures are used depending on 

potential function (𝑆𝑖) that are expressed in Eq. (28). 

 

𝑃𝑜𝑡𝑒𝑛𝑡𝑖𝑎𝑙 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 (𝑆𝑖) =
𝐸𝑆𝐶𝐻

𝑑𝑖𝑠(𝑆𝑖,𝑆𝐶𝐻)
            (28) 

 

After the clustering phase, the route phase 

discovery is determined by utilizing M-TAIPOA to 

find the SCH’s transmission of data to BS. 

3.5 Secure routing discovery using M-TAGOA 

Initialization and routing selection are the two 

stages contained in the routing process. Initialization 

phase ensures that all nodes are organized to be 

involved in the routing operations. M-TAIPOA 

evaluates the transmission of data paths between CH 

and BS. To adjust route discovery process, a route 

request data transmission is transferred from the 

source to neighbor node. At that point, the next node 

with a higher fitness rating sends data back to CH 

through a reverse path. Then, the source CH obtains 

data from the neighbor nodes after the routing path 

are determined. Once the routing path is created, data 

transmission is initiated via a network. 

3.6 CH maintenance 

Preserving the cluster stage is one of the essential 

phases in stabilizing the cluster’s load. Efficient CH 

maintenance ensures optimal aggregation of data and 

minimizes redundant transmissions which conserve 

energy. Additionally, it enhances robustness by 

adapting to node failure and maintaining a reliable 

communication pathway which is significant in 

sustaining network performance and efficiency. 

4. Results 

The M-TAIPOA is simulated using 

MATLAB2018a with a 64-bit Operating System, 

6GB RAM, and Intel (R) Core (TM) i5-3570 CPU @ 

3.40GHz 3.80 GHz. The 𝐸𝑒𝑙𝑒𝑐  represents energy 

consumption required by electronics of SN per bit of 

data and 𝜀𝑚𝑝 indicates energy for multipath fading. 

Table 1 determines the simulation parameter of M-

TAIPOA approach for scenario 1.  

4.1 Performance analysis 

The M-TAIPOA is analyzed with different 

performance metrics of dead nodes, alive nodes, 

energy consumption, First Node Dead (FND), Half 

Node Dead (HND), Last Node Dead (LND), 

throughput, and Packet Loss Ratio (PLR). The 

proposed M-TAIPOA is compared with the existing 

techniques of Centralized LEACH (CLEACH), 

Threshold DEEC (TDEEC), Distributed Energy-

Efficient Clustering (DEEC), and Developed DEEC 

(DDEEC). 

 
Table 1. Simulation parameters for scenario 1 

Parameter Values 

Network size 200𝑚 × 200𝑚 

Number of nodes 100, 150 

Initial energy 0.55 J 

𝐸𝑒𝑙𝑒𝑐 50𝑛𝐽/𝑏𝑖𝑡/𝑚2 

Packet size 4000 bits 

𝜀𝑓𝑠 10𝑝𝐽/𝑏𝑖𝑡/𝑚2 

𝜀𝑚𝑝 0.0013𝑝𝐽/𝑏𝑖𝑡/𝑚2 

                       

(a)                                                                                                   (b)  

Figure. 2 Performance analysis of alive nodes: (a) 100 nodes and (b) 150 nodes 

 



Received:  September 27, 2024.     Revised: November 4, 2024.                                                                                      362 

International Journal of Intelligent Engineering and Systems, Vol.18, No.1, 2025           DOI: 10.22266/ijies2025.0229.26 

 

               

(a)                                                                                                  (b)  

Figure. 3 Performance analysis of dead nodes: (a) 100 nodes and (b) 150 nodes 

 

4.1.1. Alive nodes 

Fig. 2 represents a performance analysis of alive 

nodes for 100 and 150 nodes. Alive nodes are active 

network nodes that are presently operational and 

capable of communicating with other nodes. The 

analysis represents that M-TAIPOA maintains a 

higher number of alive nodes because it conserves the 

energy by preventing malicious nodes in SCH and 

route discovery processes. 

4.1.2. Dead nodes 

Fig. 3 indicates the performance evaluation of 

dead nodes. M-TAIPOA achieves a less dead nodes 

because of effectively balancing energy consumption 

and trust management, optimizing node deployment, 

and increasing network lifetime.  

4.1.3. Energy consumption 

Fig. 4 determines an evaluation of energy 

consumption for 100 and 150 nodes. The obtained 

results show that M-TAIPOA achieves lesser energy 

consumption because of optimizing the routing path 

and energy usage by a multi-objective method which 

leads to a more balanced and effective energy 

distribution between the nodes. 

4.1.4. FND, HND, and LND 

Fig. 5 indicates the analysis of FND, HND, and 

LND for 100 and 150 nodes. Several rounds are 

established with 100 and 150 nodes ranging from 0 to 

5000 and 0 to 7000 nodes. Due to M-TAIPOA’s 

available node energy, it attains a high FND, HND, 

and LND, increased by balancing the energy through 

routing and CH process without the interference of 

malicious node. 

4.1.5. Throughput 

Fig. 6 represents the performance analysis of 

throughput for 100 nodes. M-TAIPOA attains a high 

throughput when compared to DEEC, CLEACH, 

TDEEC, and DDEEC for optimizing routing paths 

and minimizing energy consumption which leads to 

effective data transmission. It makes sure that the 

data is transferred reliably while the throughput 

performance is improved. 

 

                    

(a)                                                                                           (b)  

Figure. 4 Performance analysis of energy consumption: (a) 100 nodes and (b) 150 nodes 
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(a)                                                                                         (b)  

Figure. 5 Performance analysis of FND, HND, and LND: (a) 100 nodes and (b) 150 nodes 

 

4.1.6. PLR 

Fig. 7 illustrates a performance analysis of PDR 

for 100 and 150 nodes. The outcomes show that M-

TAIPOA achieves high data delivery when compared 

to the existing methods, DEEC, CLEACH, TDEEC, 

and DDEEC. Due to its prevention of malicious and 

failure nodes, the packet loss in the routing process is 

minimized. 

 

 
Figure. 6 Performance analysis of throughput 

 

 
Figure. 7 Performance analysis of PLR 

4.1.7. Delay 

Fig. 8 determines a performance analysis of delay 

for 100 nodes. The proposed M-TAIPOA achieves a 

less delay compared to existing methods like DEEC, 

LEACH, TDEEC, and DDEEC. Due to proposed M-

TAIPOA selects a best route path which minimize 

delay and increase network efficiency. 

 

 
Figure. 8 Performance analysis of delay 

 

 
Table 2. Specification of different scenarios 

Parameters Scenarios 

2 3 4 

Area  𝑥𝑚 × 𝑦𝑚  

(100 m ×
100)  

N/A 100 m
× 100 m, 1000m
× 1000m 

No. of. 

nodes 

100 100 100,1000 

Initial 

energy 𝐸0/ 

Energy 

assign 

0.5 50 J 1J 
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4.2 Comparative analysis 

Table 2 evaluates a specification of different 

scenarios based on performance measures. The FAL 

[18] is taken for scenario 2, while EOR-iABC [19] 

and TAGA [22] are taken for scenarios 3 and scenario 

4. The M-TAIPOA is configured to measure the 

specification performance mentioned in Table 2. The 

scenarios 2, 3, and 4 contains parameters like area, 

No. of. nodes, and Initial energy 𝐸0/ Energy assign in 

Table 2. Tables 3, 4, and 5 exhibit the comparative 

analysis of M-TAIPOA with FAL [18], EOR-iABC 

[19], and TAGA [22]. The 𝑥𝑚 × 𝑦𝑚  indicates a field 

dimension- 𝑥 maximum (𝑥𝑚) and field dimension-𝑦 

maximum (𝑦𝑚). The remaining parameter values for 

scenario 2, 3, and 4 are similar to the Table 1. For 

example, energy consumption in M-TAIPOA for 10 

rounds is 4.5J while EOR-iABC has 9.2J in 100 

nodes due to the balanced energy usage and trust 

management in SCH, alongside the routing process 

which results in more effective resource allocation 

and minimized energy wastage across the WSN. 

4.3 Discussion 

The advantages of M-TAIPOA and the 

limitations of the existing methods are briefly 

discussed in this section. The existing methods' 

limitations like FAL [18] struggled to choose optimal 

paths, EOR-iABC [19] suffered from premature 

convergence, and TAGA [22] exhibit less security. 

The proposed M-TAIPOA overcomes these existing 

method limitations. The M-TAIPOA process secures 

data transmission in WSN by balancing its various 

fitness functions that optimize the routing path and 

node selection. This comprehensive approach makes 

optimal cluster formation and reliable routing paths 

which increases data transmission reliability and 

network lifetime. Also, trust-aware processes assist 

in reducing security threats and maintaining robust 

communication links. 

5. Conclusion 

In this research, M-TAIPOA is proposed to 

secure data transmission using the clustering and 

routing process in WSN. The distance among the 

neighbor nodes, node degree, the distance among BS 

and CH, location factor, trust threshold, distance, and 

energy are used to select SCH and routing from a 

normal sensor which makes an effective and reliable 

SN process. POA is enhanced using sine chaos 

mapping to augment the quality and uniform 

distribution of the initial population. CSO is 

employed to increase convergence accuracy and 

search diversity, while levy flight is deployed to 

avoid the local optima. This leads to a more reliable 

and effective clustering and routing which optimizes 

the energy consumption and makes robust trust 

management in a network.
 

Table 3. Comparative analysis of M-TAIPOA with FAL  

Method Performance measures No. of. nodes No. of. rounds 

200 400 600 800 1000 

FAL [18] Residual Energy (J)  

 

 

 

100 

0.39 0.27 0.2 0.17 0.13 

No. of. alive node 97 81 64 42 33 

Throughput (%) 96 95.5 95.2 93.8 91 

Proposed M-TAIPOA Residual Energy (J) 0.49 0.46 0.44 0.43 0.42 

No. of. alive node 100 100 100 100 100 

Throughput (%) 99 98.8 98.2 97.7 97.5 

 

Table 4. Comparative analysis of M-TAIPOA with EOR-iABC 

Method Performance measures No. of. nodes No. of. rounds 

10 20 30 40 50 

EOR-iABC [19] No. of. Alive nodes  

 

 

 

100 

100 85 68 52 30 

Energy consumption (J) 9.2 12.7 14.3 15.4 17.3 

Delay m/s 0.189 0.165 0.142 0.127 0.103 

Proposed M-TAIPOA No. of. Alive nodes 100 100 100 100 100 

Energy consumption (J) 4.5 7.2 8.7 9.8 11.4 

Delay m/s 0.062 0.071 0.078 0.081 0.084 

 

Table 5. Comparative analysis of M-TAIPOA with TAGA 

Method Performance measures No. of. nodes No. of. rounds 

200 400 600 800 1000 

TAGA [22] Energy consumption (J) 100 17.3 38.8 64.2 82.3 97.9 

Proposed M-TAIPOA 100 2.57 4.82 6.98 9.83 12.47 
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When compared to EOR-iABC, the M-TAIPOA 

achieves less energy consumption of 4.5J for 10 

rounds in scenario 3. In the future, advanced 

optimization techniques will be used for clustering 

and routing processes in WSN. 

 

Notation list 

Symbols Description 

𝑅𝑚  sink node  

𝑛  and wireless 

link  

direct message between SN at a 

particular radio rang 

𝑃𝑘 and 𝑄𝑘 Parameters specific to 𝑘𝑡ℎ  sensor 

node 

𝐵𝑚 Individual SN 

𝐵𝑚
𝑧   a collection of SN in group 𝐵𝑚 

𝑚 SN within the overall network 

𝑧 Particular characteristics associated 

with node’s collection 

𝐶𝐻(𝑅𝑟)  CH characterized by its operational 

range 𝑅𝑟 

𝑟 channel 

𝑅 Maximum effective communication 

distance associated with channel 

𝑠𝑞,𝑦 Distance between normal CH 𝑞 and 

CH 𝑦 

𝑅𝑚 Distance between CH and BS at 

index 𝑚 

𝐻0 Initial energy of each sensor nodes 

𝐷𝑏  Energy dissipation associated with 

receiver at CH 

𝑏 Category of dissipation 

𝐷𝑔+1 Energy dissipation for the next node  

𝑔 + 1  Next node  

𝜎 step size,  

Γ gamma function 

𝛽 control the shape 

sin (
𝜋𝛽

2
) 

trigonometric function 

𝑁(0, 𝜎2)  normal distribution with mean and 

variance 

𝑢 and 𝑣  random variables 

𝐷𝑠  Transmitted energy 

𝑠 Source node 

𝐷𝑐  Data aggregation 

𝑐 Central node 

||𝐽𝑎 − 𝑅𝑟
𝑎|| Distance among normal and CH 

node 

𝐽𝑎 Attribute associated with normal 

node 

𝑅𝑟
𝑎 Attribute associated with CH 

𝑟 Index 

𝑎 Attribute 

𝐴𝑝 Data bytes 

𝑝 Packet number 

𝑃𝑖  Prey location chosen by 𝑖𝑡ℎ pelican 

𝐹𝑖 Objective function value in 𝑖𝑡ℎ 

index 

𝑘 Random natural number 

𝑋𝑖
𝑃1  𝑖𝑡ℎ  pelican’s new state in 𝑗𝑡ℎ 

dimension 

𝐹𝑖
𝑃1   Adaptation value 

𝑟𝑎𝑛𝑑 and 𝐼  Random numbers 

 𝑡  Present number of iterations 

𝑇 Maximum number of iterations 

𝑅 Constant 

𝑥𝑖,𝑗
𝑃2  𝑖𝑡ℎ  pelican’s new state in 𝑗𝑡ℎ 

dimension 

𝐹𝑖
𝑃2 Respective fitness value in a new 

state 

𝑋𝑖
𝑗(𝑡) Component of individual position 

with 𝑖𝑡ℎ  index in 𝑗𝑡ℎ  dimension at 

iteration 𝑡 

𝑟1, 𝑟4  Random numbers between [0,1] 

𝑟2, 𝑟3  Random numbers between [0,2𝜋] 

𝑑(𝐶𝐻𝑗,𝐵𝑆)  Distance between CH and BS 

𝑑𝑝𝑖,𝑆𝑖𝑛𝑘 Distance among every node and 

sink node 

𝑝𝑖  Individual node in 𝑖𝑡ℎ index 

𝑑𝑐𝑘
, 𝑆𝑖𝑛𝑘  Distance among chosen CH and 

sink node 

𝑐𝑘 Specific CH node 

𝑁𝐷𝑚𝑖𝑛 Minimum node degree 

ℎ𝑇  Number of CH at maximum number 

of iterations  

𝑇 

𝐶𝑀𝑖 Overall selected CH neighbours 

𝑁𝑛𝑐ℎ  Overall neighboring nodes  

𝑛𝑐ℎ each neighbor channels 

𝜏𝑎𝑝𝑝𝑥 Approximate period 

𝜏𝑒𝑠𝑡  Estimated period 

𝜔  Node’s opinion parameter 

𝑟 Overall node neighbor 𝑖 
𝑆𝑖 Potential function at 𝑖𝑡ℎ index  

𝐷𝑇 Direct Trust 

𝐼𝐷𝑇 Indirect Trust 

𝑅𝑇𝑖
𝑑(𝜏) Recent Trust at distance 𝑑  in 𝑖𝑡ℎ 

node  

𝜏 Relational force 

𝑋𝐶𝐻𝑖 𝑖𝑡ℎ CH across the network 𝑋 

𝐷𝑥𝑑𝑖𝑠
′′  Distance metrics for CH-BS 

𝐸𝑥𝑒𝑛𝑟
′′  Residual energy after considering 

energy usage over time 

(𝐸𝑥𝑒𝑛𝑟
′′ )𝑛 Residual energy for a time interval 

𝑛 

α1, α2, α3, α4, α5, α6, 𝑎𝑛𝑑 α7 weighting factor 

𝐸𝑒𝑙𝑒𝑐  Energy consumption required by 

electronics of SN per bit of data 

𝜀𝑚𝑝 Energy for multipath fading 

𝑥𝑚 × 𝑦𝑚   field dimension- 𝑥 maximum (𝑥𝑚) 

and field dimension- 𝑦  maximum 

(𝑦𝑚) 

𝐸0 Initial energy 
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