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Abstract: Wireless Sensor Networks (WSNs) are a distributed group of Sensor Nodes (SN) that are dispersed 

geographically in the organized environment to monitor and collect data on environmental conditions. In the network, 

each node has a limited wireless transmission range hence it is significant for nodes to transfer data through 

intermediatory nodes to reach the destination, which is a Base Station (BS). However, energy consumption with secure 

communication is a primary challenge due to resource-constraint nature of device and its communication is unfriendly 

and open environment. This research proposes Multi-objective Trust-Aware Cosine Tasmanian Devil Optimization 

Algorithm (M-TACTDOA) to select the Secure Cluster Head (SCH) and routing path in WSN. The TDOA is improved 

by using Cosine Perturbation Differential Evolution mechanism (CPDE) which addresses local optima issue and rapid 

convergence speed. By applying fitness function, the M-TACTDOA determine and avoid malicious nodes which 

provides secure and reliable data transmission. The proposed M-TACTDOA achieves a less energy consumption of 

0.08 J compared to existing techniques like Energy Optimization Routing by employing improved Artificial Bee 

Colony (EOR-iABC). 

Keywords: Base station, Cosine perturbation differential volution, Multi-objective trust-aware cosine Tasmanian devil 

optimization Algorithm, Secure cluster head, Wireless sensor networks.  

 

 

1. Introduction 

A Wireless Sensor Network (WSN) has a huge 

number of spatially distributed microelectronic 

devices. A Sensor Node (SN) generates a global view 

of an observed area with local detection via each 

sensor [1]. These nodes manage components of their 

environments and communicate with their peers or 

transmit directly to a Base Station (BS). The nodes 

reliably consume more energy during the 

communication process [2]. In WSN, SN clustering 

is energy efficient and contains better topology 

management. Clustering minimizes the delay in 

transferring data from SN to BS. The routing 

protocols are established which have better stability, 

prolonged network lifetime, and throughput [3]. The 

Cluster Head (CH) is one SN while the remaining SN 

are called Cluster Members (CM) [4]. In WSN, inter-

cluster and intra-cluster communication are the two 

ways for clusters to communicate with each other. 

Every cluster contains its own CH interface among 

its CM and BS [5]. SN has inadequate storage 

capacity and computing power and it is driven by a 

battery with constraint energy [6]. It is challenging to 

replace the battery in time to supplement energy once 

the energy is exhausted [7]. Hence, while 

constructing a WSN routing protocol, increasing 

energy consumption and extending network lifetime 

are the significant aims to be considered in the 

presence of malicious nodes [8, 9].  

Security is another significant concern in WSN 

and meanwhile, SNs are deployed randomly in an 

open and hostile environment for various 

environments [10, 11]. The nodes are vulnerable to 

different kinds of security attacks due to their self-

configuring nature which affects the routing [12]. The 

attacks produced by malicious nodes interrupt the 

data routing, permanently, or temporarily stop the 
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communication exchange, and divert the network 

functioning [13]. Trust-based security provides an 

effective relationship and increases security between 

the nodes [14]. In trust-based approaches, future 

actions are forecasted depending on the behavior of 

prior nodes and enable an efficient decision in 

malicious nodes [15]. If a node is identified, it 

becomes isolated and neighboring nodes are notified 

to join it for aggregation, data delivery, or any other 

processing functions [16, 17]. Also, the trust-based 

neighbor selection is efficient in validating the 

neighbor nodes and increases the reliability and 

privacy of data transmission [18]. However, energy 

consumption with secure communication remains a 

main challenge because of resource-constraint nature 

of device and its communication is unfriendly and 

open environment. To solve this issue, the M-

TACTDOA is proposed for SCH and routing path 

selection in WSN by considering different multi-

objective function which increase security and 

minimize energy consumption. 

The main contribution of this research is as 

follows: 

• By optimizing the selection of SCH and route 

path, data efficiency is enhanced in M-

TACTDOA which minimizes redundant 

transmission of data and ensures energy-

efficient communication between trusted 

nodes.  

• Distance among neighbor node, location 

factor, distance among CH and BS, node 

degree, and trust metrics are performed in 

SCH selection as multi-objective function 

which provides the reliability and 

effectiveness. 

• Energy, node degree, and distance are used as 

multi-objective function for secure routing 

path which maximize network lifetime and 

reduces delay in IoT. 

This research paper is organised as follows: 

Section 2 details the literature survey and Section 3 

explains the proposed methodology. Section 4 

provides the simulation results, and the conclusion of 

this research paper is given in Section 5. 

2. Literature survey 

The related work about energy efficient 

clustering and routing in WSN were discussed along 

with their advantages and disadvantages 

Han [19] developed an energy-aware Trust-based 

routing by utilizing an Adaptive Genetic Approach 

(TAGA) for WSN. The threshold function was used 

to choose the optimal CH by considering the dynamic 

node change based on residual energy and 

comprehensive trust values. Then, the GA with 

adaptive crossover and mutation probability was 

employed which provides the best secure routing for 

CH. TAGA increased security by constructing an 

adaptive trust approach to determine each node’s 

comprehensive trust value for resisting primary and 

special attacks. However, TAGA suffer from high 

energy consumption because of frequent genetic 

process which drain limited battery resources rapidly 

in SN. 

Mansour [20] implemented an Energy-Aware 

Fault Tolerant Clustering with Routing for Improved 

Survivability (EAFTC-RIS) for enhanced 

survivability in WSN. EAFTC-RIS chooses the 

optimal routes and CH to destination in ideal manner 

with a fault tolerance approach. EAFTC-RIS 

employs the Moth Flame Optimization (MFO)-based 

clustering to select the CH and cluster structure. 

Additionally, the fault tolerance approach was 

considered to increase network survivability. 

Nevertheless, EAFTC-RIS struggled with high 

latency during the transmission of data because of 

additional overhead from clustering and routing 

protocols which prioritize fault tolerance and energy 

conservation. 

Reddy and Murthy [21] introduced a Multi-

objective Trust Centric Reptile Search Algorithm 

(M-TCRSA) to generate a secure cluster-based 

routing in WSN. M-TCRSA was utilized to ensure 

the Secure CH and route discovery to attain reliable 

communication among the WSN. The developed 

approach provides enhanced security against 

malicious attacks when increasing energy efficiency. 

M-TCRSA reduces the packet loss and undesirable 

consumption of energy produced by malicious 

attacks. However, the M-TCRSA suffers from high 

consumption of energy due to complex process 

involved in trust evaluation and CH formation. 

  Vinitha [22] presented a Taylor-based Cat 

Salp Swarm Approach (Taylor C-SSA) for secure 

and energy-aware multi-hop routing in WSN. At first, 

the energy-efficient CH was chosen by utilizing Low 

Energy Adaptive Clustering Hierarchy (LEACH) to 

communicate the data effectively. Then, the SN 

transmitted the data among CH to BS via the selected 

optimal hop. The best hop selection was performed 

by utilizing a presented Taylor C-SSA. However, 

Taylor C-SSA struggled with reduced throughput 

because of potential congestion in heavily traffic 

nodes that results in enhanced packed loss and delays. 

Santhosh and Prasad [23] suggested an Energy 

Optimization Routing by employing an improved 

Artificial Bee Colony (EOR-iABC) for SCH and 

route path selection in WSN. The suggested approach 

adapts a distinctive search mechanism by utilizing 
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iABC to select the energy-efficient CH via mutation 

and crossover process. A best path CH to BS was 

determined by energy-efficient fitness node which 

enhances network efficiency. Nevertheless, EOR-

iABC had minimum convergence because of 

suboptimal solutions prior discovering the search 

space that resulted in suboptimal energy distribution. 

In the overall evaluation, the existing techniques 

had limitations such as high energy consumption, less 

throughput, high delay, and slow convergence. To 

overcome this issue, the M-TACTDOA is proposed 

for SCH and routh path selection in WSN. By 

focusing on both energy efficiency and secure 

communication, it minimizes energy consumption 

and delays during the transmission of data. Moreover, 

the M-TACTDOA increase throughput by choosing 

the optimal routes for data packets which results in 

rapid convergence and improved network 

performance in WSN. 

3. Proposed methodology 

In this research, reliable and secure 

communication is ensured by utilizing M-

TACTDOA. It contains four stages: sensor 

deployment, SCH discovery, route discovery, and 

cluster formation. The SCH and secure route path are 

established to avoid malicious attacks when 

broadcasting the data packets. Hence, the 

consumption of energy and unwanted packet drop is 

decreased by applying M-TACTDOA. Fig. 1 

represents the network structure of WSN. 

 

 

 
Figure. 1 Network model for WSN 

3.1 System model 

This section makes certain assumptions regarding 

WSN and enlarges the energy consumption model. A 

node does not yield global data and each SN obtains 

local data and transmits it to the corresponding CH 

during every round. To obtain data, gateway 

aggregates to eliminate redundant and irrelevant data 

and transmits aggregated data to BS with other CH as 

subsequent relay nodes. Each node turns off its radios 

among two neighboring rounds to save energy.  

3.2 Network model 

It makes a subsequent assumption regarding 

network model which is explained below 

• Area observed by WSN is a flat regular graph 

in that SN is distributed randomly. The 

position of each node is fixed and no more 

human intervention after network is 

positioned. Also, all node involves a globally 

unique network identifier. 

• Each SN is isomorphic, i.e. each nodes 

contain an identical initial energy, computing 

power, and communication ability. The SNs 

are driven by limited energy batteries that do 

not replenish.  

• The node distinguishes its position to compute 

the distance to the transmitter based on 

established signal strength. According to 

communication distance, the power of 

wireless transmission is self-regulated and 

their power is chosen independently. 

• Then, the BS is placed inside or outside the 

observed area and its computing power and 

energy are unlimited.  

3.3 Energy consumption 

Depending on distance among a transmitting and 

receiving ends, both free space and multipath (𝑚𝑝) 
fading channel is employed. If a distance is smaller 

than threshold value 𝑑0, free space 𝑓𝑠 deployed then 

a multipath model is applied. Consider 𝐸𝑒𝑙𝑒𝑐 , 𝜀𝑓𝑠, and 

𝜀𝑚𝑝  indicates the energy consumed by electronic 

circuits during transmission, energy expenditure per 

unit distance, and energy associated with multipath 

fading channel propagation. Then, the energy 

required by radio to transmit 𝑙-bit binary message and 

distance 𝑑 is formulated in Eq. (1). 

 

𝐸𝑇(𝑙, 𝑑) = {
𝑙𝐸𝑒𝑙𝑒𝑐 + 𝑙𝜀𝑓𝑠𝑑

2 𝑓𝑜𝑟 𝑑 < 𝑑0

𝑙𝐸𝑒𝑙𝑒𝑐 + 𝑙𝜀𝑚𝑝𝑑
4 𝑓𝑜𝑟 𝑑 ≥ 𝑑0

  (1)  
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Energy required by radio for receiving an 𝑙-bit 

message 𝐸𝑅(𝑙) is expressed in Eq. (2). 

 

𝐸𝑅(𝑙) = 𝑙𝐸𝑒𝑙𝑒𝑐     (2) 

 

However, the amplifier energy 𝜀𝑓𝑠𝑑
2/𝜀𝑚𝑝𝑑

4  is 

dependent on distance among transmitting and 

receiving nodes and the appropriate Bit Error Rate 

(BER). Typically, the radio wave propagation is an 

variable approach that complicates the progress.  

3.4 SCH Selection using M-TACTDOA 

In M-TACTDOA, a significant SCH and secure 

route path is accomplished to secure and reliable 

transmission of data. M-TACTDOA is selected for 

SCH and routing in WSN because of its ability to 

simultaneously optimize multiple objectives like 

energy efficiency and security. Also, it balances the 

exploration and exploitation which increases 

robustness and security. While Particle Swarm 

Optimization (PSO) suffers from premature 

convergence, Rain Optimization Algorithm (ROA) 

and Dung Beetle Optimization (DBO) are less 

effective in managing dynamic and complex 

environments. However, the TDOA has a more 

adaptive and effective mechanism to determine 

optimal solutions in WSN due to the unique approach 

to problem-solving which enhances overall security 

and network performance. Initially, SCH is 

determined from the normal sensors by applying 

distance among neighbor nodes, node degree, 

distance among CH and destination, location factor, 

and trust. Then, the M-TACTDOA is employed to 

determine the secure path from SCH to Mobile Sink 

(MS) by employing energy, node degree, and 

distance. Fig. 2 depicts the block diagram of the M-

TACTDOA approach. 

3.4.1. Node deployment 

Initially, the nodes are positioned randomly in 

WSN followed by a secure path and optimal SCH is 

established by utilizing M-TACTDOA which assists 

in obtaining a secure reliable data transmission in the 

network. This process increases the security and 

reliability of data transmission over the network by 

ensuring that the chosen communication path and 

node deployment are optimized for secure and 

effective data exchange. 

3.4.2. Node initialization 

It provides optimal handling and balancing multi-

objectives by pretending the foraging behavior of the 

Tasmanian devil. It extends the SN lifespan and 

network performance in dynamic WSNs. Consider, 

the Tasmanian devil 𝑖  involves 𝑋𝑖 =
(𝑋𝑖,1, 𝑋𝑖,2, … , 𝑋𝑖,𝑛)  where 𝑛  determines that M-

TACTDOA’s dimension is equivalent to number of 

CH, 𝑋𝑖  determines candidate solution of 𝑖𝑡ℎ 

individual in the population, 𝑋𝑖,1, 𝑋𝑖,2, … , 𝑋𝑖,𝑚 

represents 1𝑠𝑡 , 2𝑛𝑑  up to 𝑚𝑡ℎ  component of 

candidate solution of 𝑋𝑖  for the Tasmanian devil 

algorithm. Once the initialization of node is 

performed, the SCH is established by utilizing M-

TACTDOA. 

 

 
Figure. 2 Block diagram for the M-TACTDOA approach 
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3.4.3. SCH process 

The optimal SCHs from the normal nodes are 

recognized by applying M-TACTDOA with different 

fitness metrics. TDOA is a population-based 

stochastic approach using Tasmanian devils 

according to the search agents based on the 

exploration and exploitation process which are 

described in detail below: 

3.4.2.1. Initialization 

The initial population of agents is generated 

randomly depending on the constraints of the issue. 

The TDOA’s population member acts as searchers in 

solution space which provides candidate values for 

issue variables depending on their search space 

positions. The collection of TDOA members is 

modeled by utilizing a matrix which is expressed in 

Eq. (3). 

 

𝑋 =

[
 
 
 
 
𝑋1
⋮
𝑋2
⋮
𝑋3]
 
 
 
 

𝑁×𝑚

=

[
 
 
 
 
𝑥1,1 ⋯ 𝑥1,𝑗 ⋯ 𝑥1,𝑚

⋮
𝑥𝑖,1
⋮

𝑥𝑁,1

⋱
⋯
⋱
⋯

⋮ ⋱ ⋮
𝑥1,𝑗 ⋯ 𝑥𝑖,𝑚

⋮ ⋱ ⋮
𝑥𝑁,𝑗 ⋯ 𝑥𝑁,𝑚]

 
 
 
 

𝑁×𝑚

       (3) 

 

Where 𝑋 indicates Tasmanian devil population, 

𝑋𝑖  represents 𝑖𝑡ℎ  candidate solution 𝑋 , 𝑥𝑖,𝑗  denotes 

candidate value of 𝑖𝑡ℎ  solution in 𝑗𝑡ℎ  variable, 𝑁 

determines Tasmanian devil search, and 𝑚 illustrates 

number of variables. The objective function is 

computed by evaluating each candidate solution 

using a variable defined in the objective function as 

formulated in Eq. (4). 

 

𝐹(𝑋) =

[
 
 
 
 
𝐹1
⋮
𝐹𝑖
⋮
𝐹𝑁]
 
 
 
 

𝑁×1

=

[
 
 
 
 
𝐹 (𝑋1)
⋮

𝐹 (𝑋𝑖)
⋮

𝐹 (𝑋𝑁)]
 
 
 
 

𝑁×1

   (4) 

 

Where 𝐹  represents objective function vector 

value, 𝐹𝑖  denotes obtained value of objective 

function via 𝑖𝑡ℎ  candidate solution. The candidate 

solution results in optimal objective function value 

which is regarded as population’s optimal member 

and it is updated depending on newly acquired values 

at every iteration. 

3.4.2.2. Exploration stage 

Tasmanian devil prefers feeding on carrion found 

within their territory rather than actively hunting for 

prey. In the TDOA, the other population member 

position in search space is considered as the carrion 

position. Eq. (5) represents the random selection 

where 𝑖𝑡ℎ Tasmanian devil selects the 𝑘𝑡ℎ population 

as carrion. Hence, 𝑘 is a chosen randomly among 1 

when 𝑖 is chosen oppositely which is formulated in 

Eq. (5). 

 

𝐶𝑖 = 𝑋𝑘 , 𝑖 = 1,2,… ,𝑀, 𝑘 𝜖 {1, 2, … ,𝑀|𝑘 ≠ 𝑖}        (5) 

 

Where 𝐶𝑖  represents selected carrion by 𝑖𝑡ℎ 

Tasmanian devil, 𝑋𝑘 indicates variable  𝑋 associated 

with population 𝑘. Based on chosen carrion, the 

Tasmanian devil’s new location is expressed in Eqs. 

(6) and (7). 

 

𝑥𝑖,𝑗
𝑛𝑒𝑤,𝑆1 = {

𝑥𝑖𝑗 + 𝑟. (𝑐𝑖𝑗 − 𝐼. 𝑥𝑖𝑗), 𝐹𝑐𝑖 < 𝐹𝑖

𝑥𝑖𝑗 + 𝑟. (𝑥𝑖𝑗 − 𝑐𝑖𝑗) 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
  (6) 

 

𝑋𝑖 = {
𝑥𝑖,𝑗
𝑛𝑒𝑤,𝑆1, 𝐹𝑐𝑖 < 𝐹𝑖
𝑋𝑖 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

    (7) 

 

Where 𝑥𝑖,𝑗
𝑛𝑒𝑤,𝑆1

 represents new location of 𝑖𝑡ℎ 

Tasmanian devil in exploration stage, 𝐹𝑖
𝑛𝑒𝑤,𝑆1

 

indicates an objective function value, 𝐹𝑐𝑖 determines 

objective function for selected carrion, 𝑟  illustrates 

random numbers in [0, 1] range, and 𝐼  defines a 

random integer number. 

3.4.2.3. Exploitation stage 

During the attack process, the Tasmanian devil is 

split into two phases. In the initial phase, it chooses 

prey by scanning the information and initiates attacks. 

Then, after obtaining near to the prey, it intercepts 

and chases the prey and starts feeding [24]. However, 

TDOA has limitations like local optima issues and 

slow convergence in later iterations. To address this 

issue, the Cosine Perturbation Differential Evolution 

mechanism (CPDE) is developed during the 

exploitation phase. The cosine perturbation factor 

employs the cosine function by balancing the 

exploitation and exploration which prevents the 

approach from escaping into local optima issues and 

increases global search performance. The 

randomness of this factor manages population 

diversity and increases convergence speed as well as 

robustness which enables it appropriate for different 

issues and search stages. It integrates the cosine 

perturbation factor and differential evolution 
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mechanism while the attack condition and goal 

selection are met. The updated position of enhanced 

Tasmanian Devil is expressed in Eq. (8). 

 

𝑥𝑖,𝑗
𝑛𝑒𝑤,𝑆1 = 𝑥𝑖𝑗 + 𝑟𝑐𝑓 × (𝑥𝑟𝑑𝑚1 − 𝑥𝑟𝑑𝑚2)  (8) 

 

Where 𝑥𝑟𝑑𝑚1  and 𝑥𝑟𝑑𝑚2  represents two distinct 

randomly chosen individuals in present iteration, 𝑟𝑐𝑓 

indicates randomly produced numbers following 

cosine-style variation which is formulated in Eq. (9). 

 

𝑟𝑐𝑓 = (cos(2 × 𝑟𝑎𝑛𝑑) + 1) × 𝑟𝑎𝑛𝑑   (9) 

 

To sum up, the distribution of motion strategy for 

exploitation and exploration phase for the 1st phase 

is represented using Eqs. (10) and (11). 

 

𝑥𝑖,𝑗
𝑛𝑒𝑤,𝑆1 =

{
 
 

 
 𝑥𝑡𝑜𝑝_𝑇_𝑑𝑒𝑣𝑖𝑙 + 𝑅𝐿𝑆𝑙𝑓𝑎𝑑 × (𝑥𝑡𝑜𝑝𝑇𝑑𝑒𝑣𝑖𝑙

− 𝐼 × 𝑥𝑖𝑗) ,

𝐹𝑐𝑖 < 𝐹𝑖
𝑥𝑖,𝑗 + 𝑅𝐵𝑟𝑜𝑤𝑛𝑖𝑎𝑛 × (𝑐𝑖𝑗 − 𝐼 × 𝑥𝑖𝑗),

𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

  

(10) 

 

𝑥𝑖,𝑗
𝑛𝑒𝑤,𝑆2 =

{
𝑥𝑖,𝑗 + 𝑟 × (𝑝𝑖𝑗 − 𝑐 × 𝑥𝑖𝑗), 𝑖𝑓 𝐹𝑝𝑖 < 𝐹𝑖

𝑥𝑖,𝑗 + 𝑟𝑐𝑓 × (𝑥𝑟𝑑𝑚1 − 𝑥𝑟𝑑𝑚2), 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
     (11) 

 

Where 𝑥𝑖,𝑗
𝑛𝑒𝑤,𝑆1

 indicates a new updated value at 

(𝑖, 𝑗)  position in exploitation stage, 𝑥𝑡𝑜𝑝_𝑇_𝑑𝑒𝑣𝑖𝑙 

represents reference or target value, 𝑅𝐿𝑆𝑙𝑓𝑎𝑑 

determines random learning factor or self-adaptive 

factor, 𝑐  illustrates constant. Differential evolution 

mechanisms which rely on differential processes, 

provide global search abilities for addressing non-

linear and non-smooth issues. The cosine 

perturbation factor generates better robustness and 

additional flexible parameter adjustments. This 

integration obtains a balance between local 

optimization and global search, which enhances 

adaptability and model performance. 

3.5 Fitness function 

The SCH and secure route path fitness help to 

increase lifetime of network and minimize energy 

consumption for evaluating different performance 

metrics which are explained below, 

Distance between neighbor nodes: Each CH 

determines a neighbor CH and transfers the message 

to node degree and CH after the node is selected 

which is formulated in Eq. (12). 

 

𝑓1 = ∑ 𝑓(𝑋𝐶𝐻𝑖)       ∀𝑖 ∈ 𝐵
𝑛
𝑖=1              (12) 

 

Where 𝑋 represents certain point of data or vector, 

𝑋𝐶𝐻𝑖  illustrates a feature associated with 𝑖𝑡ℎ 

neighboring node, 𝑓(𝑋𝐶𝐻𝑖) denotes function applied 

to 𝑋𝐶𝐻𝑖 , 𝐵  indicates set of all neighboring nodes, 

and 𝑛 denotes total number of nodes.  

Distance between BS and CH: The node 

calculates the distance between BS and CH and 

analyzes the node’s energy consumption based on the 

transmission path using Eq. (13). 

 

𝑓2 = ∑ 𝑑(𝐶𝐻𝑗,𝐵𝑆)      
𝑝
𝑖=1                (13) 

 

Where 𝑑(𝐶𝐻𝑗,𝐵𝑆) determines a distance between 

BS and CH and 𝑝 illustrates the total number of CH 

Node Degree: It is some non-CH membership 

associated with its corresponding mobile node which 

is used for both SCH and secure route path. If the 

mobile node has fewer members, then it sustains for 

a long duration as described in Eq. (14). 

 

𝑓3 = 𝑁𝐷𝑚𝑖𝑛 = ∑ 𝐶𝑀𝑖
ℎ𝑇

𝑖=1               (14) 

 

Where ℎ𝑇  indicates CH number, 𝑁𝐷𝑚𝑖𝑛 

determines minimum node degree, and 𝐶𝑀𝑖 
represents overall neighbour of selected CH at node 

𝑖. 
Location Factor: Based on the distance among 

the sink node and CH node, the location factor is 

applied using Eq. (15). 

 

𝑓4 =
𝑀𝑎𝑥

𝑖 = 1,2, … ,𝑀
𝑑𝑝𝑖,𝑆𝑖𝑛𝑘/𝑑𝑐𝑘,𝑆𝑖𝑛𝑘             (15) 

 

Where 𝑑𝑝𝑖,𝑆𝑖𝑛𝑘  refers to distance among each 

node 𝑝𝑖 and sink node as well as 𝑑𝑐𝑘,𝑆𝑖𝑛𝑘 indicates 

the distance among chosen CH 𝑐𝑘 and sink node.  

Trust: It is observed as a primary parameter in 

CH selection to enhance security. The mutual trust 

made in certain period is employed to accomplish the 

transmission. Direct Trust (DT) is calculated on 

approximate communication period between 𝑖𝑡ℎ 

node and 𝑑𝑡ℎ destination using Eq. (16). Moreover, 

the node without a witness parameter is authenticate 

through Indirect Trust (DT) is represented in Eq. (17). 

Recent Trust (RT) is evaluated by DT and IDT with 

vital validity and declared the sink or destination 

using Eq. (18). Comprehensive trust integrates DT 

and IDT to determine if the node is trusted or not 

which generates trustworthy nodes and high security 

using Eq. (19). The overall fitness function of trust is 

represented using Eq. (20). 
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𝐷𝑇𝑖
𝑑(𝜏) =

1

3
[𝐷𝑇𝑖

𝑑(𝜏 − 1) − (
𝜏𝑎𝑝𝑝𝑥−𝜏𝑒𝑠𝑡

𝜏𝑎𝑝𝑝𝑥
) + 𝜔]    (16) 

 

𝐼𝐷𝑇𝑖
𝑑(𝜏) =

1

𝑟
∑ 𝐷𝑇𝑖

𝑑(𝑑)𝑟
𝑖=1               (17) 

 

𝑅𝑇𝑖
𝑑(𝜏) =∝∗ 𝐷𝑇𝑖

𝑑(𝜏) + (1 −∝)∗𝐼𝐷𝑇𝑖
𝑑(𝜏)     (18) 

 

𝐶𝑇(𝑖,𝑗)
𝑛 =

{
(1 − 𝛽) ∗ 𝐷𝑇(𝑖,𝑗)

𝑛 + 𝛽 ∗ 𝐼𝐷𝑇(𝑖,𝑗)
𝑛 𝑖𝑓𝑛𝑗 ≠ 𝑚

(1 − 𝛽) ∗ 𝐼𝐷𝑇(𝑖,𝑗)
𝑛 + 𝛽 ∗ 𝐷𝑇(𝑖,𝑗)

𝑛 𝑒𝑙𝑠𝑒 𝑛𝑗 = 𝑚
 (19) 

 

𝑓5 = 𝐷𝑇𝑖
𝑑(𝜏) + 𝐼𝐷𝑇𝑖

𝑑(𝜏) + 𝑅𝑇𝑖
𝑑(𝜏) + 𝐶𝑇(𝑖,𝑗)

𝑛      (20) 

 

Where 𝜏𝑎𝑝𝑝𝑥 represents approximate period, 𝜏𝑒𝑠𝑡 

indicates estimated period for authenticating public 

keys, 𝜔  defines node’s opinion parameter, 𝑟 

determined overall node neighbor, 𝐷𝑇𝑖
𝑑  illustrates 

Direct Trust at distance 𝑑  in 𝑖𝑡ℎ  node, 𝐼𝐷𝑇𝑖
𝑑 

represents Indirect Trust at distance 𝑑  in 𝑖𝑡ℎ  node, 

𝑅𝑇𝑖
𝑑(𝜏)  defines Recent Trust at distance 𝑑  in 𝑖𝑡ℎ 

node, and 𝐶𝑇(𝑖,𝑗)
𝑛  represent Comprehensive Trust in 

entity 𝑖𝑗 at 𝑛𝑡ℎ iteration 

Distance: It is a Euclidean distance among the 

node to next-hop and the energy consumption is 

evaluated by the transmission distance. If it is less, 

then it consumes a less amount of energy using Eq. 

(21). 

 

𝑓6 = 𝐷𝑥𝑑𝑖𝑠
′′ =

1

𝑇𝑡𝑐ℎ∗𝑁𝑛𝑐ℎ
∑ ∑ [1 −

𝑁𝑛𝑐ℎ
𝑜=1

𝑇𝑡𝑐ℎ
𝑛=1

(𝐷𝑥𝑑𝑖𝑠
′′ )

𝑛𝑜

𝑁𝑛𝑐ℎ
]                 (21) 

 

Where 𝑁𝑛𝑐ℎ  represents an overall neighboring 

node, 𝐷𝑥𝑑𝑖𝑠
′′  denotes distance for CH to BS, and 𝑛𝑜 

determines two ranges. 

Energy: The SN’s energy is computed by 

combining energy depletion through every node state 

using Eq. (22). 

  

𝑓7 = 𝐸𝑥𝑒𝑛𝑟
′′ =

1

𝑇𝑡𝑐ℎ
∑ (𝐸𝑥𝑒𝑛𝑟

′′ )𝑛
𝑇𝑡𝑐ℎ
𝑛=1               (22) 

 

Where 𝑇𝑡𝑐ℎ indicates total number of CH, 𝐸𝑥𝑒𝑛𝑟
′′  

indicates residual energy after determining usage of 

energy at time, (𝐸𝑥𝑒𝑛𝑟
′′ )𝑛  represents residual energy 

for a time internal 𝑛. The distance between neighbor 

node 𝑓1 , distance between BS and CH 𝑓2 , node 

degree 𝑓3, location factor 𝑓4, trust 𝑓5, distance 𝑓6, 

and energy 𝑓7  are applied for SCH and secure 

routing path by M-TACTDOA that are transformed 

as 1 objective function 𝐹 using Eq. (23). 

 

𝐹 = 𝜌1 × 𝑓1 + 𝜌2 × 𝑓2 + 𝜌3 × 𝑓3 + 𝜌4 × 𝑓4 +
𝜌5 × 𝑓5 + 𝜌5 × 𝑓6 + 𝜌7 × 𝑓7                         (23) 

Where 𝜌1, 𝜌2, 𝜌3, 𝜌4, 𝜌5, 𝜌6, 𝜌7  represents weighting 

factor. 

3.6 CH formation 

SCH formation is significant to maintain the 

reliability and integrity of a network. It contains a 

choosing a SCHs depending on criteria like 

trustworthiness, node energy, and proximity to others 

to ensure effective communication and minimize the 

risk of attacks. Initially, selecting a SCH is essential 

because it helps to effectively handle the 

communication in clusters which increases the 

resource utilization and transmission of data among 

nodes. The normal sensors are assigned to the SCH 

in the process of cluster generation. The energy and 

distance are measured as a potential function which 

is represented in Eq. (24). 

 

𝑃𝑜𝑡𝑒𝑛𝑡𝑖𝑎𝑙 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 (𝑁𝑖) =
𝐸𝑆𝐶𝐻

𝑑𝑖𝑠(𝑁𝑖,𝑆𝐶𝐻)
          (24) 

 

Where 𝑁𝑖 represents potential function, and 𝐸𝑆𝐶𝐻 

indicates energy level of SCH. Then, the 

determination of routing path is updated using M-

TACTDOA to identify CH data transmission to BS. 

 

3.7 Route Path using M-TACTDOA 

The M-TACTDOA is applied to determine the 

route path discovery. The following steps managed in 

the route path discovery are detailed below: 

• The probable paths from the source SCH to 

BS are evaluated as the initial solutions to 

discover the route path. Each solution 

dimension is equivalent to the amount of 

transmit SCH exist in the route. 

• Also, the fitness metrics is calculated by 

utilizing energy and distance are determined 

using Eq. (21) and (22) which is applied to 

update the solution location. The route path 

discovery’s location update is established 

depending on iterative process of M-

TACTDOA. 

Therefore, the best secure route is chosen to enhance 

the security of WSN while improving the data 

delivery. 
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3.8 Cluster maintenance 

Updating the cluster structure is essential for 

ensuring network efficiency and stability. This 

involves like reselecting nodes or electing new CH 

depending on network dynamics and energy levels. It 

helps the network to make better use of resource 

which extends node lifetimes, and manages reliable 

communication. Efficient cluster maintenance assists 

in preventing network failures and minimizes the 

impact of node failure and energy depletion. It 

acquires a reliable transmission of data by 

establishing this progress effectively.  

4. Simulation results 

This section provided the performance analysis of 

proposed M-TACTDOA by using MATLAB R2018a 

to determine the SCH and routing in WSN. The 

system is functioned with 6GB RAM, Windows 10 

operating system, and an i7 Intel processor. The SCH 

and route path discovery are performed by utilizing 

M-TACTDOA to attain the secure communication. 

Table 1 provides the simulation parameters of M-

TACTDOA technique.   

4.1 Performance Analysis 

Fig. 3 shows a performance analysis of delay (s). 

The proposed M-TACTDOA is compared with 

existing methods like Developed DEEC (DDEEC), 

LEACH, Energy-Efficient Clustering (DEEC), 

Centralized LEACH (CLEACH), and Threshold 

DEEC (TDEEC). Delay refers to amount of time it 

takes for data packets to travel from a source to 

destination (BS). It has processing, propagation, 

transmission, and queuing delays. When compared to 

these techniques, the proposed M-TACTDOA 

obtains a lesser delay because M-TACTDOA selects 

the optimal route path that decreases the distance and 

maximizes the network efficiency. 

 
Table 1. Simulation parameter of M-TACTDOA 

Parameters Values 

Simulation time 100 ms 

Number of nodes 50, 100, 150 

Network size 200𝑚 × 200𝑚 

Packet size 6000 bits 

Initial energy 0.55 J 

  

    
(a)                                                                                        (b) 

 
(c) 

Figure. 3 Performance analysis of delay: (a) 50 nodes, (b) 100 nodes, and (c) 150 nodes 
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Fig. 4 determines the performance analysis of 

alive nodes. Alive nodes define that SNs are still 

executes their function like communication and 

processing. Managing a high number of alive nodes 

is significant to extend the network lifespan and 

ensuring reliable data transmission. When compared 

to existing techniques, the proposed M-TACTDOA 

obtains a high time period due to it choosing the most 

relevant node for SCH and transmission of data that 

preserves less energy and increases network lifetime. 

 

 
(a) 

 
(b) 

 
(c) 

Figure. 4 Performance evaluation of alive nodes: (a) 50 

nodes, (b) 100 nodes, and (c) 150 nodes 

Fig. 5 indicates a performance evaluation of dead 

nodes. Dead nodes refer to SNs which have depleted 

their energy resources and no longer contribute to 

network activities. The presence of dead nodes 

disturbs network connectivity, minimizes coverage, 

and decreases overall network performance. The 

proposed M-TACTDOA reduces the dead node 

occurrence by optimizing SCH selection process and 

transmission of data nodes compared to existing 

methods. 

 

 
(a) 

 
(b) 

 
(c) 

Figure. 5 Performance evaluation of dead nodes: (a) 50 

nodes, (b) 100 nodes, and (c) 150 nodes 
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Fig. 6 depicts a performance analysis of energy 

consumption. Energy consumption is a significant 

factor because SNs typically have limited battery life. 

Optimizing energy consumption is crucial to extend 

the network lifespan and ensure a sustainable process. 

Compared to LEACH, CLEACH, DEEC, DDEEC, 

and TDEEC, the proposed M-TACTDOA obtains 

less energy consumption due to selecting SCH and 

routing paths by analyzing paths and nodes 

depending on energy efficiency.  

 

 
(a) 

 
(b) 

 
(c) 

Figure. 6 Performance analysis of energy consumption: 

(a) 50 nodes, (b) 100 nodes, and (c) 150 nodes 

 
(a) 

 

 
(b) 

 

 
(c) 

Figure. 7 Performance analysis of FND, HND, and LND: 

(a) 50 nodes, (b) 100 nodes, and (c) 150 nodes 

 

 

Fig. 7 represents the performance evaluation of 

First Node Dead (FND), Last Node Dead (LND), and 

Half Node Dead (HND). FND refers to time while the 
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Figure. 8 Performance analysis of PDR 

 

 

initial SN runs out of energy, LND defines that when 

the last node depletes its energy leads to complete 

network failure. HND represents when half of the 

network nodes are dead which results in network 

robustness and lifetime. The proposed M-

TACTDOA obtains a better performance due to its 

increased ability to balance the consumption of 

energy between nodes and SCH selection which leads 

to enhanced network lifetime and stability.  

Fig. 8 determines the Packet Delivery Ratio 

(PDR). PDR refers to the ratio of successfully 

received packets of data to the overall sent packets 

from a source to a destination. When compared to 

existing methods, the M-TACTDOA attains a high 

PDR for 50 nodes because most of the transferred 

data packets reach their destination effectively which 

results in a strong and stable network signal. 

Fig. 9 illustrates a performance evaluation of the 

Packet Loss Ratio (PLR). PLR measures the 

percentage of data packets that are dropped or lost 

during transmission. The proposed M-TACTDOA 

obtains a lower PLR because of reliable hardware and 

optimized transmission strategies which contribute to 

fewer packet drops compared to existing methods. 

Fig. 10 depicts a performance analysis of 

throughput. It refers to the rate at which successfully 

delivered data packets are transmitted across the 

network. The proposed M-TACTDOA obtains a high 

performance because of extending the network time 

resulting in better transmission of data compared to 

CLEACH, TDEEC, LEACH, DEEC, and DDEEC. 

4.2 Comparative Analysis 

Table 2 indicates a different scenario 

performance. The TAGA [19] is for scenario 1, 

Taylor C-SSA [22] is for scenario 2, and EOR-iABC 

[23] is for scenario 3. Tables 3, 4, and 5 represent a 

comparative analysis of M-TACTDOA with TAGA 

[19], Taylor C-SSA [22], and EOR-iABC [23]. The 

results demonstrate that M-TACTDOA obtains a 

better performance compared to existing methods. 

For instance, the proposed M-TACTDOA achieves a 

lower energy consumption of 0.08 J compared to [23] 

because of balancing energy efficiency and security 

effectively through multi-objective functions, SCH, 

and routing path.  

 

 

 
Figure. 9 Performance evaluation of PLR 

 

 
Figure. 10 Performance analysis of throughput 

 

 

Table 2. Different scenario performance 

Parameters Scenarios 

1 2 3 

Number of 

nodes 

100 50, 100 100 

Area / 

Network size 
100𝑚
× 100𝑚 

100
× 100𝑚 

1200
× 1200𝑚𝑡𝑠 

Energy 1J 0.5 J 50 J 
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Table 3. Comparative analysis of M-TACTDOA with TAGA 

Method Performance measures No. of. nodes No. of. rounds 

200 400 600 800 1000 

TAGA [19] Energy consumption (J)  

100 

 

18.2 38.5 64.2 75.6 95.8 

Proposed M-TACTDOA 2.20 4.45 6.37 8.90 11.15 

 

Table 4. Comparative analysis of M-TACTDOA with Taylor C-SSA 

Method Performance measures Number of nodes Number of rounds 

2000 

Taylor C-SSA [22] No. of. Alive nodes 50 25 

100 42 

Energy consumption (J) 50 0.188 

100 0.129 

Delay m/s 50 0.291 

100 0.465 

Throughput rate 50 0.1 

100 0.1 

Proposed M-TACTDOA No. of. Alive nodes 50 36 

100 97 

Energy consumption (J) 50 0.15 

100 0.10 

Delay m/s 50 0.205 

100 0.4011 

Throughput rate 50 1.45 

100 1.48 

Table 5. Comparative analysis of M-TACTDOA with EOR-iABC 

Method Performance measures No. of. nodes No. of. rounds 

10 20 30 40 50 

EOR-iABC [23] No. of. Alive nodes  

 

100 

 

 

100 85 68 52 30 

Delay m/s 0.189 0.165 0.142 0.127 0.103 

Energy consumption (J) 9.2 12.7 14.3 15.4 17.3 

Proposed M-TACTDOA No. of. Alive nodes 100 100 100 100 100 

Delay m/s 0.002 0.004 0.006 0.008 0.010 

Energy consumption (J) 0.08 0.180 0.288 0.390 0.513 

4.3 Discussion 

The advantages of proposed M-TACTDOA and 

disadvantages of existing techniques are discussed. 

The disadvantage of existing techniques like TAGA 

[19] had difficulties in adapt to dynamic network 

conditions due to adaptation and re-evaluations that 

results in inefficiency and instability performance. 

Taylor C-SSA [22] struggled with adapting to 

dynamic network topologies in WSN which 

comprises the security by exposing vulnerabilities 

during routing updates. EOR-iABC [23] had 

minimum convergence because of suboptimal 

solution prior discovering the search space that 

resulted in suboptimal energy distribution. The 

proposed M-TACTDOA overcomes this existing 

method limitation. The M-TACTDOA effectively 

balances multiple objectives like decreasing energy 

consumption and managing high trustworthiness in 

communication. The M-TACTDOA’s cosine-based 

searching abilities increase exploitation and 

exploration which results in better solution accuracy 

and convergence rates. By integrating trust awareness, 

M-TACTDOA ensures secure communication by 

choosing reliable SN which enhances overall 

network performance and flexibility against 

malicious attacks. 

5. Conclusion 

In this research, the M-TACTDOA is proposed 

for energy efficient SCH and secure route path 

selection in WSN. In TDOA algorithm, the CPDE 

mechanism is incorporated which solves the local 

optima issue and enhances convergence speed in the 

later iterations. In SCH, the distance between 

neighbor nodes, the distance between BS and CH, the 

location factor, node degree, and trust metrics are 

used to determine the fitness function. This 



Received:  October 17, 2024.     Revised: November 13, 2024.                                                                                        528 

International Journal of Intelligent Engineering and Systems, Vol.18, No.1, 2025           DOI: 10.22266/ijies2025.0229.36 

 

comprehensive algorithm ensures optimal cluster 

formation to enhance security. Energy, node degree, 

and distance are used in secure routing path selection 

which balances the network durability with reliable 

transmission of data which leads to effective, secure, 

and robust performance. By processing this function, 

the M-TACTDOA achieves a less energy 

consumption of 0.08 J compared to existing methods 

like EOR-iABC. In the future, an advanced 

optimization algorithm will be considered to enhance 

the model performance. 

 

Notation Description 
Symbols Description 

𝑚𝑝 Multipath fading channel 

𝑑0 Distance is smaller than 

threshold value 

𝑓𝑠 Free space 

𝐸𝑒𝑙𝑒𝑐 Energy consumed by 

electronic circuits during 

transmission 

𝜀𝑓𝑠 Energy expenditure per unit 

distance 

𝜀𝑚𝑝 Energy associated with 

multipath fading channel 

propagation 

𝑙 Energy required by radio to 

transmit 𝑙-bit binary message 

𝑑 Distance 

𝐸𝑅(𝑙) Energy required by radio for 

receiving an 𝑙-bit message 

 𝜀𝑓𝑠𝑑
2/𝜀𝑚𝑝𝑑

4 Distance between 

transmitting and receiving 

nodes and the appropriate Bit 

Error Rate (BER|) 

𝑛 M-TACTDOA’s dimension is 

equivalent to number of CH 

𝑋𝑖 Solution vector of 𝑖𝑡ℎ 

individual in the population 

𝑋𝑖,1, 𝑋𝑖,2, … , 𝑋𝑖,𝑛 1𝑠𝑡, 2𝑛𝑑 up to 𝑛𝑡ℎ component 

of solution vector of 𝑋𝑖 for the 

Tasmanian devil algorithm 

𝑥𝑖,𝑗 Candidate value of 𝑖𝑡ℎ 

solution in 𝑗𝑡ℎ variable 

𝑁 Tasmanian devil search 

𝑚 Number of variables 

𝐹 Objective function vector 

value 

 𝐹𝑖 Obtained value of objective 

function via 𝑖𝑡ℎ  candidate 

solution 

𝑘 Population as carrion 

𝐶𝑖 Selected carrion by 𝑖𝑡ℎ 

Tasmanian devil 

𝑋𝑘 Variable  𝑋  associated with 

population 𝑘 

𝑥𝑖,𝑗
𝑛𝑒𝑤,𝑆1

 New location of 𝑖𝑡ℎ 

Tasmanian devil in 

exploration stage 

𝐹𝑖
𝑛𝑒𝑤,𝑆1

 Objective function value 

𝐹𝑐𝑖 Objective function for 

selected carrion 

𝑟 Random numbers in [0, 1] 

range 

𝐼 Random integer number 

𝑥𝑟𝑑𝑚1 and 𝑥𝑟𝑑𝑚2 Two distinct randomly chosen 

individuals in present iteration 

𝑟𝑐𝑓 Randomly produced numbers 

following cosine-style 

variation 

𝑥𝑖,𝑗
𝑛𝑒𝑤,𝑆1

 New updated value at (𝑖, 𝑗) 
position in exploitation stage 

𝑥𝑡𝑜𝑝_𝑇_𝑑𝑒𝑣𝑖𝑙 Reference or target value 

𝑅𝐿𝑆𝑙𝑓𝑎𝑑  Random learning factor or 

self-adaptive facto 

𝑐 Constant 

𝑋 Certain point of data or vector 

𝑋𝐶𝐻𝑖 Feature associated with 𝑖𝑡ℎ 

neighboring node 

𝑓(𝑋𝐶𝐻𝑖) Function applied to 𝑋𝐶𝐻𝑖 
𝑛 Total number of nodes 

𝐵 Set of all neighboring nodes 

𝑑(𝐶𝐻𝑗,𝐵𝑆) Distance between BS and CH 

𝑝 Total number of CH 

ℎ𝑇  CH number 

𝑁𝐷𝑚𝑖𝑛 Minimum node degree 

𝐶𝑀𝑖 Overall neighbour of selected 

CH at node 𝑖 
𝑑𝑝𝑖,𝑆𝑖𝑛𝑘 Distance among each node 𝑝𝑖 

and sink node 

𝑑𝑐𝑘,𝑆𝑖𝑛𝑘  Distance among chosen CH 

𝑐𝑘 and sink node 

𝜏𝑎𝑝𝑝𝑥 Approximate period 

𝜏𝑒𝑠𝑡  Estimated period for 

authenticating public keys 

𝜔 Node’s opinion parameter 

𝑟 Overall node neighbor 

𝐷𝑇𝑖
𝑑 Direct Trust at distance 𝑑  in 

𝑖𝑡ℎ node 

𝐼𝐷𝑇𝑖
𝑑  Indirect Trust at distance 𝑑 in 

𝑖𝑡ℎ node 

𝑅𝑇𝑖
𝑑(𝜏) Recent Trust at distance 𝑑 in 

𝑖𝑡ℎ node 

𝐶𝑇(𝑖,𝑗)
𝑛  Comprehensive Trust in entity 

𝑖𝑗 at 𝑛𝑡ℎ iteration 

𝑁𝑛𝑐ℎ Overall neighboring node 

𝐷𝑥𝑑𝑖𝑠
′′  Distance for CH to BS 

𝑛𝑜 Two ranges 

𝑇𝑡𝑐ℎ Total number of CH 

𝐸𝑥𝑒𝑛𝑟
′′  Residual energy after 

determining usage of energy 

at time 
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(𝐸𝑥𝑒𝑛𝑟
′′ )𝑛 Residual energy for a time 

internal 𝑛 

𝑓1 Distance between neighbor 

node 

𝑓2 Distance between BS and CH 

𝑓3 Node degree 

𝑓4 Location factor 

𝑓5 Trust 

𝑓6 Distance 

𝑓7 Energy 

𝐹 Objective function 

𝜌1, 𝜌2, 𝜌3, 𝜌4, 𝜌5, 𝜌6, 𝜌7 Weighting factor 

𝑁𝑖 Potential function 

𝐸𝑆𝐶𝐻  Energy level of SCH 
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