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Abstract: Wireless Sensor Networks (WSNs) are a dispersed group of sensor nodes that are deployed in an open and
hostile environment for data transmission. Sensor data is transmitted by each node in the network using multi-hop
communication until it reaches the Base Station (BS). However, the resource-constrained nature of devices and their
operation in potentially hostile and dynamic environments makes it difficult to ensure and maintain secure
communication in WSN which is one of the major challenges. To address this issue, a Spiral Elite Learning based
Gazelle Optimization Algorithm (SEL-GOA) is proposed for secure Cluster Head (CH) selection and routing in the
WSNs without compromising the nodes. In secure CH selection and routing, to avoid node compromising and
malicious attacks, the GOA model optimizes the selection process by security parameters (Fitness Functions) and
ensures that selected CH and routing paths are in the secure area of the network. The experimental results of the
proposed SEL-GOA show that the algorithm has achieved energy consumption of 0.31 J, delay of 16 ms and
Throughput of 94 mbps for 500 nodes. These results are better when compared to existing clustering and routing
methods such as Neuro Fuzzy Clustering with Sparrow Search Optimization Algorithm (NF-SSOA).

Keywords: Base station, Cluster head, Secure cluster head selection and routing, Spiral elite learning based Gazelle
optimization algorithm, Wireless sensor networks.

environments, energy efficiency and security are
considered two key factors in designing secure
routing protocols [5]. A cluster in WSN refers to a
group of sensor nodes that are deployed randomly
and are organized to manage network operations
efficiently in clustering and routing [6-8]. The
clustering is a process of grouping sensor nodes that
are organized to efficiently manage network
operations and resource allocation [9].

Every cluster in WSNs contains CH to gather all
data from neighbor nodes and then communicate with

1. Introduction

Wireless Sensor Network (WSN) is a system of
tiny, numerous and low power sensor nodes that are
used to communicate with one another and with their
surroundings. The WSN comprises several wireless
sensor nodes that perform sensing, computation, and
secure communication, which is used in several
applications like military, aerospace, etc., [1-3]. The
nodes are positioned randomly in specific areas
forming wireless networks to perform specific tasks

such as collecting relevant data and transmitting the
information to the Base Station (BS) in a single or
multi-hop transmissions [4]. Due to the limited
resource nature of sensor networks and hostile
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the BS for further processing [10]. An advantage of
clustering is that it removes redundant data
transmission in the network leads to minimizing
communication overhead and reduced the Energy
Consumption (EC) in WSN [11]. Several researchers
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utilize different optimization algorithms in WSNs to
optimize EC during clustering and routing as well as
increase the network lifetime of nodes [12]. The data
communication in WSNs is vulnerable to various
attacks because the nodes in the network are deployed
in open and unfriendly environments that leads to
insecure data transmission [13]. Due to the dynamic
and hostile environment of WSN networks, the
sensor nodes are vulnerable to malicious attacks, thus
security is crucial for efficient data transmission in
WSN applications [14,15]. However, much research
has focused only on energy-efficient clustering and
routing since several factors lead to insecure
communication in WSN. To overcome these
limitations, a Spiral Elite Learning Strategy-Gazelle
Optimization Algorithm (SEL-GOA) algorithm is
proposed to perform secure Cluster Head (CH)
selection and routing in WSN. The main
contributions of the proposed method are:

e The SEL-GOA algorithm is proposed for
secure clustering and routing in WSN which
enhances secure communication with less
energy consumption. The SEL strategy selects
the elite solutions (CHSs) based on the fitness
functions to avoid node compromising.

e The SEL strategy improves secure clustering
and routing by adapting the changes in
dynamic network conditions and node
behaviour that prevent node compromising in
WSN.

e The GOA mitigates the impact of the
compromised nodes by selecting only elite
CH and routes that enhance secure data
communication through an SEL strategy that
minimizes the risk of security threats.

This research paper is structured as follows:
Section 2 describes a literature review of existing
clustering and routing methods. Section 3 presents an
explanation of the proposed SEL-GOA algorithm.
Section 4 illustrates the result and discussion. The
conclusion of this research is given in Section 5.

2. Literature review

In this section, the advantages and limitations of
existing clustering and routing algorithms in WSN
are described.

Dinesh and Kumar [16] designed an energy-
efficient secured clustering model in WSN based on
Neuro Fuzzy Clustering with Sparrow Search
Optimization Algorithm (NF-SSOA). The designed
NF-SSOA optimization model was utilized for trust-
aware clustering and routing, to provide lightweight
key generation and ensure hop-to-hop authentication
of nodes in WSN. An advantage of the NF-SSOA
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algorithm was improved energy consumption and
throughput of the network by selecting optimal CH
by SSO algorithm. However, the designed NF-SSOA
model failed to adapt to evaluating attack patterns and
thus selected the compromised nodes as CH and
introduced delay while selecting of secure path that
impacts data transmission.

Kumar and Srimanchari [17] developed a trust
and energy-efficient data aggregation scheme based
on Quantum behavior and Gaussian Mutation based
Archimedes Optimization Algorithm (QGAOA). The
developed QGAOA model was employed to select
reliable and energy efficient CH and to avoid
malicious activity of nodes. An advantage of the
developed QGAOA clustering and routing model is
decreased packet drops in data transmission due to a
reliable routing path. However, the clustering and
routing based on the QGAOA model focused only on
energy efficiency and trust which does not prioritize
the security aspects that lead to potential node
compromising.

Kranthikumar and Velusamy [18] explored a
trust-aware and secure energy-efficient clustering
model in WSN. The explored trust-based fuzzy logic-
based clustering model was used to identify
malicious nodes and select reliable routes for data
communication. A five-level rule-based mechanism
by fuzzy logic was utilized to reduce energy
consumption in CH selection and improve the
clustering process by selecting an optimal CH.
However, the explored fuzzy clustering model was
sensitive to parameters that failed to select secure CH
and routing due to the dynamic nature of the WSN
environment.

Rajkumar [19] presented a secured energy-
efficient routing model for WSN based on
hierarchical protocol. The presented Hierarchical
Secured Energy Efficient Routing Protocol
(HSEERRP) utilized well-organized path maintenance
with a low overhead path discovery technique to
reduce the energy consumption for clustering and
routing. An advantage of the presented HSEERP
model was that selected CH collects data from other
sensor nodes which reduced the energy consumption
efficiently by minimizing multiple data transmissions
before forwarding them to the base station. However,
the presented HSEERP protocol has the drawback of
CH node compromise due to inherent vulnerabilities
that affect the secure clustering and routing in WSN.

Biswas [20] represented the Energy Efficient
Secure Multipath Routing (EESMR) model for
secure and energy efficient communication in WSN
based on lightweight mechanisms. The represented
EESMR model utilized several techniques such as a
one-way hash chain, message authentication code,
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and a clique-based coordinator selection technique to
improve the routing process in WSN. The main
advantage of the presented multipath routing model
was that enhanced secure routing by distributing the
data packets to multiple routes. However, the
represented EESMR model has limitations such as
high energy consumption for path maintenance and
the vulnerability of attack surface was increased due
to multiple paths because all paths in the network are
not secure uniformly.

Nageswararao Malisetti and Vinay Kumar
Pamula [21] explored an energy efficient
clusterbased routing model by hybrid optimization
algorithm for WSN. The explored hybrid
optimization model was a combination of Moth Levy
Adopted Artificial Electric Field Algorithm (ML-
AAEF) was employed to select the efficient cluster
based routing and Customized Grey Wolf
Optimization  Algorithm (CGWQO) for data
transmission. The main advantage of the explored
hybrid model was that determines an energy efficient
cluster and routing path for efficient data
transmission. However, the explored ML-AAEF and
CGWO model only focused on energy efficient
routing, where the model has limitation that node
compromission.

There are some limitations from the above-
mentioned existing clustering and routing approaches
in WSN such as secure communication being
difficult due to the dynamic environment, node
compromising in the cluster, and increase in energy
consumption. To overcome these drawbacks, a SEL-
GOA algorithm is proposed for secure clustering and
routing as well as to improve secure communication
in WSN. The SEL strategy adapts to the dynamic
environment efficiently and selects elite solutions
(CH and routing path) and the quick agile nature of
GOA prevents the node comprising those results in
effective communication in the WSN.

3. Methodology

The proposed secure clustering and routing in
WSN includes four phases: Node deployment and
initialization, secure CH selection, cluster formation
and secure routing. The flowchart of secure clustering
and routing in WSN is illustrated in Fig. 1. Initially,
the nodes in WSN are deployed and initialized for
data transmission. Then CH is selected securely
based on the proposed SEL-GOA algorithm.

After that, clusters are formed by potential
functions and finally, a secure routing path to avoid
malicious attacks effectively.
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Figure. 1 The flowchart of proposed SEL-GOA model

3.1 Node deployment

The sensor node deployment is a process of
distribution of nodes within the WSN that ensures the
security and network coverage and energy efficiency
of the network [22]. Here, the nodes are deployed
randomly in WSN to ensure effective data
transmission throughout the network.

3.2 SEL-GOA based secure CH selection

The CH selection is a process of selecting specific
nodes that represent the leaders and coordinators of
clusters of sensor nodes in WSN. A CH is responsible
for managing the nodes utilized for different tasks
like communication with other CHs or with the base
station. The CH selection is most important to
optimize the network's energy efficiency and secure
data transmission. The gazelle optimization is a
population-based algorithm that performs better in
selecting optimal CH and routing in WSN. However,
the limitations of GOA are sensitivity to initial
conditions and less adaptability nature in dynamic
environments that lead to node compromising, sub-
optimal selection of CH and routing path which
impact on risk of losing important information. To
overcome these limitations, a SEL strategy based-
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GOA is proposed is for secure CH selection which is
explained below:

3.2.1. Initialization

The Gazelles are prey animals that are popularly
known for their agility, speed, and acute senses to
escape from predator (like cheetahs). This is a
population-based optimization algorithm [23] where,
each gazelles (X) is represented as a search agent to
identify the best solutions. The position of each
gazelle is initialized with a random node_id between
1 andn.

Let xi; = (x1(6), x;1(8), ., X1 (6)) be  the
candidate solution j¢* randomly induced in it"
solution, where the position x; 5,1 < d <m that
determines the node_id and m represents amount of
CHs in the WSN network. The mathematical
representation of initialization and GOA population
is expressed in Eq. (1) and Eq. (2).

X171 %12 X1,d-1 X1,d
X X21 X2,d-1 X2,d
x=("2" . . (1)
Xi,j :
xn,l xn,l xn,d—l xn,d
xij = rand x (UB; — LB;) + LB; )

Where, rand represents random value; LB; and
UB; denotes lower bound and upper bound ; x;;
indicates position vector of top gazelle; d and n
stands for search space dimension and number of
gazelles. After initialization, candidate solution for
x;j, n and d are estimated by the fitness function
utilized for CH selection.

In SEL-GOA, the best solutions are updated
based on two phases exploitation and exploration
phases. For secure CH selection and routing in this
research, Grazing, Stotting and Evasive running are
the three strategic behaviours of gazelles are utilized
in the above-mentioned two phases for finding the
best solutions.

3.2.2. Exploitation stage

In the exploitation stage, the behaviour of
gazelle known as “Grazing” technique which is used
to search a specific area or region to obtain the best
solution. To enhance convergence within the search
space, a Brownian motion is employed in grazing
technique which is represented in Eg. (3).

fa(x,p0) = J%e(_&;gz) = %_ne(‘% 3)
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Where, f denotes standard Brownian motion; y,
x, and o2 represents mean, given point, and unit
variance. The grazing strategy by gazelles helps to
select optimal CH by evaluating the fitness function
of nodes based on historical data and potential
vulnerability. The mathematical formulation for the
exploitation of gazelles is formulated in Eq. (4).

Gt = G+ B« Ry (Blite, —Rpr ) (&

Where, g,;; and g, represents next and current
solutions; s denotes grazing speed of gazelles; R and

Rp indicates a vector of uniform numbers and
random numbers that represent Brownian motion.

Elite, stands for top gazelle vector. After searching
(exploitation) for a suitable region the best solution
space is identified to select the best solution
performed by the exploration phase which is as
follows

3.2.3. Exploration stage

The exploration process of GOA is divided into
two subprocesses: Stotting and Evasive running for
best CH selection. When the gazelles detect or sense
a predator (attacks) near to them, it leaps into the air
quickly which is called stotting. This is a behavior of
the gazelle performed to escape from predators and a
secret signal used to make other gazelles alert. The
stotting of a gazelle is denoted by a scaled value
which ranges between 0 and 1 which are small steps.
To enhance exploration, Levy Flight method is used
to combine the small steps of leaping in the stotting
technique with occasional continuous steps. The
Levy based movements in stotting are given in Eq.

(5):
Gis1 =0, +S.WRxR « (Eiite, R, +g,) (5

Where, u denotes sudden directional changes by

controlled  steps; R_L) represents Levy based
movements. The behavior of the predator when
gazelles change their direction suddenly by changing
step lengths and random influences. The predator
behavior and the sudden change are represented in
Eqgs. (6) and (7).

Gt =0, +S.. 1L CF.% Rp.* (Elite, — R, . g.) (6)

R a—

Ji+1 =
g, + CF[LB + R+ (UB —LB)].+ U,if r < PSRs
E + [PSRS(I -r)+ T] (m — m), otherwise
@)
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In an optimization process, the balance between
the utilization of search space’s exploration and
exploitation is essential for achieving a global
optimal solution. However, the performance of GOA
algorithm negatively impacts on secure CH selection
due to limitations such as dynamic re-routing,
sensitivity at initial conditions that results in solving
the issues of node compromise and dynamic
environment. The gazelle’s reactive nature, which
relies on initial conditions that lead to inconsistent
CH selection and routing in WSN. This results in
increasing delay in adapting to the new network
changes. The increase in learning time causes delays
in adapting the network which makes it more
susceptible to malicious attacks like Sybil attacks and
DOS attacks.

3.2.4.Proposed spiral elite Gazelle

optimization algorithm

learning -

To improve secure CH selection and routing in
WSN SEL strategy is employed with GOA for
solving the limitations of GOA to make secure and
reliable node selection as well as path selection. By
selecting an Elite CH node using refinement selection
reduces the need for frequent re-routing and improves
secure CH selection.

e Spiral elite learning strategy:

Since GOA updates positions based on two
randomly generated solutions that leads to the risk of
losing promising regions. To address this, a SEL
technique is proposed to obtain the best solution
which utilizes a Logarithmic Spiral Step (LSS) that is
designed to gradually decrease as iterations progress.
The mathematical representation of LSS in GOA is
given in Egs. (8) to (10).

LSS = Ae Ptcos(2cmt) (8)
s 2
= (225). (2 0= i, 1=
min(X;) 9)

x5S = xpes + LSS (10)

Where, x/55 represents new position utilizing
LSS; A refers to shrinking radius; b indicates a
constant that determines LSS; t denotes parameter
that defines how much the next position should be
near to best solution; ¢ stands for number of spirals.
Since the GOA model is a combination of random
and linear search patterns it relies more on initial
parameters. If the CH is selected based only on the
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initial condition it leads to less security and is prone
to data breaches due to the chance of selecting sub-
optimal CH and paths.

Hence, SEL strategy utilizes a spiral search
pattern to minimize the dependency on initial
conditions and reduce energy consumption for
selection, by narrowing down the search technique in
the most promising region. The main advantage of
the SEL strategy is continuous learning and stable
adoption which makes GOA learn and refine
solutions quickly. The continuous and stable learning
by SEL allows the GOA model to remain efficient in
a dynamic environment and reduces the delay in
adapting to the change.

3.3 Fitness function for secure CH selection

The proposed SEL-GOA enhanced the secure CH
selection and reduced energy consumption in WSN
by utilizing fitness functions such as Trust, distance,
energy, node degree and hop count. The fitness value
(f) of secure CH is evaluated as follows:

e Trust:

The trust value is a node’s degree of trust
receiving services which are compared to
neighboring nodes. To select optimal and secure CH,
the trust factor is the most important fitness function
where the CH with a high trust value is selected for
CH in WSN. The trust value of a cluster node should
be high for that node to be selected as CH. The trust
factor (f;) for CH selection is expressed as in Eq.
(12):

f

_ 1
Ttch*Nnch

Ttc Nnc "
Sk or (Test)... (11)
Where, (T,;tst) represents average of three trust
factors (T7e5emt), (TAree) and (T, direet) trust for
n~t" CH and o~¢" neighboring node of CH.
e Distance:

The distance is referred as the distance between
every CH to the base station. The CH with minimum
distance from the base station is the preferable
decision for efficient data transmission in the WSN.
Distance between n*® CH and ot"* neighboring node
f> is expressed in Eq. (12).

L s i [M] (12)

n=14%4o0=1 Nnch

f2

Ttch*Nnch

Where, D, ,; denotes distance between nodes;
Nycn represents total neighboring nodes.

e Energy:
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If the CH node’s energy is less while receiving
data from its perspective CH nodes, then the
aggregation of nodes while transmitting the data to
the base station helps for effective communication in
WSN. The energy consumption of the selected CH is
estimated by the Energy constraint f; which is
evaluated by Eq. (13).

1

f3=T_

Tecn( "
— St (Exenr),, (13)

Where, E,.,, denotes energy of sensor nodes;
T, represents the total number of CHs.

¢ Minimum node degree:

The minimum node degree is referred to number
of cluster members in the network that are related to
CH. The estimation of minimum node degree (f3) in
the cluster is expressed in Eq. (14).

fo =201 min(Nd_degree (XCH;, BS)) (14)

Where, Nd_degree represents node degree; BS
denotes base station. This node degree is crucial for
selecting optimal CH where the node degree of the
CH should be minimum.

¢ Minimum hop count:

The hop count refers to many intermediate
devices such as routers, switches, or gateways that a
data packet passes through a network from source to
destination. The minimum hop count (f5) is
estimated by the Eq. (15).

fs = X min(hop_count (XCH;, BS))  (15)

The overall fitness function is estimated by the
normalization process (F(x)) which is subjugated
to each function a4, a5, a3, a, and agis formulated
as shown in Eq. (16).

F(x) = Simfmin (16)

fmax—Fmin

Where, finin and frqx represents minimum and
maximum fitness values. The minimum fitness value
is estimated by the given Eqg. (17).

F=aifitafi+asfstasfs+
asfs where, Yt a;;and a;e(0,1) 17

Where, F denotes the overall fitness function;
a,, o, az , a, and ag represents weighted
coefficients, f1, fo, f3, fa, and fs refers to trust,
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distance, energy, minimum node degree and
minimum hop count.

3.4 Cluster formation

According to the optimal CH selected by GOA,
the nodes are further clustered to improve the
effectiveness of the WSN. The sensor nodes are
grouped to CH with high residual energy and less
transmission distance. The cluster formation in WSN
is represented in Eq. (18).

ZXEner CH;
SNp — : gy( ])
Dlstance(si,CHj )

(18)

Where, SN,, denotes sensor node potential; Z
indicates proportionality constant; Energy (CH;)
denotes residual energy of the respective CH;
Distance(s;, CH; ) represents the distance between
the CH; and sensor s;; This cluster formation in WSN
reduced the energy consumption of several nodes in
data transmission and minimizes intra-cluster
distance between nodes effectively.

3.5 Routing

After selecting a secure CH in WSN, the suitable
secure paths are identified for data transmission from
cluster members (sensor nodes) to the BS through the
selected CHs. The proposed SEL-GOA model is used
to select an optimal and secure route for reliable data
transmission. To ensure secure data transmission, the
model estimates two important parameters in fitness
estimation: trust, energy, and distance.

e Trust:

The trust value is a node’s degree of trust
receiving services which are compared to
neighboring nodes. The value of trust of a cluster
node should be high for the node for selection of
routing. The trust factor (f;) for optimal route
selection is expressed as in Eq. (19).

1

fi DD il (P (19)

- Ttch*Nnch
e Distance:

The distance is referred to as the distance between
CH to the hop node and from the hop node to the base
station. The distance between nodes and base station
should be less and consume less energy for effective
communication in  WSN. Therefore, distance
between nt"* CH to the base station f, is expressed
in Eq. (20).
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D)"c is)no
fo= it whe g [Cxtide] (a0

N Ttch*Nnch
e Energy:

The energy consumption of the hop nodes should
be less for effective data transmission from the hop
node to the base station in WSN. The routing path
with less energy consumption is a preferable choice
for data to receive, integrate, and transmit to the next
CH or to the base station. The Energy constraint f;
for routing is evaluated by Eq. (21).

1

f3:_

Tech( "
= S (Erenr) 1)

n

Due to the contrast of each fitness function values,
a weighted sum technique is employed to normalize
the values and this weighted value is assigned for
each function. By utilizing this technique, the multi-
objective function is converted into a single objective
function. The values obtained from all fitness
functions have distinct units, thus, the normalization
method is applied for every fitness function which is
represented in the Eq. (22).

F=BXfi+BaXfa+B3Xf3 (22)

Where, B, , B, and pB; denotes weighted
coefficients; f;, f, and f; represents the fitness
functions trust, distance and energy respectively. A
reliable and secure route for efficient data
transmission is identified by the position update Eq.
(15) with the fitness function which have mentioned
above. The agile nature and adaptive nature of
gazelles search the optimal routes quickly between
the sensor nodes. The proposed GOA algorithm
identify multiple routing paths by avoiding
vulnerable and congested nodes which lead to data
packet loss and security threats. The proposed SEL-
GOA model ensures that the sensitive information is
transmitted by secure and reliable routes by adapting
search mechanism according to dynamic network
conditions. The proposed SEL-GOA algorithm
focused on searching around the elite solutions, that
ensure more secure and reliable routes by stotting and
evasive running behaviour and optimize the factors
like trust, energy and distance, which are critical for
secure data transmission in WSNE.

4. Results and discussion

The performance analysis of the proposed SEL-
GOA method is used in secure CH selection and
routing in WSN is evaluated by different
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performance metrics. In this research, the proposed
SEL-GOA model is simulated using MATLAB
R2020b software tool with a system configuration of
i7 processor, 16 GB RAM and Windows 10 OS.
Performance measures used for evaluation are
Throughput, Delay, Packet Delivery Ratio (PDR),
energy consumption and residual energy. Table 1
represents the simulation parameter settings of the
proposed method.

4.1 Quantitative and qualitative analysis

The performance analysis of the proposed SEL-
GOA for secure clustering and routing in WSN is
illustrated in Tables 2 to 6. The quantitative results of
Throughput utilizing the number of nodes is
illustrated in Table 2. The proposed SEL-GOA
algorithm is evaluated and compared with existing
optimization algorithms such as Particle Swarm
Optimization (PSO), Salp Swarm Optimization
(SSO), Ant Colony Optimization (ACO) and GOA.
The SEL-GOA attains a superior throughput scoring
of 98mbps, 97mbps, 96mbps, 95mbps, and 94mbps
at the number of nodes of 100, 200, 300, 400, 500
respectively. The proposed GOA model ensured the
utilization of network resources efficiently by
selecting secure and energy-efficient routes through
its agile nature that minimized node failure, and
energy depletion results in enhanced throughput than
existing approaches.

The quantitative results of delay utilizing the
number of nodes is illustrated in Table 3. The
proposed SEL-GOA algorithm is evaluated and
compared with existing optimization algorithms such

Table 1. Simulation parameters of proposed method

Parameter Value
Area 1000 x 1000
Number of Nodes 100-500
Initial Energy 1]
Table 2. Performance analysis of proposed SEL-GOA for
Throughput
Method Metric Number of Nodes
S 10 | 20 | 30 | 40 | 50
0 0 0 0 0
PSO 92 | 92 | 91 | 90 | 90
SSO Throughpu | 93 | 93 | 92 | 91 | 91
ACO t 94 | 93 | 93 | 92 | 92
GOA (mbps) | 96 | 95 | 94 | 94 | 93
Propose 98 | 97 | 96 | 95 | 94
d SEL-
GOA
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Table 6. Performance analysis of proposed SEL-GOA for
energy consumption

Table 4. Performance analysis of proposed SEL-GOA for
PDR

Methods Number of Nodes

100 | 200 | 300 | 400 | 500

PSO 0.92 |1 0.91 | 0.90 | 0.90 | 0.89

SSO 0.93|0.92 | 0.91 | 0.91 | 0.90

ACO 0.94 |1 0.93|0.93 (092 | 091

GOA 0.96 | 0.95 | 0.95 | 0.93 | 0.92

Proposed SEL- 0.98 | 0.97 | 0.97 | 0.94 | 0.92
GOA

Table 5. Performance analysis of proposed SEL-GOA for
alive nodes

Methods Number of Nodes

100 | 200 | 300 | 400 | 500

PSO 94 | 107 | 213 | 325 | 413

SSO 95 | 120 | 228 | 340 | 422

ACO 96 | 136 | 242 | 364 | 428

GOA 97 | 142 | 259 | 383 | 446

Proposed SEL- 99 | 178 | 286 | 390 | 477
GOA

as PSO, SSO, ACO and GOA.. The SEL-GOA attains
less delay of 11 ms, 13 ms, 13, ms, 14 ms, 16 ms at
number of nodes of 100, 200, 300, 400, and 500
respectively. The proposed GOA focused only on
shorter and less congested routing paths to confirm
that data packets are transmitted with minimum
delays. The advantage of GOA which adopts and
adjusts dynamic network conditions for the selection
of optimal routing paths to reduce delay.

The quantitative results of PDR utilizing the
number of nodes is illustrated in Table 4. The
proposed SEL-GOA algorithm is evaluated and
compared with existing optimization algorithms such
as PSO, SSO, ACO and GOA. The SEL-GOA attains
a high PDR of 0.98, 0.97, 0.97, 0.94, 0.92 at the
number of nodes of 100, 200, 300, 400, 500
respectively. The SEL strategy incorporated with
GOA selects the most reliable and secure routes for
data transmission that reduces packet loss by
compromised routes and improved PDR than
previous routing approaches.
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Methods Metric Number of Nodes Method Metric Number of Nodes
100 | 200 | 300 | 400 | 500 s 10 | 20 | 30 | 40 | 50
PSO 18 | 20 | 21 | 23 | 23 0ol 0| 0| 0] O
SSO 16 | 18 | 19 | 19 | 21 PSO 62 | 64 | 69 | 72 | 75
ACO Delay 15 | 17 | 17 | 18 | 19 SSO Energy 61 | 64 | 66 | 69 | 73
GOA (ms) 13 | 14 | 14 | 16 | 17 ACO | Consumptio | 57 | 60 | 63 | 67 | 70
Proposed 11 | 13 | 13 | 14 | 16 GOA n 54 | 56 | 57 | 59 | 60
SEL- Propose Q)] 48 | 49 | 51 | 53 | 54
GOA d SEL-
GOA

The quantitative results of alive nodes based on
number of rounds are illustrated in Table 5. The
proposed SEL-GOA algorithm is evaluated at 1000 "
iteration and compared with existing optimization
algorithms such as PSO, SSO, ACO and GOA.

The quantitative results of energy consumption
utilizing number of nodes are illustrated in Table 6.
The proposed SEL-GOA algorithm is evaluated and
compared with existing optimization algorithms such
as PSO, SSO, ACO and GOA. The SEL-GOA
reduced the energy consumption of 48, 49, 51, 53,
and 54 for nodes of 100, 200, 300, 400, and 500
respectively. The proposed SEL strategy optimizes
the positioning and movement of CHs in a spiral
search pattern which reflects the natural foraging
behavior of elite gazelles in the algorithm. This
balances the identifying of new CH nodes and
optimizing existing CHs, which ensure energy-
efficient nodes with optimal positions as CH.

4.2 Comparative analysis

The comparative analysis of proposed SEL-GOA
with CH selection and routing techniques such as NF-
SSOA [16], QGAOA [17], Fuzzy Clustering [18],
HSEERP [19], EESMR [20] and ML-AAEF and CGWO
[21] is depicted in this section. The comparison
results for the proposed algorithm are performed
under different scenarios with parameters like area,
number of nodes and initial energy.

The existing models SSOA [16] and HSEERP
[19] in scenario 1 involves area of 1000 X 1000m?,
100-500 nodes, with initial energy of 1J. The
QGAOA [17] in scenario 2 involves area of
1500 x 1500m?, 100-500 nodes, with initial energy
of 1J. The Fuzzy Clustering [18] model in scenario 3
involves area of 1000 x 1000m?, 100-300 nodes,
with initial energy of 1J. The EESMR [20] model in
scenario 4 involves area of 100 x 100m?, 100-500
nodes, with initial energy of 2J. The ML-AAEF and
CGWO [21] model in scenario 5 involves area of
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Table 7. Comparative analysis of proposed SEL-GOA vs NF-SSOA [16]
Methods Metrics Number of Nodes
100 200 300 400 500
NF-SSOA [16] Energy Consumption (J) 0.1 0.21 0.27 0.31 0.35
Delay (ms) 12 13 13 15 18
Throughput (mbps) 95 95 94 94 93
Proposed SEL-GOA Energy Consumption (J) 0.1 0.18 0.24 0.27 0.31
Delay (ms) 10 11 11 13 16
Throughput (mbps) 97 96 96 95 94
Table 8. Comparative analysis of proposed SEL-GOA vs QGAOA [17]
Methods Metrics Number of Nodes
100 200 300 400 500
QGAOA [17] Energy Consumption (J) 3897.25 | 4312.93 | 4901.32 | 5292.01 | 5921.91
Delay (ms) 11.34 13.84 14.56 16.21 18.86
Throughput (%) 96 97 94 96 95
Proposed SEL-GOA Energy Consumption (J) 3451.19 | 4198.47 | 4467.82 | 4896.34 | 5466.38
Delay (ms) 10.27 12.44 13.19 14.86 16.92
Throughput (%) 98 97 97 96 96
Table 9. Comparative analysis of proposed SEL-GOA vs Fuzzy Clustering [18]
Methods Metrics Number of Nodes
100 200 300
Fuzzy Clustering [18] Delay (ms) 25 55 60
Energy Consumption (J) 85 87 88
Proposed SEL-GOA Delay (ms) 18 48 54
Energy Consumption (J) 77 84 86
Table 10. Comparative analysis of proposed SEL-GOA vs HSEERP [19]
. Number of nodes
Methods Metrics 100 200 300 400 500
HSEERP [19] PDR 98 96 95.5 95 93
Proposed SEL-GOA 100 98 96 95.5 94
Table 11. Comparative analysis of proposed SEL-GOA vs EESMR [20]
. Number of nodes
Methods Metrics 100 200 300 200 500
EESMR [20] PDR 91 92 94 96 98
Proposed SEL-GOA 93 95 97 98 100
Table 12. Comparative analysis of proposed SEL-GOA vs ML-AAEF and CGWO [21]
. Number of nodes
Methods Metrics 100 200
ML-AAEF and CGWO [21] Throughput 3.9 x 108 3 x 108
Proposed SEL-GOA 4x108 3.5 x 108

100 x 100m?, 100-200 nodes, with initial energy of
0.5J. The end condition for all scenarios is stop until
the energy exhaust for every node.

The comparative analysis with existing methods in
different scenarios is illustrated in Tables 7 to 12
using various performance metrics of delay, energy
consumption, and throughput. From the comparative
analysis results, it is clear that the proposed SEL-
GOA is most suitable from smaller node level to high
node level which perform efficiently in WSN.
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4.3 Discussion

The proposed SEL-GOA model achieved better
results for secure clustering and routing in WSN by
selecting an optimal CH and reliable routing path.
However, the existing methods used for CH selection
and routing in WSN have drawbacks such as the
dynamic nature of trust calculations and their
integration with clustering in the NF-SSOA [16]
model that leads to performance degradation in terms
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of security. The clustering and routing by QGAOA
model [17] focused on energy efficiency and trust
which does not address security aspects which lead to
potential ~ security vulnerabilities. The fuzzy
clustering [18] model failed to select the CH and path
correctly due to the dynamic nature of the WSN
environment and compromise in the node. HSEERP
[19] protocol has the drawback of CH node
compromise due to inherent vulnerabilities that affect
the secure clustering and routing in WSN. EESMR
model [20] has limitations such as high energy
consumption for path maintenance and the
vulnerability of attack surface was increased due to
multiple paths because all paths in the network are
not secure uniformly. ML-AAEF and CGWO model
[21] only focused on energy efficient routing, where
the model has limitation that node compromising.

To overcome these problems, a SEL-GOA
algorithm is proposed to provide secure clustering
and routing in WSN and for selecting optimal CH.
The main advantage of the proposed SEL-GOA
model can remove compromised nodes by selecting
elite solutions and re-evaluate the search process to
select optimal CH and route path by a spiral search
pattern. The continuous learning in SEL make GOA
to adapt the dynamic changes in the WSN
environment quickly and make refined elite solutions
for secure data transmission.

5. Conclusion

The SEL-GOA is proposed to enable secure
clustering and routing in WSN by selecting optimal
CH without compromising the network nodes. In
secure clustering and routing, the SEL strategy in
GOA helps to optimize the selection of CH and
secure paths by integrating security parameters
(Fitness Functions) such as trust, energy, distance,
minimum node degree and minimum hop count. The
learning process of the SEL strategy is integrated
with the GOA model that adapts to dynamic security
requirements efficiently and enhances the CH
selection and routing which leads to secure and
energy-efficient data transmission in WSN. The
experimental results of the proposed SEL-GOA
represent that the algorithm achieved energy
consumption of 0.31 J, delay of 16 ms and
Throughput of 94 mbps for 500 nodes which is better
results when compared to existing clustering and
routing methods such as NF-SSOA, QGAOA and
Fuzzy clustering. In future, an improved
metaheuristic optimization algorithm  will be
implemented to enhance CH selection and secure
routing in WSN.
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Notation
Notation Description
rand Random value

LB; and UB; Lower bound and upper bound

Xij Position vector of top gazelle
dandn Search space dimension and

number of gazelles

f5 Standard Brownian motion

u, x, and o2 Mean, given point, and unit

variance

Ji+1 and E

Next and current solutions

S

Grazing speed of gazelles

Rand R, A vector of uniform numbers and
random numbers that represent
Brownian motion
Elite, Top gazelle vector
u Sudden directional changes by
controlled steps
R, Levy based movements
xS New position utilizing
Logarithmic Spiral Step (LSS)
A Shrinking radius
b A constant that determines LSS
t Parameter that defines how much
the next position should be near
to best solution
c Number of spirals
(Tyest) Average of three trust factors
(T - (Tde)  and
(Tjmdirect) tryst for n=*" CH and
o~ " neighboring node of CH
(Trecent Recent trust
(Tairect Direct trust
(Tindirect Indirect trust
Dygis Distance between nodes
Npcn Total neighboring nodes
Erenr Energy of sensor nodes
Ticn The total number of CHs
Nd_degree Node degree
BS Base station
fs Minimum hop count
(F(0) Fitness function is estimated by

the normalization process

fmin and fmax

Minimum and maximum fitness
values

F

The overall fitness function

aq, a,, ag, a, and
as

Weighted coefficients

fi: f2r f3 farand f

Trust, distance, energy,
minimum node degree and
minimum hop count

SN,

Sensor node potential

Z.

Proportionality constant

Energy (CHJ)

Residual energy of the respective
CH
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Distance(si,CHj) Distance between the CH; and

Sensor s;
By, B2 and B, Weighted coefficients
fi, f> and f3 Fitness functions trust, distance

and energy respectively
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